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This document provides details on configuring Wyse Device Manager (WDM) to securely manage your
Woyse cloud clients and zero clients. It provides general guidance and specific instructions on configuring
WDM and Wyse devices for secure management.
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WDM Security Guidelines

1. Introduction
This document provides details on configuring Wyse Device Manager (WDM) to securely manage your
Woyse cloud clients and zero clients. It provides general guidance and specific instructions on configuring
WDM and Wyse devices for secure management. It is highly recommended to enable the secure settings
provided in this document to ensure that your devices are only managed by approved WDM servers.

2. Scope
The guidelines and recommendations are specific to WDM version 4.9 and also are applicable to older,
currently supported versions of WDM. Some of the configuration steps are related to a specific
operating system where WDM is installed. This document uses Windows Server 2008 R2 as the OS
where WDM 4.9 is installed. Similar settings are applicable to all other supported OS’s. The document
uses devices to refer to cloud clients, also known as thin clients and zero clients. It also uses agents to
refer to WDM agents, also known as HAgents.

General Recommendations:

e Use the latest WDM version (including any applicable hotfixes), OS/firmware versions, and the
latest HAagents available from the Wyse Support site.

e Read this guide entirely before your WDM deployment. Some security-related settings such as
using non-default passwords are easier to setup before or during installation. It is also
recommended to use the ‘Custom’ option during installation to set non-default values for ports
and passwords.

3. References
In addition to this document you can refer to the following documents:

e Documentation
o WDM

=  WDM Installation Guide

=  WDM Administrators Guide
Wyse enhanced SUSE Linux INI Reference Guide
Wyse enhanced Ubuntu Linux INI Reference Guide
ThinOS INI Reference Guide
Windows Embedded
e Common Criteria Certification report for WDM

O O O O

o www.commoncriteriaportal.org/files/epfiles/Wyse CR.pdf

o www.commoncriteriaportal.org/files/epfiles/Wyse ST.pdf

o www.commoncriteriaportal.org/
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http://www.commoncriteriaportal.org/files/epfiles/Wyse_CR.pdf
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e  Woyse Software Downloads
o www.wyse.com > Support > Downloads, select a specific product
o https://appservices.wyse.com/pages/serviceandsupport/support/downloads.asp

4. WDM Architecture
WDM Enterprise provides a distributed architecture that allows the major components to be installed
on separate servers for better performance, scalability and bandwidth optimization. All the components
can also be installed on a single server. In WDM Workgroup, all components will be installed on a single
server only. For more information on comparison of Workgroup and Enterprise features refer to
http://www.wyse.com/products/software/management/WDM .

WDM Server with
WOM GUI 1/more WDM

o]

Wyse Cloud Clients

Figure 1: WDM Enterprise Architecture
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5. Security Guidelines Overview
Following is a list of security guidelines that you should follow to securely manage your Wyse devices.

Enable secure mode (HTTPS)

Disable non-secure components and services

Change default passwords and default settings in WDM
Change default device settings

Use latest firmware and software on Wyse devices

Use Active Directory integration and delegation

Nou .k wnNeE

Network settings

6. Detailed Security Guidelines
This section provides detailed information on security features of WDM and configuration steps for each
item listed in the previous section.

6.1. Enable Secure Mode (HTTPS)
WDM can use two protocols to manage the devices: non-secure (HTTP) and secure(HTTPS). During
installation of WDM default mode is configured to use non-secure mode (HTTP). After installation,
customers can enable HTTPS. This section provides detailed steps for configuring WDM, 1IS and agents
to use HTTPS.

Steps to Configure Secure Mode (HTTPS)

1. Configure IS to use HTTPS
Refer to Appendix B - Enable Secure Mode (HTTPS) in IS for a step-by-step guide.
2. Enable HTTPS and CA validation in WDM
a) Open WDM GUI
b) Navigate to Configuration Manager > Software Repositories and double-click to on a
repository
c) Enable ‘Secure(HTTPS)
d) Enable ‘CA Validation’
3. Deploy certificates to devices
Refer to the WDM Administrators Guide for information on how to deploy the root/CA
authority’s public certificates to the devices. In addition, devices running WTOS, SUSE Linux and
Ubuntu Linux OS provide an additional method of deploying certificates via INI files.

6.2. Disable Non-secure Components and Services
To maintain a secure management environment the following services and features should be disabled.

6.2.1. Disable FTP Repository!
a) Open WDM GUI

1 PColP devices (P20) support firmware update using FTP only; disabling the FTP repository will result in inability to
update their firmware.
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b) Navigate to Configuration Manager > Software Repositories and double-click to on a
repository
c) Set Transfer Type to ‘HTTP’

6.2.2. Disable HTTP Repository

After HTTPS has been enabled using steps provided in Appendix B - Enable Secure Mode (HTTPS)

in 1IS, use the following steps to disable HTTP communications in IIS.

a) Click Start > in the ‘Search programs and files’ textbox type ‘inetmgr’ to open IIS Manager

b) Navigate to Sites > Rapport HTTP Server > Rapport HTTP Server and click on ‘Bindings..." on
right most pane to open Site Bindings window

c) InSite Bindings window, click the row for http

d) Click Remove and Close

6.2.3. TFTP Server/Services
On the WDM server:
a) PressStart > All Programs > Administrative Tools > Services
b) Find ‘WDM TFTP
c) Double-click and select ‘Stop’
d) Set ‘Startup type’ to Disabled

e) Press Ok

6.3. Change Default Passwords and Default Settings in WDM
During installation of WDM the installer will set default passwords and default settings for a number of
components used by WDM. Some of these can be set to non-default values after installation; others
must be set at the time of installation.

List of default settings used by WDM Installer:

6.3.1. SQL Database Password
WDM uses a SQL Server instance named ‘rapportdb’ with privileges for the ‘sa’ user. See the
‘During Installation’ sections below on how to set non-default password.

6.3.2. Software Repositories
WDM supports use of FTP, HTTP and/or HTTPS-based software repositories (password (Master
Software Repository of WDM and one/more Remote Software Repositories)). See the ‘During
Installation” and ‘After Installation’ sections below on how to set non-default passwords.

6.3.3. Ports used for Communications
WDM uses various ports for communicating with WDM components and HAgents. A listing for
these ports is provided in the Installation Guide. It is recommended to use non-standard (non-
default) ports for the following components:
o WDM SQL Database: default TCP port 1433 used by SQL Server
o WDM HTTP and HTTPS ports

© 2012 Wyse Technology, Inc. 5



6.3.4. Firewall Settings
WDM requires specific ports to be excluded from the firewall rules on computers where WDM
components are installed; enable (add exceptions) only for services and features that you plan
to use.
For example, if you do not have PColP devices such as P20, then you do not need to add
exceptions for TCP ports 9880 and 50,000 used by the ThreadX Manager Service.

The rest of this section provides specific steps that can be used to change default settings, either during
installation or after installation of WDM.

During Installation
a. Database Settings
It is easier to configure non-default settings for the SQL Server database than after
installation.
o SQL Server Password
WDM installer includes Microsoft SQL Express as a built-in database (instance name:
RAPPORTDB) for the user ‘sa’. If the installation is done as ‘Typical’ then a default
password is used; during a ‘Custom’ installation you can set this password. Custom
installation also allows you to use an existing (from a previous WDM version install)
or different database (such as a full SQL Server), instead of the built-in database.
o SQL Server Communications Port
WDM uses the following port for communicating with SQL Server database: default
TCP port 1433. This port can be set by selecting a ‘Custom’ installation.
b. Software Repositories Password
WDM agents connect to WDM repositories using a user called ‘rapport’. It is
recommended to change the password for the ‘rapport’ user instead of the default
value. If the installation is done as ‘Typical’ then a default password is used; during a
‘Custom’ installation you can set this password.
c. Firewall Settings
Starting with WDM 4.9, during installation a pre-requisite utility allows administrators to
configure the default firewall ports. If you plan to configure non-default ports or are
using an older version of WDM, it is recommended to not run the Firewall Settings
component of the utility, and configure the firewall port exceptions manually.

After Installation
e Ports used for Communications
Ports used by WDM can be configured as follows:
= IS

WDM uses Internet Information Services (1IS) webserver for communicating

with devices; following changes should be performed on the IIS settings of the

server where WDM is installed.
e Web Server HTTP (non-secure) port: default TCP port 80
e Web Server HTTPS (secure) port: default TCP port 443

© 2012 Wyse Technology, Inc. 6
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Click Start > in the ‘Search programs and files’ textbox type
‘inetmgr’ to open IIS Manager
Navigate to Sites > Rapport HTTP Server > Rapport HTTP
Server and click on ‘Bindings...” on right most pane to open Site
Bindings window
In Site Bindings window, click the row for http or https
Click Edit and provide a new value for Port
Click Ok, and then Close
Restart the IIS server for the settings to take effect:

=  Go to ‘Rapport HTTP Server’ page of IIS Manager

=  C(Click on ‘Restart from the right-side panel ‘Manage Web

Site’

Note: After these changes are made open the WDM Preferences

panel to see if the new settings are configured in WDM.

e Software Repositories Password

1.0n the Windows server where WDM is installed open Control Panel

2.Go to ‘User Accounts’
3.Change password for the user ‘rapport’

4.0pen WDM GUI

5.Navigate to Configuration Manager > Software Repositories

6.Double-click on a repository and in the HTTP section type the same password

for the rapport user in the Password and Verification textboxes

= SQL Server Communications Port
To change the SQL port (instead of default 1433) follow the steps below:
e Database server

1.

6.

Press Start and navigate to ‘Microsoft SQL Server’ >
Configuration Tools

Open SQL Server Configuration Manager

Navigate to ‘SQL Server network Configuration’ > ‘Protocols for
RAPPORTDB’

Double-click on TCP/IP from the right-side pane

On the IP Addresses tab stet a specific TCP Port value for the IP
address corresponding to the database machine

Restart the WDM machine

e All computers running WDM components, including GUI and software

repositories (for a distributed install)

1.

© 2012 Wyse Technology, Inc.
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2. Navigate to Software > Wow6432Node > Rapport >
Database
3. Change the value of DBPort to match the value set on the SQL
Server
4. Restart the GUI
= WDM Preferences:
e Open WDM GUI
e Navigate to Configuration Manager > Preferences
e Double-click on Service Preferences and select “Serv/Port Settings”

6.4. Change Default Device Settings
To securely manage your devices settings on the devices also need to be configured to reduce
vulnerability of attacks. This section provides an overview of the different types of settings that should
be managed. It provides some details on how these settings should be configured. For complete details
(such as INI settings that can be sent remotely) refer to the administrator’s guide for the specific
platform. These include:

Write-Filter

Remote Shadowing (VNC)
Passwords for BIOS and Users
Domain-join

vk wN e

PXE imaging

6.4.1. Write-Filter
Windows Embedded products from Wyse include a protection mechanism called “Write Filter”, which is
enabled by default. When the Write-Filter is enabled (on, indicated by a green button in the system tray)
any changes done on the device are not retained after a reboot. Only an administrator can enable or
disable the Write-Filter.

It is recommended to leave the Write-Filter enabled. WDM will remotely enable/disable the Write-Filter
when it is performing any updates on the device.

6.4.2. Remote Shadowing (VNC)
Wyse devices, except P20, include a remote shadowing server that allows WDM administrators to view
the user’s device display from the WDM GUI. This allows administrators and help desk users to provide
hands-on technical support without visiting the end-user’s desk/site.

The VNC client resides on the WDM server. The remote shadow feature uses the VNC protocol. By
default, when a remote shadow session is established the WDM administrator must provide a password
to initiate the session, and the end-user is notified; the end-user can decline the remote shadow
request. After a remote shadow session is established, with user approval or after a timeout, a system
tray icon provides the end-user information on an active session.

© 2012 Wyse Technology, Inc. 8



Following are the options to make reverse shadow more secure:

e Remove VNC client from the device

e Disable VNC client, and enable it explicitly when debugging

e Change the default password used by VNC for remote shadowing

e Replace the built-in VNC client (in WDM) and server (on device) with more secure, 3™ party,
versions, that provide encryption and logging

e Set default behavior of VNC server (on device) when a remote shadow request is received

e Set VNC server (on device) to only accept connections from known or approved sources (such as
WDM server)

6.4.3. Passwords for BIOS and Users
Woyse devices use passwords for local users and local administrators; these values should be changed to
ensure that non-authorized users do not gain access to the devices or elevate their privilege levels for
malicious use.

Refer to the platform/OS specific administrators guide for steps on configuring these settings on
individual devices. Alternatively you can configure a reference device with these settings, copy/pull the
OS or firmware using the Wyse USB Firmware Tool and then deploy it to all your devices through WDM.

Below is a list of settings and passwords that should be changed:

1. BIOS Settings
This is applicable to devices running WTOS, Windows Embedded or Wyse enhanced SUSE Linux
operating systems. Products running these operating systems have a local BIOS password that
protects the BIOS settings (including boot devices, boot order preferences).

Windows Wyse enhanced Wyse enhanced WTOS (except

Embedded SUSE Linux Ubuntu Linux ARM-based
(ARM-based T50) | T10?)

Per-device At boot time press At boot time At boot time At boot time
(G RN | the ‘Del’ key to press the ‘Del’ key press the power press the
device) enter the BIOS to enter the BIOS  button and Del power button
menu menu key? and Del key
1L GUEGRYDLY S Deploy updated Deploy updated Deploy updated Deploy
OS and BIOS 0S, BIOS and INI 0S, BIOS and INI updated OS,
through WDM settings through settings through BIOS and INI
WDM WDM settings
through WDM

’ARM-based WTOS platforms (T10) do not have any local boot or BIOS options; all related preferences can only be

set from remotely deployed INI files.

* There are two options at boot time: Power button + P key to select boot order, Power button + Del key to set
passwords.

© 2012 Wyse Technology, Inc. 9



Table 1: BIOS or Boot menu Options on Wyse Devices

Each platform provides platform-specific settings that can be controlled, including:

e BIOS password
e Boot order
e Boot from USB devices

2. Local and administrative user passwords
This is applicable to all Wyse devices including those running WTOS and PColP devices (like P20).

Operating System/Platform Local Administrator

Windows Embedded User Administrator
Wyse enhanced SUSE Linux ERIl[S=]s Admin

Wyse enhanced Ubuntu Thinuser Admin
Linux guest

WTOS <none> Admin*
PColP (P20) <none> <admin password can be set>

Table 2: Users and Administrator Accounts on Wyse Devices

6.4.4. Domain-join
Windows Embedded devices can also be attached to the Active Directory (AD) domain of the enterprise,

and all end-users can be required to use their AD-based credentials to login. This can add an additional
layer of security and monitoring through normal AD-based tools.

6.4.5. PXE Imaging
Woyse devices running on x86-based platforms can be imaged using PXE protocol. WDM includes a TFTP

server to provide PXE-based imaging. WDM supports use of non-PXE or other methods of updating (INI-
based) the OS/firmware.

It is also recommended to disable the TFTP service of WDM that responds to PXE requests from devices.
It is recommended to set PXE as a lower priority in the boot order, or to disable PXE support in the
device BIOS settings. This is normally a custom or special request that requires system engineering and
services support.

6.5. Use Latest Firmware and Software on Wyse Devices
Wyse product teams update software running on the devices on a regular basis. These software updates
are published on the website’s Support > Downloads section. The updates include following categories:

o WDM agents (HAgent)
e OS or firmware updates
e Software updates for 3" party components such as Citrix Receiver, VMware View client

* Can be set through INI configuration files delivered via WDM

© 2012 Wyse Technology, Inc. 10



6.6. Active Directory Integration and Delegation
It is recommended that access to computer where WDM (and its components) is installed should be
controlled through normal Windows credentials. Access to WDM GUI should be provided on an as-
needed basis and each user that is permitted to access the WDM computer must be assigned specific
privileges in the WDM GUI.

WDM can be installed on a computer that is already joined to an Active Directory domain. Additional
administrators should only have access to a computer where only WDM GUI is installed.

Active Directory and delegation settings can be controlled through the following settings:

e Open WDM GUI

e Navigate to the Configuration Manager > User Permissions node in the left panel

e Right-click and select New > User/Group

e Add a user from the local machine’s domain or from the AD domain

e Assign specific privileges for managing devices, such as:

Device specific: Remote shadow, real-time (reboot, shutdown), delete,

Create, edit, register, and deploy packages (OS/firmware, software, configuration)
o Create and view reports

o Create, modify Views

O

6.7. Network Settings
This section provides general guidance to ensure that the network where WDM and Wyse devices are
being used follows common security guidelines applicable to any computing environment.

e DNS and DHCP Servers
Woyse devices use DNS and DHCP based discovery methods to automatically register with WDM.
It is recommended to restrict access to DNS and DHCP servers to ensure that unauthorized
settings on these servers do not lead to unauthorized management of the devices. Refer to the
WDM Administrator’s Guide for more information on the specific DNS and DHCP settings
needed for automatic discovery.

e PXE Traffic
Refer to the PXE Imaging section (in section 6.4) for more information on use of PXE protocol by
Woyse products. It is recommended to restrict/block PXE traffic in the network.

e Passwords Policy
Follow generally accepted guidelines for setting strong passwords on all computer systems.

© 2012 Wyse Technology, Inc. 11
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Appendix B - Enable Secure Mode (HTTPS) in IIS

Configure Secure Communication using HTTPS or Root Certificate Authority
Configure Secure Communication using SSL

There are different ways to install SSL in 1S 6.0 and 1IS 7 (and 7.5). In order to configure SSL in IIS 6.0,
use the following guidelines:

Configure SSL in 1IS 6.0 on Windows Server 2003

Use the following guidelines:

Download IIS 6.0 Resource Kit Tools from the link 11S 6.0 Resource Kit Tools.

1. Install IS 6.0 Resource Kit Tools.

2. Go to command prompt and change the directory to the location of binary selfssl.exe (e.g.
"c:\Program Files\IIS Resources\SelfSSL").

3. Execute the utility selfssl with the following parameters:

4. selfssl /N:cn=certificate_name /S:site_id (e.g. selfssl /N:cn=MyComputer.Sample.com /S:1, if
site id is 1, cn should be a combination of computer's FQDN name and IP address)

4. After that do the following to configure SSL settings:

e Go to command prompt and change the directory to the location of file adsutil.vbs (e.g.
"c:\Inetpub\AdminScripts").

e Run the adsutil.vbs from the command prompt as mentioned below:

e cscript.exe adsutil.vbs set /w3svc/site_id/SecureBindings ":443 (e.g.
cscript.exe adsutil.vbs set /w3svc/1/SecureBindings ":443, if site id is 1).

Configure SSL in IS 7 on Windows Server 2008 R2

Use the following guidelines:
Download SelfSSL7 utility from the link SelfSSL.exe.
1. Call the utility SelfSSL7.exe with the below mentioned parameters:

2. SelfSSL7.exe /Q /N cn=Certificate_Name /I /S Web_Site_Name. e.g. SelfSSL7.exe /Q /N
cn="TestCert.TestLab.com" /I /S "Default Web Site"

Configure Secure Communication using Root Certificate Authority

© 2012 Wyse Technology, Inc. 13
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Install Root Certificate Authority in IIS 7 on Windows Server 2008 R2

Use the following guidelines:

In order to install the certificate, two steps need to be followed:
e Install the certificate on Domain Controller server.
e Install the certificate on WDM server.

Install the certificate on Domain Controller server:

Use the following guidelines:
1. Go to the Server Manager.
2. Inthe tree pane select Roles->Add Roles.
3. In Add Roles wizard, select Server Roles from the tree pane.

4. In select Server Role window, check Active Directory Certificate Service from Roles.

Add Roles Wizard x|

ES}' Select Server Roles

Before You Begin Select one or more roles to install on this server.

Server Roles Roles: Description:
AD C5 Active Directory Certificate Services
[AD C5)is used to create certification
Role Services A authorities and related role services
et T [] Active Directory Federation Services that allow you to issue and manage
P Type [[] Active Directory Lightweight Directory Services certificates usedin a variety of
CAType ] Active Directory Rights Management Services applications.
Private Key [] Application Server
Cryptography ;
CAName [ Faxserver
Validity Period : ©
Certficate Database [] Metwork Policy and Access Services
Confirmation [ Print and Dacument Services
z [] Remote Desktop Services
TOgrE [] wieb Server (IIS)
Results [] windows Deployment Services
[] Windows Server Update Services

More about server roles

< Previous | Mext > I Instal Cancel
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5. Click Next->Next. Then in Role Services, check the options Certification Authority and
Certificate Authority Web Enrolment.

Add Roles Wizard x|
%S}: Select Role Services
Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
ADCS Certification Authority Web Enrollment

provides a simple Web interface that

allowis users to perform tasks such as
request and renew certificates,

[ Network Device Enrollment Service retrieve certificate revocation lists
CAType [ Certificate Enrallment Web Service ‘:CRLFS)I and enroll for smart card
Private Key [] Certificate Enrollment Palicy Web Service T

Setup Type

Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

More about role services

<previus || mext> | medl | cancel |

6. After checking the option Certification Authority Web Enrollment, if IIS is not installed in the
server, another window, Add Roles Wizard, will appear.

Add Roles Wizard x|

. :-'J Add role services and features required for Certification Authority Web
*¥=| Enrollment?

You cannot install Certification Authority Web Enrollment unless the required role services and features are also

installed.
Bole Services: Description:
= Web Server (IS} nleb Senver (lIS) provides a reliable.
geable, and scalable \web applicat

Web Server
Management Tools

= Remote Server Administration Tools
Role Administration Tools

m
infrastructure.

[ Add Required Role Services | Cancel |

Why are these role services and features required?
® /4

7. On the above window, click on Add Required Role Services button and click Next to invoke
Specify Setup Type window.
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Add Roles Wizard x|

ﬁg}' Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Spedfy whether you want to set up an Enterprise or Standalone CA.

Server Roles

ADCS ' Enterprise
Role Services Select this option if this CA is 8 member of 2 domain and can use Directory Service to issue and manage
certificates.
CAType " Standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates, A
standalone CA can be a member of a domain.
Cryptography
CA Name
Validity Period
Certificate Database
Wieb Server (115)
Role Services
Confirmation
Progress
Results

More about the differences between enterprise and standalone setup

< Previous | Next > I Instll | Cancel |

8. Inthe above window depending on the requirement select either Enterprise or Standalone
radio button and click Next to open Specify CA Type window.

Add Roles Wiz x|

ﬁg}j Specify CA Type

Before You Begin A combination of root and subordinate CAs can be configured to areate a hierarchical public key infrastructure
{PKI). A root CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certificate

Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.

ADCS

Role Services ¥ RootCA
Select this option if you are instaling the first or only certification authority in a public key infrastructure.

Setup Type

" subordinate CA
ARy Select this option if your CA will obtain its CA certificate from another CA higher in 2 public key
Cryptography infrastructure.
CA Name
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress

Results

More about public key infrastructure

<previous || mext> | medl | cancel |

9. In Specify CA Type window, depending on the requirement select either Root CA or
Subordinate CA radio button and click Next to open Setup Private Key window.
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Add Roles Wizard x|

& Set Up Private Key

Before You Begin To generate and issue certificates to dients, a CA must have a private key. Spedfy whether you want to
s - create a new private key or use an existing one.
erver Roles

ADCS @ Create a new private key
Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a cryptographic service provider and spedfy a key length for the private key.
Setup Type Toissue new certficates, you must also select a hash algorithm.
CA Type

" Use existing private key
Use this option to ensure contintity with previously issued certificates when reinstaling a CA.

Cryptography
CA Name
Validity Period
Certificate Database
Web Server (115)

Role Services
Confirmation
Progress

Results

More about public and private keys

< Previous | Mext > I Instzl | Cancel |

10. In Setup Private Key window, depending on the requirement, select either Create a new private
key or Use existing private key radio button and click Next to open Configure Cryptography for
CA window.

Add Roles Wizard x|
ES}' Configure Cryptography for CA
Before You Begin To create anew private key, you must first selecta cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
Server Roles wvalue for key length will result in stronger security, but increase the time needed to complete signing
ADCS operations.
Role Services
Setup Type Select a aryptographic service provider (CSP): Key character length:
[Rsa#Microsoft Software Key Storage Provider =] [ro24 =l
CAType
Private Key Select the hash algorithm for signing certificates issued by this CA:
SHA512 |

B

[ -
Validity Period i | _>|_I
Certificate Database
Web Server (I1S) [~ Allow administrator interaction when the private key is accessed by the CA.

Role Services
Confirmation
Progress
Results

More about cryptoaraphic options for a CA

< Previous | Mext > I Instzll Canicel |

11. In Configure Cryptography for CA window, depending on the requirement, select the value for
field Select a cryptography service provider (CSP) from the combo box, provide the Key
character length from the combo box, select the value for field Select the Hash algorithm for
signing certificate issued by this CA and either check or uncheck Allow administrator
interaction when the private key is accessed by the CA check box and click Next button to open
Configure CA Name window.
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Add Roles Wizard x|

ES}' Configure CA Name

Before You Begin Type in a commaon name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.

Server Roles

ADCS Common name for this CA:
Role Services ISurWDMLEbﬁ“fINMHPTDUNEFCU{A
Setup T
P Distinguished name suffix:
CAType DC=5urWDMLab,DC=com
Private Key
Cryptography

- o CN =5urWDMLab-WIN-MHPTDONSFCO-CA, DC =5urWDMLab, DC=com
Validity Period

Certificate Database
Web Server (1I5)

Role Services
Confirmation
Progress

Results

More about configuring a CA name

< Previous | Next > I Instll Cancel

¥ Note: Common name of the certificate should match with the WDM server's computer name.

12. In the Configure CA Name window, provide the values for Common name for this CA and
Distinguished name suffix fields and click Next to open Set Validity Period window.

Add Roles Wizard x|

& Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting

certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.
AD CS
Role Services Select yalidity period for the certificate generated for this CA:
5 -
Setup Type ‘fears
CAType CA expiration Date:  3/30/2017 11:20 AM
Note that CA will issue certificates valid only until its expiration date.
Private Key
Cryptography
CA Name

Validity Period

Certificate Database
Web Server (I15)

Role Services
Confirmation
Progress
Results

More about setting the certificate validity period

< Previous | Mext > I Instzll | Canicel |

13. In the Set Validity Period window, select the validity period for the certificate generated for this
CA and click Next to open Configure Certificate Database window.
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Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
N certificates. The database log can be used to monitor management activity for a CA.
erver Roles

ADCS Certificate database location:

Role Services [ Windowslsystem32iCertt og Browse...

Setup Type

I | Use existing certificate databese from previous installation at this location

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate database log location:

|c:\W|ndnws\sysham32\camog Browse...

Web Server (IIS)
Role Services

Confirmation

Progress

Results

<previous |[ mext> |zl Cancel

14. In Configure Certificate Database window, select the Certificate database location and
Certificate database log location and click Next to open Add Roles Wizard window for IIS.

Add Roles Wizard x|
EE}' Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:

Web Server providessupportfor

ADCS =
&) & web Server HTML Web sites and optional support
Role Services =1 ] Common HTTP Features For ASP.NET, ASP, and Web server
e Static Content extensians. You can use the Web
S Default Document Server to host an internal or external
CAType Directory Browsing wieb site or to provide an enviranment
HTTP Errors for developers to create Web-based
Private Key applications.
HTTP Redirection
Cryptography [ webDAV Publishing
CA Name = [ Application Development
Walidity Period L] asp.rer -
[] .NET Extensibility
Certificate Database ASP
Web Server (IIS) [ car
ISAPI Extensions
[] ISAPI Filters
Confirmation [ server Side Indudes
Progress [E] Health and Diagnostics
B @ Security
Results [] Basic Authentication
Windows Authentication
["] Digest Authentication Jid|

More about role services

< Previous | Next > I Install Cancel

15. Select the default values and click Next > Install.

16. This will install the Active Directory Certificate Services, Web Server (11S) and Remote Server
Administration Tools.
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Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

ADC5

Active Directory Certificate Services
‘Web Server (IIS)
Remote Server Administration Tools

Role Services

Setup Type

CAType

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Web Server (I5)
Role Services

Confirmation

Results

glﬁ

Initializing installation...

< Previous | [iext > | Install | Cancel |

17. Once the installation of certificate is over, go to the Internet Information Services Manager of
the domain controller.

18. In the Server Manager tree pane, expand Roles, and then click on Web Server (lIS)->Internet
Information Services (1IS) Manager to open IIS Manager window.

*E Internet Information Services (IIS) Manager P[] 4
k. i (115) o
@k; [93 b WIN-MHPTDONSFCO b I;'a < 1@ -
Ble View Hep
@- | @9 WIN-MHPTDONSFCO Home
- | | | 8 |2 Open Feature
s Start Page
=95 WINMHPTDONSFCO (SURWDMY | Fiter - ffco - Ghshowan | Mo e
) tion Pool: — b > 2 Restart
= :’2‘5 on e ASP Authentication Compression  Defauit b
&l sites Document
8 stop
:;:)_; % éq View Application Pools
Directory ~ Error Pages Failed Request  Handler View Sites
Browsing TradngRules  Mappings @ rep
- ? = Orline Help
HTTPRedrect ~ HTTP  ISAPIandCGl  Logging
Respo...  Restrictions
e " 3. &=
JE «;;E%H 3l =
MIMETypes  Modules Output Request
Caching Filtering
£
ey -
Worker
Processes
Management |
4 | | [=]Features view |\ content View
Ready &

19. In the tree pane select the Server and on the center pane double click on the Server Certificates
icon.
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“-'E Internet Information Services (IIS) Manager

@;‘.g [eﬂ b WIN-USGGFCIGQBT *

Fle Vew Help

G- |7 |8

= startPage
=45 WIN-USGGFCIGORT
; 2} Application Poals
[H-[8] Sites

4 |

@é! Server Certificates

Use this feature to request and manage certificates that the Web server can use
with Web sites configured for SSL.

Name + | Issued To | Issued By
4 |

Ready

= |Features View | Content View

=10l x|
]s’n e -
aens

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate....
Create Self-Signed Certificate...

@ Help

Online Help

&

20. In the right pane of Server Certificates, double click on Create Domain Certificate...

begin creating a certificate.

Create Certificate

_;;gLLi

Distinguished Name Properties

2lx]

Spedfy the required information for the certificate. State/province and City locality must be specified

as offidal names and they cannot contain abbreviations.

Commen name:
Organization:
Organizational unit:
Citylocality

State fprovince:

Country/region:

ITestCerﬁﬁmbe

ITest

IBusiness

|Sar1 Jose

ICA

Jus

Previous | Mext

Einish

| Cancel |

21. Fill in the information requested in the Create Certificate window and click Next to open Online

Certification Authority.
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Online Certification Authority

o

Spedfy the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember,

Spedify Online Certification Authority:
ISL.IrWDMLabJs'VIN-MHPTDUN SFCO-CAVWIN-MHPTDOMNSFCO, Sur'WDMLab. com Select... |
Example: CertificateAuthorityMame\ServerName

Friendly name:

|TestCert. SurWDMLab.com]|

Previous | Mext | Einish I Cancel |

22. In Online Certification Authority, click Select... to Specify Online Certification Authority and
provide a Friendly Name for the same and click Finish.

23. Now the installation of certificate in domain controller server is done, go to the installation of

certificate on WDM server.

© 2012 Wyse Technology, Inc.
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Install the certificate on WDM server:

Use the following guidelines:

1. On the taskbar, click Start > Administrative Tools > Internet Information Services (1IS) Manager

to open the IIS Manager window.

%E Internet Information Services (II5) Manager — 13l x|
@g.g I"_EI ¥ WIN-USGGFCIGQET » J @ @ -
File  View Help
— @55 WIN-USGGFCIGQBT Home
Q- | |&, | Open Feature
&5 Start Page
oas : - - : Manage Server
& _qj WINAJGGGFCIGOET (W Filter e Go %Show Al | Group by: B .
: Q Application Pools s :I =+ Restart
(8] Sites b Start
%E) ii B Stop
. Iﬁl View Application Pools
Authentication Default Directory Error Pages Failed Request i +
Document Browsing Tracing Rules View Sites
= @ Help
Ay € B §
= dg Orline Help
Handler HTTP Redirect HTTP ISAPI and CGL Logging
Mappings Respo... Restrictions
. .
T & e =
MIME Types Modules Qutput Request
Caching Filtering
-
") X
Xty =
< v [E]Festures view |i - Content View
Ready g_ﬂ_:g

2. Inthe tree pane, click on the Server Name and on the center pane double click on the Server

Certificates icon to open Server Certificates Window.

=10l x|

"'E Internet Information Services (IIS) Manager
@;g ["’51 » WIN-UBGGFCIGQET * ];‘n “ e -

Eile View Help
i @ Server Certificates
€ - | | | 6 = Import...
.5 Start Page :
B __qg WINAJSGGFCIGOET (W Use this feature to request and manage certificates that the Web server can use Create Certificate Request. ..
with Web sites configured for S5L. 4
[ -~ Complete Certificate Reguest...
L= WIEUOH Pocls Mame = | Issued To I Issued B
B-[@] Sites —_— Create Domain Certificate...
Create Self-Signed Certificate. ..
@ Help
Online Help
| | |
R ) T
Ready ai:g

3. Inthe right pane of Server Certificates, double click on Create Domain Certificate... to

begin creating a certificate.”
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4.

21
/|| Distinguished Name Properties

-

Spedfy the required information for the certificate. Statefprovince and Citylocality must be specified
as offidal names and they cannot contain abbreviations.

Common name: ITestCerﬁﬁcate

Organization: ITest

Organizational unit: IW

Citylocality ISan Jose

State/province: |CA

Country/region: IUS j

Brevious | Mext I Einish | Cancel |

Fill in the information requested in the Create Certificate window and click Next to open Online
Certification Authority.

|| onlfine certification Authority

L

Specify the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember,

Specify Online Certification Authority:
ISur\'\l‘DMLabJ\'\I'INNHPTDDNSFCO-CA\\'\I'IN—MHPTDDNSFCO.Sur\'\l‘DMLab.com Select... |
Example: CertificateAuthorityMName\ServerMName

Friendly name:

ITestCert. SurWDMLab, com|

Previous | Iext | Finish I Cancel |

In Online Certification Authority, click select to Specify Online Certification Authority and
provide a Friendly Name for the same and click Finish.

Now the installation of the certificate in the WDM server is done.

After the installation of certificate, browse through Server > Sites > Rapport HTTP Server and on
the right-most pane, under Edit Sites click on Bindings... open the Site Bindings window.
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€§!Internetlnformat|om Services (11S) Manager El@

@ U |@ » SIC-NBK-SDUBEY » Sites » Rapport HTTP Server | e i (@ -

File Wiew Help

Connections Actions
> @ Rapport HTTP Server Home
L) = Explore
PR S}JC*NBK*SDUBEY v Filter: . Go - & Show All B Edit Permissions...
£ Application Poals = Edit Site
- s - X
4@ Sites ? o Bindings...
. @ Default FTP r;}f} @ s [E Basic Settings...
@ Rapport HTTP Authentica.. Default Directory  Error Pages Wiew Applications
Diocument  Browsing Wiew Yirtual Directories
— Manage Web Site
L =57 P, & =
—<] =) d9e = = Restart
Failed Handler HTTP HTTP =
Reque... Mappings  Redirect Respan.. | Stop
= - ie Erowse Weh Site
e o= Fs] -
E” JT\ ¢E| ; = &1 Browse B0 (http)
Logging  MIME Types Modules Qutput Advanced Settings...
Caching N
Configure
5’; % \ [ﬁ:.‘:t? Request Tracing...
Requ.est SSL Settings  WebDAY Adm
Filtering Authorin.. _ - -
@ Help
Management - Online Help
Configuration: 'Rapport HTTP Server' web.config L

8. In Site Bindings window, click Add to Add Site Binding

'Add Site Binding @

Type: IP address: Port:

All Unassigned » 443

SSEL certificate:

Mot selected 'l

Cancel

9. In Add Site Binding, select the recently created certificate from SSL Certificate combo box and
click OK button.

10. In order to start only HTTPS communication, select:

SSL Settings under Server > Sites > Rapport HTTP Server.
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11. In SSL Settings, select Require SSL check box and Apply the setting.

© 2012 Wyse Technology, Inc.

26



