Dell vWorkspace-

MokaFive Suite

Create secure containers to enable corporate data access

on bring-your-own devices (BYOD)

vWorkspace-MokaFive Suite simplifies
management of your corporate
Windows applications and data. This
cost-efficient container solution
creates a separate work environment
on devices ranging from laptops and
desktops to tablets and smartphones,
while providing your temporary,
contract or mobile employees

with secure, user-friendly access

to corporate apps and data from
anywhere. vWorkspace-MokaFive Suite
enables you to manage encryption,
policies and secure remote access
while separating personal data from
enterprise data.

Central
management

N

Golden
image

MokaFive
management
server

Policies g —I

Corporate
network

With vWorkspace-MokaFive Suite, you
can easily manage, update, and wipe
sensitive corporate workspaces. It also
enables you to control, update and
patch the corporate Windows image
without affecting personal applications
and data on an employee’s computer,
or jeopardizing the employee’s privacy.

vWorkspace-MokaFive Suite supports
your BYOD/mobility initiatives

and enables anytime productivity.
Employees can access applications
and data without an active network
connection—they simply save their
work and it automatically syncs when
they reconnect.
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vWorkspace — MokaFive Suite enables you to create a virtual desktop that is centrally
managed, yet distributed for local execution across thousands of devices: Macs, PCs,

tablets and smartphones.

Software

Dell vWorkspace-
MokaFive Suite
combines the secure
container technology
you need, with the
powerful capabilities
your end users want.

It creates secure
containers around
sensitive corporate
workspaces that are
easily managed, updated,
and wiped on devices
ranging from laptops
and desktops to tablets
and smartphones.

Benefits:

e Gain policy-based, secure
corporate access regardless of
device or network

¢ Eliminate data leaks and IP loss with
secure container technology

e Reduce the CapEx costs of
corporate-supplied laptops

e Simplify desktop image
management, including updating
and wiping

e Maximize offline productivity, even
in low bandwidth environments



Please visit the vWorkspace-
MokaFive Suite page for detailed
system requirements — as well
as other important technical
information.
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If you are located outside North America, you can find local
office information on our Web site.
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vWorkspace—MokaFive Suite LivePCs are automatically split into three layers. This
allows you to deploy a single golden image to all users and departments. Users and
departments can customize images in the user applications layer, while you maintain
the ability to update the base corporate OS and applications layer.

Features

Centralized management of all
endpoints including image creation,
provisioning and updating

Complete container security with
separation of business and personal
applications and data, ensuring the
security of enterprise data, networks and
systems, as well as end-user privacy

Local execution, giving employees
access to corporate resources anywhere,
anytime, with excellent response times—
even while offline

Consistent monitoring for key loggers
and screen scrapers with built-in AVG
anti-virus scanning that also scans the
host computer at startup

Windows image rejuvenation returns the
enterprise workspace to a pristine state,
allowing users to recover from viruses

Separation of corporate data from
personal files on BYO devices by
encapsulating the enterprise workspace

Compliance with government
regulations and prevention of data leaks
with AES-256 virtual disk encryption

Tamper resistance and copy protection
keeps the enterprise workspace from
being moved or edited

AD and two-factor RSA® SecurlD®
authentication provide access to
authorized users

IT control with granular security policies

Encrypted enterprise workspace with
remote revoke or Kkill

Silent backup of the virtual file system to
the management server

A single base operating system image

“golden master” allows IT to manage and

update one common version for
all users

Minimal bandwidth requirements to
update Windows images with only
the differences delivered instead of a
complete image

For more information on vWorkspace—
MokaFive Suite please visit: software.dell.
com/products/vworkspace-mokafive-
suite/.

About Dell Software

Dell Software helps customers unlock
greater potential through the power

of technology—delivering scalable,
affordable and simple-to-use solutions
that simplify IT and mitigate risk. This
software, when combined with Dell
hardware and services, drives unmatched
efficiency and productivity to accelerate
business results. www.dellsoftware.com.
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