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DATA ACT CONNECTED PRODUCT DATA DISCLOSURE
This Disclosure covers the following connected product(s):
e PowerSwitches running Dell Enterprise SONiIC OS and PowerSwitches running Dell SmartFabric 0S10
Type, Format, and Estimated Volume of Product Data:

Note: As used in this Disclosure, “product data” means raw and pre-processed data generated by the use of a connected
product that Dell has designed to be retrievable.

The connected product generates various types of product data, including:

. Health Metrics: Switch operational status, fan status, power supply status, temperature sensors status, interface/link
status.

e Performance Metrics: Port utilization (ingress/egress traffic), packet rates and error counts, CPU and memory usage.

e Configuration Data: Running configuration snapshot, VLANSs, routing tables, ACLs, interface settings.

. Inventory Information: Model and serial number, firmware and OS version, module and transceiver details.

e Event and Fault Logs: Syslog entries, SNMP traps, REST API error responses.

e Topology and Connectivity: LLDP neighbor data, interface mappings, uplink/downlink relationships.

e  Security and Access: user roles and access logs, authentication method.

The data generated uses the following formats: .txt, .json, and .xml

The connected product generates approximately 1 KB of product data per hour.
Continuous and Real-Time Data Generation:

The connected product does not continuously generate product data in real time.
Product Data Storage:

e  On-Device Storage: The connected product stores product data locally on the device.
e Remote Storage: The connected product stores product data on remote, Dell-managed servers.

Duration of Retention of Remote Product Data:

Product data stored on remote servers is generally retained for <no explicit retention duration>. This retention period does
not apply to product data that has been de-identified so that it does not identify any individual person or customer.

Access and Deletion of Data:

e  Access: Users canreview a copy of their product data currently in Dell’s possession by visiting the Dell Privacy Center
and selecting Request Data Access, then choosing the EU Data Act request option. If product data is accessible
directly on the device, instructions for doing so can be found in the product documentation.

. Deletion: If product data is accessible directly on the device, instructions for deleting it can be found in the product
documentation.

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this
publication and specifically disclaims implied warranties of merchantability or fitness for a particular purpose.
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