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Introduction to this Guide

Foglight™™ APM for Real User Experience (hereafter called Foglight APM) is an appliance-based
application performance management solution. This User Guide walks you through using top-
level APM dashboards to assess the experiences of your real end users as they navigate your
monitored web sites and web applications.

Using this guide you can aso learn how to create powerful, flexible searchesto retrieve details
directly from the Archiver database, enabling you to find answers to questions you have about
your real users, and also to respond to any problems reported by real end users. From search
results, you can replay hits, sequences, and sessions. You can also visualize aggregated details and
metrics in maps and pivot charts.

This guide isintended for Foglight users with the role of APM Operator or APM Administrator.

About Quest Software, Inc.

Established in 1987, Quest Software (Nasdag: QSFT) provides simple and innovative I T

management solutions that enable more than 100,000 global customers to save time and money
across physical and virtual environments. Quest products solve complex I T challenges ranging
from database management, data protection, identity and access management, monitoring, user
workspace management to Windows management. For more information, visit www.quest.com.

Contacting Quest Software

Email info@quest.com

Mail Quest Software, Inc.
World Headquarters

5 Polaris Way

Aliso Vigjo, CA 92656
USA

Web site WWW.quest.com

Refer to our Web site for regional and international office information.


http://www.quest.com
mailto:info@quest.com
http://www.quest.com
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Contacting Quest Support

Quest Support is available to customers who have atrial version of a Quest product or who have
purchased a Quest product and have a valid maintenance contract. Quest Support provides
unlimited 24x7 access to our Support Portal at https://support.software.dell.com.

From our Support Portal, you can do the following:
» Retrieve thousands of solutions from our Knowledge Base
« Download the latest releases and service packs
« Create, update, and review Support cases

View the Global Support Guide for a detailed explanation of support programs, online services,
contact information, policies, and procedures. The guide is available at:
https: //support.software.dell.com/images/Gl obal - Support-Guide.pdf.


https://support.software.dell.com
https://support.software.dell.com/images/Global-Support-Guide.pdf

Getting Started

If you are new to application performance monitoring (APM), review the first two sections of this
chapter for aquick introduction to APM. The rest of the chapter tells you how to find the APM
dashboards in Foglight and which dashboards to ook at first.

Note This guide focuses on the real user experience and web request monitoring features included in
Foglight APM. If you want to know more about Java and .Net monitoring functionality, see the
Foglight Monitoring Application Performance User and Reference Guide.

Introducing APM

Application performance monitoring (APM) refers to a set of capabilities or technologies used by
IT staff to support the incident and problem management processes on multi-tier applications. A
comprehensive APM implementation generally includes technology that provides the following
capabilities:

* Real user experience monitoring

* Run-time application topology and execution path discovery, modeling, and display

» Transaction profiling across the technology stack

» Resource consumption and event monitoring within the discovered components

* Analytics

Foglight APM supports all these capabilities, and provides information to the right users at the
right time through a set of role-oriented operational dashboards.

Who Uses Foglight APM

Although there is no single organizational alignment or uniformly agreed upon set of titles for the
actual practitioners of APM, the following list identifies the some of the people who typically use
Foglight APM:

» Application Support — responsible for ensuring that application services are performing as
expected. I dentifies and triages service degradations or outages.
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» Platform Specialist or Administrator — responsible for the operation of an individual
application component (for example, a database, a host, an application server, or aweb
server). Receives and responds to Foglight alarms on their platform or domain.

» Application Architect — a senior escalation resource who is typically engaged by
Application Support for assistance in locating the source of an application issue.

» Application Developer — responsible for the application code. Uses the Foglight
transactional performance dashboards to gain an understanding of the operational execution
and performance of their code.

In addition, a Foglight APM solution requires that one or more people take on responsibilities to
design, implement, and maintain the solution. These people perform the following functions:

» Application Performance Manager — designs and executes the APM strategy. Decides
which of the organization’s web sites and web applications to monitor.

* Foglight APM Administrator (Foglight role) — configures Foglight to monitor Web traffic
for the selected web sites and web applications.

» Foglight Administrator (Foglight role) — configures and manages Foglight, and performs
administrative tasks, such as assigning user roles.

The Foglight Administrator assigns the role of APM Operator to everyone who needs access to the
APM dashboards to evaluate real user activity.

Finding the Foglight APM Dashboards

To find the Foglight APM dashboards, in the Foglight navigation panel, under Dashboards, expand
APM. Top-level APM dashboards enabl e you to view aggregated data by sequence, transaction, or
geographical perspective. The Search dashboards enable you to search the Archiver database by
hits, sessions, or sequences.

The APM menu contains the following menu items:

» Bookmarks
» Homes " Geogr aphical Per_speptive — assess the performgnce of your
web sites and applications by city, country, or region.
w Dashboards r
- Sear ch — search the Archiver databases for details about hits,
AF'.ar;ms seguences, and sessions.
g:a”f'é_‘?phica' FEEEERLE Sequence Explorer — assess the performance of important
e workflows in your web applications.
Transactions Transactions— monitor real user experienceswith or without

Web Sites and Endpoints

Dependency Mapping the other transactional data captured by Foglight.

?nuf?:stmcme Web Site and Endpoints — assess the performance of your
Management Server web sites and endpoints.
Reports

Services
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Getting Started with Foglight APM

You can start ng your real user experiences of your monitored web sites and web
applications using any of the APM dashboards. Depending on your job function, however, you
may be more interested in some results than others. The following table lists common getting
started tasks, the dashboard to use, and the people who primarily use the dashboard.

Tip If you are not seeing data for a web site or web application, ask the person with the Application
Performance Manager function in your organization to consider monitoring the site/application.
Task APM Job functions For information, see
dashboard
Monitor real user activity on | Transactions  Application Support | “Monitoring
your sites and applications. « Platform Specialist | Transactions’ on
Investigate alarms and any or Administrator page 11
tileswith anon-normal status.
Find out the locationswhere | Geographical | « Application Support | “Viewing Real User
your site or application Perspective » Application Activity from a
performs well/poorly or Architect Geographical
experiences high/low volume. Perspective’ on
Note Displays data only when page 20
an APM Administrator
enables mapping on
selected hit analyzers.
Assessthe health of your sites | Web Sites and | ¢ Application Support | “Monitoring the
and applicationsaswell asall | Endpoints  Developers Performance of Web
the monitored endpoints * Network Sitesand
(server + port). Investigate Administrators Endpoints’ on
alarms and any tileswith a page 33
non-normal status.
If areal user reports having Search » Application Support | “Searching APM
issues with your web site, you » Application Data’ on page 40
can search for the session and Architect
replay it to see what your user
experienced.
Monitor critical pathsinyour | Sequences * Any “Assessing Real
sites and applications. User Experiences
Note Displays data only when During Key
an APM Administrator Sequences’ on
defines sequence page 25
analyzers to identify the
series of events to track.




Monitoring Transactions

A transaction occurs when a user or synthetic robot makes a request to a monitored application.
Depending on the componentsin your installation, Foglight can capture and correl ate transactional
activity at multiple layers including:

* Real/synthetic user behavior
* Web reguests and responses
« Web servers and application servers
» Application code execution
» Database |/O
» Operating systems
e Physical and virtual servers
With the Transactions dashboard, you can examine transactional datain the following ways:
* Fully-linked end-user to database transactions
» End-user transactions only (synthetic or real) aggregated by location or other details
» Application layer transactions only (Java EE or .NET)

Thetiles on the Transactions dashboard represent different transactional views. Use the table
below to quickly determine the type of transaction, then review “Investigating Real User APM
Transactions’” on page 13 for an overview of how to drill down for more information.

Transaction Type Icons

Icon Transaction Type

Foglight APM for Real User Experience transaction.
For more information, see “Real User (APM) Performance Detail View”
on page 118.

Foglight Experience Monitor/Viewer End User transaction.
For more information, see “Rea User (FxM) Performance Detail View”
on page 122.
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Icon Transaction Type

Foglight for Java EE Technologies or Foglight for Microsoft .NET
transaction.
For more information, see “ Application Server Detail View” on page 115.

Foglight Transaction Recorder Synthetic User transaction.
For more information, see “Synthetic Result Detail View” on page 126.

1

Sequence.

For more information, see " Sequence Tile” on page 108.

Pivot - Browsers.
For more information, see “Pivot Tiles” on page 105.

Pivot - Content Types.
For more information, see “Pivot Tiles” on page 105.

Pivot - Endpoints.
For more information, see “Pivot Tiles” on page 105.

Pivot - Locations.
For more information, see “Pivot Tiles’ on page 105.

| Pivot - OSes.
|=|.| For more information, see “Pivot Tiles” on page 105.

For example, in the following image, the Physician group of tilesrepresents areal user perspective
with pivot data. The performance summary on each tileincludes an alarm state overview and other
key metrics. For afull description of the metrics displayed on each type of tile, see“APM Tile and
View Reference” on page 91.

Note If some of the transactional data that you want to investigate is not available in your installation,
you may need to install and configure additional Foglight components, such as Foglight for Java
EE Technologies.
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Investigating Real User APM Transactions

The Transactions dashboard enables you to quickly identify if any transactions are having issues,
to determine the magnitude of impact on the user population, and to view preliminary information
that can aid in troubleshooting, including geographic discrepancies and whether the performance
problems are in the back-end architecture, or the client-side browser or network.

Tip The Service Operations Console includes a Transaction tab that displays transactions as
services. The investigative workflow is similar to that described here.

To investigate a transaction:
1 On the navigation panel, under Dashboards, click APM > Transactions.

2 Click the down arrow in the Show transactionsin box and select the transaction group you
want to view from the list.
Tip Use the Tile Display Options, located in the action panel on the right, to control how many
tiles are displayed and how data is rolled up for viewing. For more information, see
“Configuring Display Options” on page 18.
3 Locate atransaction group that is experiencing errors. For example, usersin the Physician

transaction group are experiencing poor performance. The health statusicon indicates
Warning status /iy, . The transaction has not yet experienced a complete failure, but some

component needs attention.
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4 Click the name of the transaction in the title bar of thetile to drill down for more
information.

The transaction detail view opens.

Tip The detail view, and the tabs available, depend on the type of transaction selected. For
example, drilling down on a Real User (APM) Tile opens a performance detail view (as
shown), while drilling down on a pivot result opens a summary view with tiles for each
type of pivot you've defined (see Pivot Breakdown Detail View for details).

The Hits tab and Pages tab summarize the pivots available from the hit analyzers configured
for the transaction.
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5 Click the Pages tab. Here you can see that the Warning status has been triggered by the
Service Level Attainment for Back End dropping below an acceptable threshold.

6 Click Find Related Hitsto investigate further.

The Search Hits page opens. From here, you can continue your investigation using the
Search dashboards.

For more information about the tiles, detail views, and metrics, see “APM Tile and View
Reference” on page 91.

Investigating Application Server Transactions

The Transactions dashboard allows you to visualize application-specific transaction data (that is,
Java EE or .NET transactions) with or without end user data. Use this dashboard to quickly
identify if any transactions are having issues, and to view preliminary information that can aid in
troubleshooting, including geographic discrepancies and whether the performance problemsarein
the back-end architecture, or the client-side browser or network.

Tip The Service Operations Console includes a Transaction tab that displays transactions as
services. The investigative workflow is similar to that described here.

In order to populate the Transactions dashboard or the SOC Transactions tab with data from
Foglight for Java EE Technologies or Foglight for Microsoft .NET (version 5.9.1 or later), ensure
that you used the appropriate procedures.

To investigate an application server transaction:
1 On the navigation panel, under Dashboards, click APM > Transactions.

2 Click the down arrow in the Show transactionsin box and select the transaction group you
want to view from the list.
Tip Use the Tile Display Options, located in the action panel on the right, to control how many

tiles are displayed and how data is rolled up for viewing. For more information, see
“Configuring Display Options” on page 18.
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3 Locate an application server transaction group.

In this example, MedRec1Serverl is causing a bottleneck. It is performing poorly, as

indicated by the warning icon ( . |).

4 Click the name of the transaction (/physician-web/physician (phys...)) in the title bar of the
tileto drill down for more information.

The transaction detail view opens.

5 On the Response Time Breakdown tab you can see the execution time for arequest as it
passes through the various components that are included in the transaction group.

Note The execution times in this view are aggregated for the current timeslice.
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The upper portion of the tab provides alist of components, with average execution times
for the current timeslice, and a sparkline that illustrates the average execution time during
the selected time range.

The lower portion of the tab provides the same average execution time information in a
dependency path view. The average execution time for each component is displayed
below the icon for the component.

Application serversare clustered in the dependency view. Thelist of components provides
atree view of serversincluded in the cluster.

The dark grey arrows (Paths in the current timeslice) indicate the path taken by at |east
one request in the current timeslice (that is, the most recent sample period reported by the
agent).

The light grey arrows (Paths in current time range) indicate the path taken by at |east one
reguest in the time range selected with the zonar (for example, the last four hours).

A yellow exclamation mark indicates that an error has occurred within the marked
component during the current timedlice.

Here you can see that the execution time for the application server MedRecl1Serverlis
longer than it should be to meet service levels.

6 From hereyou can:

Click Explore Breakdowns to open the Response Time Breakdown Explorer.
Click Explore Errorsto open the Error Breakdown Explorer.

Click the Application I nfrastructur e tab to investigate the application components. This
tab displays atile for each component. In this example, there is a host
(medrecappl.example.domain) and an application server (MedReclServerl).

Here you can see that the application server has awarning related to one request.

7 Click the name of the application component in thetitle bar of the tile to drill down for more
information.

For example, click medrecappl.example.domain to investigate the host performance in the
Host Detail View. Or click MedRec1Server1 to investigate the requestsin the Application
Server Detail View.

For more information about the tiles, detail views, and metrics, see “APM Tile and View
Reference” on page 91.
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Configuring Display Options

You can customize the layout of the Transactions dashboard by selecting the appropriate options
in the Tile Display Options dialog box. Use these options to control the total number of tiles, the
order in which they appear, and the rollup options for multiple FTR locations (if applicable).

Note

These settings apply on a per-user basis.

To configure display options:

1 With the APM > Transactions dashboard open in the display area, open the action panel on
the right side of the browser interface.

2 Click Tile Display Options.

The Tile Display Options dialog box opens.

Tile Display Options x

Enable Grouping
Show at most 1000 tiles or groups
Rollup Multiple FTR Locations
Rollup if there are more than 4 FTR tiles
When there are more than 1 location(s) for a script

Sort Order
Real End Users first
@ Sort by Alarm State

| Show Transaction Fivots

7| Rollup Pivots

Save Cancel

Configure the following options, as required.

The Enable Grouping option groups user tiles together by transaction name. By defaullt,
groups are sorted by their severity first, then by their name. This grouping is not affected by
the Sort Order options.

The Show at most n tilesor groups setting determines the total number of tiles displayed.
Synthetic transaction locations are first rolled up using the rollup criteria below. After that,
the total number of tiles is determined by the maximum number of tiles that you specify.

You can roll up synthetic transactions locations into multi-location FTR (Synthetics) tiles
based on the criteria below, in the following order:

the maximum number of single-location Syntheticstiles, using the Rallup if thereare
morethan n FTR tiles setting, and then

the maximum number of locations per script, using the When there are morethan n
location(s) for a script setting.

Usethe Sort Order options to sort the tiles by either type (Real End Usersfirst) or alarm
severity (Sort by Alarm Sate).
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For example, you can configure the Transactions tab to display a maximum of ten tiles
sorted by the alarm state (highest severity first).

« The Show Transaction Pivots option controls whether transaction pivots are displayed. If
you do not want to see Pivot Tiles, clear this check box.

» TheRollup Pivots option controls whether pivot data are grouped together or rendered
individualy. For example, Foglight can roll up all pivots such as Chrome, Firefox, Internet
Explorer, and Operainto a single web browsers pivot tile.

4 Click Save.

The Tile Display Options dialog box closes and the Transactions dashboard refreshes,
reflecting the updated display options.



Viewing Real User Activity from a
Geographical Perspective

The Geographical Perspective dashboard displays the real user activity for a selected transaction
based on performance problems and errors, total traffic, response time, and other factors. The
default view provides a summary for the top 100 locations for the selected transaction. A list of
performance-related measurements (such as, *“ Show locations with the most: Hits’ or “ Show
locations with the highest: Hit Response Times”) help you find performance patterns and problems
with geographical features.

Note If the Geographical Perspectives dashboard shows the message “There is no data to display,” an
APM Administrator needs to update hit analyzers to populate the map with data. For more
information, see “Publishing Hit Metrics for Use in the Geographical Perspective Dashboard” in
the Foglight APM Administration and Configuration Guide.
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The Geographical Perspective dashboard is divided into three panes. The pane on the left contains
lists of : available aggregation types, timeslices, and measurements. The center pane displays either
amap, if the Map tab is selected, or alist of resultsin atabular format, if the List tab is selected.
The pane on the right provides graphical results from the measurements, and the option to drill
down for more information.

Note If you are using a version 5.6.4 Management Server, only the List tab is available. The Map tab
requires Management Server 5.6.5 or later.

If you are using Internet Explorer (IE) 8 or earlier, only the List tab is available.

To view real end user activity in a geographical perspective:
1 On the navigation panel, under Dashboards, click APM > Geographical Per spective.
2 Select atransaction from the Transactions list at the bottom of the navigation panel.

The dashboard display updates.

3 Ontheleft side of the dashboard, select an Aggregation Type: top ten by city, country, or
region.

4 Select aMeasurement from the list to view the related transaction data. The map and right
pane update based on your selection.

For example: select Show locations with the highest: Page Response Times.
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The map updates to indicate the locations that are experiencing the highest average page
response times in the selected timedlice. The right pane displays a chart of the page
processing time for the entire transaction (all locations), and the top five locations are listed
in atable below the graph and timeslice selector.

Double-click anywhere on the map to zoom in on that location. You can also use the zoom
tool in the map pane to zoom in or out. You can move the map in any direction by clicking
and holding the left mouse button and dragging the cursor.

Thefill-level of each pin on the map shows how close that location is to the maximum value
in the current timeslice. In this example, Seattle has the highest response time, so its pin
appears full.

5 Select atimeslice from the Timedlice list, or use the forward or back arrows to step through
the available timeslices.

Tip The vertical blue bar on the graph indicates the currently selected timeslice.

6 Click Transaction Detail (in the lower right corner of the right pane) to open the Summary
view for the transaction. For more information about this view, see “Rea User (APM)
Performance Detail View” on page 118.

7 Hover your cursor over apin to open aquick view of metrics for that location.
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8 Click apinto view agraph of the average page response time for that location in the right
pane.

The Similar Locations lit, in the right pane, updates to show locations that are ranked near
the selected location in the current category. These are locations that have similar
performance measurements to the selected location. Click any location name in the list to
view the graph for that location.

9 Click Location Detail to drill down to detailed information for the selected location.
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The Location Detail view provides a table of measurementsin context that helps you
understand how the selected location is behaving relative to other locations during the
selected timeslice and aggregation period.

M easurements for the selected location are sorted in order of severity.

Thevauein the Highest Rank column indicates the highest ranking that the selected location
attained at any point during the selected time range. The time range may span multiple
timeslices. For example, at some time during the selected time range, Seattle had the highest
page response time of all locations. Therefore, for the measurement Page Response Time,
Seattle’'s Highest Rank is 1 (first).

The value in the Current Rank column indicates the selected location’s current ranking for
the selected timedlice. This may or may not be the same as its highest rank, depending on
when the peak value for the location occurred. In this example, Seattle is ranked second for
the Current Rank for Bandwidth Usage. That is, during the currently selected timedlice,
Sesttle has the second highest page response time.

10 Click any location’s namein either the Similar Locations list or the Top Ranked L ocation
column to open adetail view for that location for comparison.

11 To view the transaction data for the selected location in the appliance, click M ore Details.

The Sear ch Hits page opens. From here, you can continue your investigation using the
Search dashboards.



Assessing Real User Experiences During
Key Sequences

Sequences enable you to assess the experiences of your real users as they navigate a series of
predefined steps within your web site or application. Using the aggregated datain the tiles on the
Sequence Explorer dashboard, you can identify trends in how users navigated a selected sequence.

Note APM Administrators define the sequences that appear in the Sequence Explorer. For more
information, see “Introducing Sequence Analyzers” in the Foglight APM Administration and
Configuration Guide.

You can use sequences for the following kinds of situations:

« For acommercial web application, a shopping sequence may revea that fewer shoppersthan
expected purchased the objects in their shopping cart. By drilling down on the tile with the
most exits, you can analyze the hits that occurred within the sequence. You may find that
shoppers became frustrated with the time it took for the checkout page to load.

« For an intranet timesheet application, atimesheet update sequence may show that a
significant number of employees abandoned an update at the same step. On further
investigation, you may find that the affected empl oyees received error pages.

 Part of developing web sites and applications includes identifying the critical paths within
the application and optimizing the performance of those workflows. You can use sequences
to monitor performance of those workflows over time and alert when problems arise.

Introducing the Sequence Explorer Dashboard

In the Sequence Explorer dashboard, you can explore the aggregated data for all eventsin a
sequence and identify trends in how users navigated the sequence.

To open this dashboard:
* On the navigation panel, under Dashboards, click APM > Sequence Explorer.

The Sequence Explorer dashboard appears, displaying the Entire Period Timeslice details
(by default) for a sequence that reflects a key workflow in your web site or application.
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Timeslice Time Range¢ Navigator
¥ Bookmarks Sequence Explorer G- Wednesdzy, May 1, 2013 8:55 AM - 12:55 PM 4 hours v Reports v
There are no bookmarks
N e ?,» Sequence Explorer: Funnel
 Dashboards Ad Timeslice
My Dashboards -
Administration |E”t‘re Period - &8 Add To Cart &8 shipping
Alarms
APM 5B AddTo Cart 24 events 4 events &
Configure I - .
Configure Advanced Options 2
Geographical Perspective
Search 20 exits © 4 exits
[Sequence Explorer
Support -
Transactions 12
Web Sites and Endpoints 3 A
Dashboard Development
Dependency Mapping
Hosts

Infrastructure

Management Server 0900 10:00  11:00  12:00
Reports

Services &8 sShipping

Configuration

3 Funnel

L g
.’! Funnel_Neeraj =

- T | sequence search |
I I

Sequences Selector Event Charts Event Tiles Sequence SearchT

The dashboard contains the following components:

Component Description

Sequences Selector | Select the sequence that you want to explore.

Timeslice Select atimeslice to review. To view more timeslices, increase the time
range. To see previous timeslice intervals, move the time range to that
particular time. For more information, see “ Changing the Timeslice and
the Time Range” on page 31

Time Range Controls the period of time represented in the dashboard. The default is
thelast four hours.

Event Charts Displaysthe number of usersin the event over the selected Time Range.
The stacked area chart identifies the number of users who exited the
sequence (top) and the number of users who remained (bottom) at each
data point. To identify timeslices of interest, use the charts to look for
spikes representing a high number of exits compared to the number of
entries into the event. Then you can select the timeslice from the
Timeslice list, and display data from that period in the event tiles.
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Component Description

Event Tiles Displays the number of usersin the event during the selected Timeslice.
Thetile states the number of users who started the event and the number
of users who exited the event during the timeslice. The blue bar on the
tile represents the percentage of users who are still engaged in the
sequence at the beginning of this event.

Navigator Zoom in on the event tiles displayed on the dashboard. To enlarge or
reduce the size of thetiles, click and drag the arrow to the left or right
on the gauge. To position thistool, click and drag it into a new location.

Sequence Search View the list of sessions during which users navigated the defined
sequence. The aggregated values shown in the Sequence Explorer are
based on these sequence attempts. For more information about the
Search Sequences dashboard, see “ Searching and Investigating
Sequences’ on page 55.

Investigating Sequence Activity
The following workflow describes how to select a sequence to display in the Sequences Explorer
and suggests one way of identifying events that warrant further investigation.
To explore sequences:
1 Onthe navigation panel, under Dashboards, click APM > Sequence Explorer.

The Sequence Explorer dashboard opens, displaying content for the entire period of the time
line available (default Timeslice).

meslic
Eniee Eerind v /&g addTocart &8 Shisping LR TEY

ddTo Cart 24 events 3 events @ ®

Q 21 exits Q 3 exits

&8 Shipping

o
1030 1130 1230 1330

2 On the navigation panel, under Sequences (same level as Dashboards), select a sequence
from thelist or use the search field to find and select a named sequence.
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The selected sequence appears. The data in the dashboard represents the entire time range.
You can focus on adlice of time within the time range by selecting atime from the Timeslice
list. For more information, see “ Changing the Timeslice and the Time Range” on page 31.

3 Toinvestigate why users exit the sequence at an event, click an event tile with a high number
of exits.

The Event tile dialog box opens, displaying top-level details for the target sequence events.

Event x
#g Add To Cart
8:15 - 8:20 AM Period
Inbound 1 23
Repeated 0 0
Exited 1 20
Continued 0 3
View by: Step drop off | Inbound | Continuing
100 2
B0
&0 o
% lg
40 ES
20
1] o
07:20 08:15 09:00 09:45 10:20 11:15
COUNTs—— pel'cemm—
Step drop off

For more information about the information presented in this dialog box, see “Investigating
Event Tiles Details’ on page 29.

4 To evauate individual user experiences, navigate to the expanded detailsin a Search
Seguences dashboard.

a Onthe Event tile dialog box, click a number to display the filtered Search Sequences
results. In the proceeding example image, clicking 20 (in the row under the Period)
displays the 20 sequences during which users exited the sequence at this event. For
information about search results, see “Understanding Search Sequences Results’ on
page 58.

T Sequence Explrer * Search Sequences

,“L Search Sequences

My 6, 2013 6:48:15 AM PDT | [l Reports =

Search Description: Searching for sequences that ended between Mon 5/6/13 2:48 AM and Mon 5/6/13 6:48 AM :: Sequence
Analyzer = Funnel :: Sequence Search Hash Code = ce48424106515a252387052b41fcecd3 1 Sequence

Search Results: 23 sequences matched the query.

Add To Cart (A) Shipping (B) Billing (C) Confirmation (D)

23 3 0 0
100% 13% 0% 0%

Search Sequences

D search € Reset _q Simple Search _31 Expert Search [ Load Saved Search 4_; Save Search | Search p-l =
3. |5 |5 Start Time Last Hit Time Duration Ewvents

@& 1’5 e 05/06/2013 06:01:58 AM 05/06/2013 06:02:49 AM 00:00:51 | A,B

@ @mbn Explorer (Current Window) 05/06/2013 03:42:40 AM 00:00:51 | A,B

(@) | 2 || Session Explorer (Mew Window) 05/065/2013 04:52:45 AM 00:00:51 AB

@ E\ e 05/06/2013 04:20:04 AM 05/06/2013 04:20:07 AM 00:00:02 | A
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b In the Search Sequences dashboard, select a sequence to investigate and click its Session

Explorer £ icon. The Session Explorer opens to display the captured hits, page visit
order, and other details. For more information, see “ Replaying Sessions, Hits, and

Sequences’ on page 64.

T Sequence Expiores > Sesren Szquences > Session Explorer

-~ .
2=, Session Explorer

May 6, 2013 8:56:00 AM POT | [ Repors =

Home Services

Mo farm wuser input determined from selecied hit

Search (o |

Check out
the Samsung
HLR Series

£ | Hight
Definition,

l Apple iBook Notebook
12.1" M9846LL/A

P Media Center |
|®_  m7250n Photosmart Rock and Roll
“PC ) . Setup

Samsung TVs

Your Favorites R || ithole

Contact

Every day low

prices on all
your favorite
digital
cameras! Find

the

DVD player you've
G55 been looking for
S venavealithe

mainc hrands some at

< i

Browser Internet Explorer 7.0 Duration 00:01:14 ‘Session Details
Location Last Active Time 05/06/2013 06:02:49 aM | Metric Details
Operating System Windows XP Session Active{In Progress) No
Username Start Time 05/08/2013 06:01:34 AM
Export

Hit Inspector | Replay

View v Display Mode:] _Response Replay -

Page Vit Order {pi1} T UL 357 NET 20 G Torrint

_;_ B (1] bty ——— (200} - : 200 Start Time: Mon 5/8/13 6:01:24.762 AM Content Type: text/htm|; charset=utf-3
+ mE 2 h Nlosding.htm (200) Uk
;-QE] [3] http:/s
+ B 4] nttp: Welcome Back aat | i My Cart (0] | My Orders | Log out =
FE= 5

n

¢ Toreturn to the Sequence Explorer dashboard, click Sequence Explorer in the

breadcrumb trail at of the display area.

Investigating Event Tiles Details
Clicking an event tile displays additional information about the sequence event.

Event

#8 Add To Cart

8:15 - 8:20 AM

Inbound 1
Repeated 0
Exited 1
Continued 0

View by: Step drop off | Inbound | Continuing

»

Period
23

20

wnoo

100
B0
&0
40
20
0
07:20 08:15 09:00 09:45 10:20
COUNte— percent &) —
Step drop off

11:15

The following values are displayed at the top of the dialog box:
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Inbound
Repeated
Exited
Continued

8:15 - 8:20 AM Period

Option

Description

Inbound

Displays the number of hits coming into the event. For example, when a
user buys a book online, the user first does a search and then adds it to the
shopping cart. From the initial search to adding it to the shopping cart,
counts as 1 inbound. The proceeding image displays 1 inbound between
the timeslice of 8:15 - 8:20 AM, meaning one user hit for this event
during this specified timeslice. The Period value showsthat 23 userswere
inbound for the entire specified time range (zonar).

Repeated

Displays the number of hits made in the same event. For example, if a
user first does a search and that search takes a number of hits until the
user finds the book they are looking for, the search event traces the
number of times the user entered a search. The proceeding image shows
that no repeated searches occurred during the 8:15 - 8:20 AM timeslice
(Repeated = 0). The Period value shows that no users repeated the same
event during the entire specified time range (zonar).

Exited

Displays the number of hits where users exited without moving to a next
event or repeating the same event. For example, if auser searchesfor a
book and then closes the browser, this counts as 1 inbound and 1 exit.
The proceeding image shows that 1 user exited between 8:15 - 8:20 AM.
The Period value shows atotal of 20 users exited the event during the
specified time range (zonar).

Continued

Displays the number of hits where users continued to move through the
events.The preceding image shows that no users continued to move to
another event during the timeslice 8:15 -8:20 AM (Continued = 0). The
Period value, however, shows that 3 users continued with the sequence
during the specified time range (zonar).

At the bottom of this dialog box, you can select one of the following views:

0
08:15 089:00 09:45 10:20 11:15 12:00

COUNto— percent () e—

Step drop off
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Option Description

Step drop off Displays both the exit rate percentage and actual exit count for the event
(% scale on the | eft axis and count scale on the right axis). Thisisthe
default view.

Inbound Displays a detailed breakdown of hitsinitiated from a previous event in

the sequence. The name of the inbound event and value is displayed.
Click an event to display the details of the inbound event.

Continuing Displays a detailed breakdown of hits continuing to a next event in the
sequence. The name of the continuing event and value is displayed. Click
an event to display the details of the continued event.

Changing the Timeslice and the Time Range

By default, the Sequence Explorer shows details for the Entire Period Timeslice. You can change
the time range (zonar) and select a different timedlice to focus your investigation.

Selecting a five minute timeslice enables you to review the activity during that time in the Event
tiles. The Event tiles allow you to drill into time slices that had particularly high exits. In the
example below, one user started an event and a so exited that event during the 8:45 - 8:50 AM
timeslice.

Sequence Explorer

% Sequence Explorer: Funnel

Timeslice
8:45 - 8:50 AM el F5 Add To Cart

5B Add To Cart 1 events

& 1 exits

wnoa

05:00  06:00 0700  0B:00

Changing the time range updates the information in the Event charts. By default, the timerangeis
set to four hours. You can change the time range to represent atime period in the past, or to
increase or decrease the range of the current time period. For example, if you areinterested in
locating a sequence that occurred in the previous week, set the time range to that time frame. For
more information about using the time range (zonar), see the Foglight User Help > Online-Only
Topics> Zonar and Time Range topic.
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Creating Custom Sequence Explorer Dashboards

In addition to using the Sequence Explorer dashboard, you can create custom sequence events
dashboards for your specific needs. These dashboards can contain any combination of tables and
charts that you find useful. The custom dashboards that you create are located under My
Dashboar dsin the navigation panel.

In the following image, APM > Sequences > All Sequences > Funnel-DM > Events data elements
are dragged from the Action panel Data tab and positioned on the display area, using the Sequence
Event Funnel template.

P|| & fogight | & senout | (14

Data | views | Help

Foglight

@ Apr 9, 2013 - Now L5 months | [ Reports v Ge

5B Add To Cart - Funnel &8 Shipping - Funnel 58 Billing - Funnel &8 Confirmation - Funnel
14,778 5,153 3,342 1,089
- ces O°
Funnel-DM
Custom Metrics 2+
100 | 487 % | 6.37 o |

Step drop off 75% © | | Step drop off 50 % @ | | Step drop off 71% © | | Stepdropoff  0.00%
| | |

9,622 s 1,815 exits 2,243 5is 0 exits

For more information, see “ Creating Custom Drag-and-Drop Dashboards’ on page 79 or see the
Foglight User Help > Online-Only Topics > Creating a Custom Dashboard topic.

Tip Visit eDocs.quest.com to watch our learning videos. See How to create custom Foglight
dashboards.




Monitoring the Performance of Web Sites
and Endpoints

If aphysical or virtual web server experiencesissues, or if aweb site or web application has
performance issues such as memory leaks, then real users are likely to experience performance
issues as well. Network administrators and application owners need to be able to assess the
performance of web sites and applicationsin real time and through historical data.

Introducing the Web Sites and Endpoints Dashboard
The Web Sites and Endpoints dashboard displays information about hit performance by web sites
or by endpoints. Endpoints mark the termination or completion of a session or connection.
To open this dashboard:
* On the navigation panel, under Dashboards, click APM > Web Sites and Endpoints.

Thefirst time you open this dashboard, the Busiest Web Sites view displays details about the
top 50 busiest sites active in the period. The selector contains alist of al active sites.

<4——— Time Range

< Tiles

<4— Quick View

Selector

A

«4—— Results

<4—— Alarms
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The dashboard contains the following components:

Component Description

Time Range Controls the period of time represented in the dashboard. The default is the
last four hours. For more information, search for “ Time Range” in the online
help.

Tiles Summarizes how many Web Sites and Endpoints are being monitored, and

breaks down the total number by alarm severity. Tiles control the Quick View

areaasfollows:

* Click the top half of the Web Sites tile to open the Web Sites quick view
with the Busiest Web Sites list displayed.

» Click the top half of the Endpointstile to open the Endpoints quick view
with the Busiest Endpoints list displayed.

» Click aseverity icon in one of the tiles to open the matching quick view.
The selector lists all siteslendpoints with that alarm and the Busiest list
contains the subset of siteslendpoints with the alarm that are in the top 50.

Quick View Contains three views: Selector, Results, and Alarms.

Selector When the Web Site tile is selected, the selector lists sites and applications by
name. When the Endpointstileis selected, it lists endpoints as a combination
of IP address and port number. The selector sets the Results view as follows:
* Click Summary to display the top 50 busiest siteslendpoints.

* Click asite or endpoint to display charts for that sitelendpoint.

Results Displays one of the following views: Busiest Web Sites, Busiest Endpoints,
or performance charts for a selected sitelendpoint.

Alarms Displaysalist of the top 50 busiest siteslendpoints that have alarms. Alarms
are trigger when a site’s or endpoint’s performance matches a severity
condition defined in arule. For more information, search for “ Alarms’ and
“Rules’ in the online help.

Exploring the Top Busiest Web Sites or Endpoints

The Busiest Web Site and Busiest Endpoint views are useful for understanding which of your
monitored applications are busiest in terms of volume. Volumeisthe total size of al HTTP
messages sent by both clients and servers, including content and headers for both requests and
responses, during the time range. The views contain up to 50 of the busiest siteslendpoints active
in the selected time range.

In addition to the Volume metric, the Busiest view contains the timing metrics used to measure hit
performance: End-to-End Time, Client Time, Network Delay, or Back End Time. For asingle hit,
the End-to-End Time is the sum of the other three metrics. In this view however, the values
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represent average values for al hits over the time period. For more information about hit metrics,
see the Foglight APM Reference Guide.

Note Sorting the table by one of the timing metrics does not recalculate the top 50 sites|endpoints, it
simply reorders the current results by the selected metric.

The following walkthrough assumes a scenario where all the top 50 sites are operating within
expected parameters, that is, no alarms. For an approach to alarms, see “Exploring Alarms on Web
Sites or Endpoints’ on page 35.

To explore the top busiest sites or endpoints:
1 Inthe navigation panel, under Dashboards, click APM > Web Sites and Endpoints.
The time range and sel ected tile are the same as the last time the dashboard was opened.
2 To show datafor adifferent time period, set the Time Range.
3 To change the quick view, click the top part of the desired tile.

In the quick view, the Selector displays alist of monitored siteslendpoints active in the time
period, ordered first by severity and then aphabetically. The top-level node, Summary, is
selected and the Busiest view shows up to 50 of the busiest siteslendpoints.

4 Sort the table by Volume to see the busiest siteslendpoints in terms of the total size of all
HTTP messages sent and received.

5 Sort the table by End-to-End Time to see which of the busiest siteslendpoints also
contributed to the longest average hit download times. Scan the values for the other timing
metrics to determine where timeis being spent: on the client side, traversing the network, or
on the server side.

6 Next Sep: Investigating a Web Site or Endpoint

Exploring Alarms on Web Sites or Endpoints

When the performance of a monitored site or endpoint meets one of the conditions defined in a
multiple-severity rule, Foglight triggers an alarm and sets the site’s or endpoint’s state icon to
indicate the severity level of the performanceissue. You should review any high-severity alarms
that show up in the time range you are interested in.

Tip You can modify the conditions in multiple-severity rules to better suit your environment. For more
information, search for “Rules” in the online help.

The most important alarms to take action on are those that occur on a site or endpoint in the
Busiest Web Sites or Busiest Endpoints views. The Alarm view highlights these siteslendpoints. In
addition, any high severity (Fatal and Critical) alarms outside of the top 50 should be assessed.
These alarms appear at the top of the selector list.

Thiswalkthrough recommends setting the quick view and looking at the Alarm view to seeif there
areany alarmsin the top 50 siteslendpoints. If you prefer to restrict the quick view to show one set
of alarms, such as all Fatal alarms, start your investigation by clicking a severity icon on atile.
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To explore alarmsin the Busiest list:

1

In the navigation panel, under Dashboards, click APM > Web Sites and Endpoints.
The time range and selected tile are the same as the last time the dashboard was opened.
To show data for a different time period, set the Time Range.

Click the top half of thetile that has the highest number of siteslendpoints with the most
severe errors.

The quick view updates. If there are any alarmsin the top 50, they appear in the Alarm view.
In the Alarm view, assess all high-severity alarms.

a Start with the highest severity dlarminthelist.

b Review the alarm details to understand the issue.

¢ Take action by resolving the issue yourself or by notifying the appropriate person.

d Repeat to resolve other alarmsin order of severity.

Tip For Warnings, depending on the issue, an appropriate action may be to acknowledge
the alarm and ignore it.

If the other tile shows alarms, select it and repeat step 4.
If you want, explore alarms that are not in the top 50.
a On atile, click the state icon representing the worst severity.

The Selector displays al siteslendpoints with that alarm. The Results view shows the
subset of the top 50 busiest siteslendpoints with that alarm (if any).

b Inthe selector list, select an alarm that was not in the top 50.
¢ Assessthe alarm and take action as required.
Next Sep: Investigating a Web Site or Endpoint

Investigating a Web Site or Endpoint

When you need more information than the Busiest view or Alarm view provides, select the site or
endpoint of interest. The Results view changes to show a set of charts containing hit performance,
page performance, warnings, and errors for the time range. You can use these charts to discover
whether the average times reflects a consistent level of performance, or if the performanceis
uneven. From here, even more datais available by clicking a chart or the Explore button.

Many things can cause a sudden change in performance or errors. Here are afew possibilities:

A pageisdeleted but there are still references to it, causing page errors.
Changes to an application’s code causes slower responses to hit requests.
An ISP is experiencing higher than normal volume resulting in higher client times.

Web servers are temporarily down in a server farm, and the remaining servers are
overloaded.
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» A change occurs in the infrastructure, such as avMation that moves an application to aless
responsive host.

Note For descriptions of the metrics in this and other dashboards, search the online help using the
metric name. For hit errors and warnings, look up “Status Metrics.”

To investigate a web site:
1 Click asitelendpoint.
Charts reflect performance for the time period.

View Description

Page Performance For pages, displays time spent on the server side, the network, and
the client side.

Hit Performance For hits, displays time spent on the server side, the network, and
the client side.

Errors Displays errors on hits that occur during the time range.
Warnings Displays warnings on hits that occur during the time range.
Alarms Displays alarms for this sitelendpoint, if any.

2 Look for cluesto issues, such as:
» A sudden change in performance over the time range.
» Anonset of warnings and errors where none existed in previous time ranges.
» Consistently higher than expected values for one of the metrics.
3 If you need more details to understand the issue, click Explore.
A dashboard opens for the selected sitelendpoint.

4 Review overall performance in the Summary tab. The Summary tab is similar to the
preceding view, but adds the following metrics for the time period: End to End Time,
Capture Rate, and Volume.

5 Toinvestigate hit performance, click the Hits tab. The Hits tab displays detailed hit
performance and hit volume metrics plus request and response code metrics for the time
period.
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Views

Purpose

Hit Performance

Displays metrics that contribute to overall hit performance. This
chart includes the initial response time.

Hit Volume Displays metrics that contribute to the overall hit volume,
including the size of headers and content for both requests and
responses.

HTTP Displays the request methods and response codesissued for hitson

this sitelendpoint.

Warnings and
Errors

Displays warnings and errors for the hits associated with this
sitelendpoint.

Alarms

Displays alarms for this sitelendpoint, if any.

6 To investigate page performance, click the Page tab. The Page tab displays detailed page
performance and page volume metrics for the time period.

Views

Purpose

Page Performance

Displays additional metrics that contribute to overall page
performance, including redirects and incomplete downl oads.

Page Volume

Displays additional metrics that contribute to the overall page
volume, including the size of headers and content for both requests
and responses.

Warnings and
Errors

Displays warnings and errors for the pages associated with this
sitelendpoint.

Alarms

Displays adarms for this sitelendpoint, if any.

7 Toreturn to the previous dashboard, click Web Sites and Endpointsin the breadcrumb trail.
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Troubleshooting an Excessive Number of Monitored Web Sites

If you have an excessive number of web sitesreported in this dashboard, consider aggregating data
capture for similar sites. For example, if you attribute the data collected for alias sitesto the
primary site, then only the primary site appears in this dashboard. In general, data aggregation
makes the data more manageable and more meaningful in all dashboards.

To define data aggregations, an APM Administrator creates domain rules. In atroubleshooting
scenario, where you want a quick way to aggregate datafor alarge number of similar sites, use a
regular expression that matches multiple sites and map the sites to afictitious (or real) domain
name. For information about defining domain rules, see “Managing Domain Rules’ in the
Foglight APM Administration and Configuration Guide.

Note Only data captured after the domain rule is created is aggregated. Historical data is not affected.

Example

Consider ascenario where al sites of interest are identified in the dashboard by domain names, but
Foglight APM isalso monitoring a proliferation of 1P addressesthat are of little or no interest. The
following regular expression matches all | P addresses and aggregates them under asinglefictitious
domain called myOther Stes.com. This rule eliminates the “noise” generated by all the extraneous
sites and allows you to focus on what really interests you.

Find:\b\d{1, 3}\.\d{1, 3}\.\d{1, 3}\.\d{1, 3}\b

Replace: myQt her Si tes. com



Searching APM Data

Foglight captures, decrypts, analyzes, and stores a vast amount of data about how real users
navigate your web sites and applications, the performance of the web servers and application
serversin your infrastructure, and the performance of Java applications and .Net applications. This
datais stored as details in the Archiver database.

You can see the details when you drill down from the top-level dashboards (Geographical
Perspectives, Sequence Explorer, and Web Sites and Endpoints dashboards). In the top-level
dashboards, you view aggregated metrics derived from the details. For example, in the Sequence
Explorer, you see exit counts that represent atotal for al users who performed the same sequence
of steps. When you drill-down on atile, you can navigate to the expanded detailsin a Search
dashboard. So for the sequence, you can drill down to the captured sequences to evaluate
individual user experiences.

You may come across situations where you want to search the Archiver database directly using
your own search criteria. For example, if areal user reports having issues with your web site, you
can search for the session and replay it to see what your user experienced. Each type of search has
its own dashboard and offers a simple search and an expert search. You can save searches and
rerun them later. You can also run the last search and clear search results.

From search results, you can replay a hit, sequence, or session to see what your real user
experienced while navigating your site or application. You can also view search resultsin amap or
pivot chart. For more information, see “ Replaying Sessions, Hits, and Sequences’ on page 64 and
“Visualizing Search Results’ on page 72.

Searching and Investigating Hits
You can search for hits by time range, hit detail, analyzer, content category, or some combination
of these parameters. You can aso define match conditions to create very specific searches.

In the Search Hits dashboard, you can run a simple search or an expert search to find hits. You can
also rerun the last search, save a search, load and run a saved search, or clear search results.
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Defining Simple Searches for Hits

A simple search enables you to search for hits using the most commonly-used search criteria. If
you want to search for hits that occurred within a particular time range or hits that match some set
of conditions, you need to define an expert search instead.

To define and run a simple hit search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Hits.
2 Click Simple Search.
3 Specify the search criteria.

occurred within the Select the time range for the search. If no other options are set,

the search returns all hits occurring within the specified time

range.

Tip  An APM Administrator can increase or decrease the maximum
time range displayed in the list through the Configure Advanced

Options > Settings dashboard. See the Search Time Range Limit
option under the Archiver Query Settings.

Hit Analyzer Optional—search by hit analyzer name. Specify the name of the
hit analyzer that captures the data you want to find.

Request Path Optional—search hits based on the URI path. Specify afull or
partial path using asterisks (*) as wildcards as required. For
example, / css* returns al hits that have the subdirectory cssin
the Request Path hit detail.

Content Category Optional—search for hitsin a particular content category. Select
a content category from the list.

Violates the Optional—search for hits that caused a specified threshold to be
exceeded. Select athreshold from the list.

4 Click Search.
The Search Hits table contains the results of the search.

Defining Expert Searches for Hits

You can run a search using the same options as a simple search. You can aso define atime range
or some set of conditions.

To define and run an expert hit search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Hits.
2 Click Expert Search.

If you defined a simple search before switching to an expert search, the Expert Search dialog
box displays the same values for the options you selected in the Simple Search dialog box.
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3 Specify the search criteria.

Time Range

Select the time range for the search. If no other options are set,

the search returns all hits occurring within the specified time

range.

Tip  An APM Administrator can increase or decrease the maximum
time range displayed in the list through the Configure Advanced

Options > Settings dashboard. See the Search Time Range Limit
option under the Archiver Query Settings.

starting

If you selected Time Range= specified time range, click the
Calendar [ =] icon and specify a date and time.

ending

If you selected Time Range=specified time range, select alength
of time to search (starting from the starting time).

Hit Analyzer

Optional—search by hit analyzer name. Specify the name of the
hit analyzer that captures the data you want to find.

Response Content

Optional—search by keyword. Specify a keyword that you want
to match in the Response Content hit detail.

Request Path Optional—search hits based on the URI path. Specify afull or
partial path using asterisks (*) as wildcards as required. For
example, / css* returns all hits that have the subdirectory cssin
the Request Path hit detail.

Content Category Optional—search for hitsin a particular content category. Select

a content category from the list.

Match Conditions

Optional—specify one or more conditions to match. Click Add.
You can define amatch condition on any hit detail or metric
listed in the Source list. For help creating match conditions, see
“Defining Match Conditions for Expert Searches’ on page 62.

4 Click Search.

The Search Hits table contains the results of the search.

Understanding Search Hits Results

When the search ends, the results are displayed in the Search Hits table. The search parameters
appear above the table. If no hits matched the search parameters, the table is empty.

Tip By default, a hit search returns a maximum of 1,000 hits. An APM Administrator can change this
limit using the Hit Search Result Limit setting in the Configure Advanced Options > Settings

dashboard.
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The Search Hits table may contain some or all of the following columns. To hide/show columns,
click the Customizer = icon (beside the Search field) and select the columns to show.

Column Description

Sessions When a hit belongs to a session, the Session Explorer 2 and Session
Detail View (i) icons appear in this column. You can drill down to
session details by clicking one of these icons.

Status Indicates the hit status using the standard severity icons:
* & Normal
* /& Warning
* {» Critical
* 3 Fatal

Category Identifies the content category for the hit.

Hits

Custom Fields

HTML Title

Hit End to End Time
(ms)

Drill down to more detail about the hit by clicking Hit Detail View (7).
View the content at the URL by clicking Replay Content Preview( ..

Displays the custom fields updated by hit analyzers that matched a hit.

Note For a custom field to appear in search results, the custom field’s
Storage option must be set to Show in search results or First column in
search results. See “Defining Custom Fields” in the online help.

When an HTML page includes an HTML titlein its definition,
displaysthe HTML title.

Displays the time spent by the client-side browser and the web server
on this hit, calculated using server timestamps. For more information,
see “Tracking Time Spent on a Hit” in the Foglight APM Reference
Guide.
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Column Description

Hit Back End Time Displays the total time spent by back-end servers processing HTTP

(ms) requests sent from the client. For more information, see “ Tracking
Time Spent on a Hit” and “Understanding What is Included in Back
End Time” in the Foglight APM Reference Guide.

Page Endto End Time Displays the total time taken to download a complete page, calculated

(ms) using server timestamps. For more information, see “ Tracking Time
Spent on a Page” in the Foglight APM Reference Guide.

Page Back End Time  Displays the sum of the Back-End Time values for all hits associated

(ms) with the page.

Navigation Page
Completion Time (ms)

Navigation Content
Delivery Time (ms)

URL
Client IP
Time
Code
Exception

Server IP

Displays the total time taken from the beginning of a navigation action
(such as aclick on a hyperlink) to the end of the load event when the
page has been completely displayed in the browser. For an example,
see “ Tracking Time Spent on a Page Using Instrumentation” in the
Foglight APM Reference Guide.

Displays the time taken from the beginning of the request to the
beginning of the response. For an example, see " Tracking Time Spent
on aHit Using Instrumentation” in the Foglight APM Reference Guide

Displays the URL for each hit.

Displays the client | P address of the real user.

Displays the time the hit was initiated.

Displays the HTML response status code for the hit.

Displays any exceptions that occurred while processing this hit.

Displays the web server |P address.

Investigating Hit Results

Thisworkflow walks through how to use the data in the Search Hits table and how to drill down to
more details about a specific hit or the session to which it belongs. Your own investigative
workflow will depend on the problems you are trying to resolve.

Note Typically you want to design searches that limit the search results in a meaningful way, such as
finding all hits that triggered a hit analyzer or all hits with an end-to-end time greater than 10
seconds. A restrictive search makes your investigation work much easier.

To review hit search results:

1 From the Search Hits dashboard, run a search.
* Running Saved Searches
* Repeating the Last Search
» Defining Simple Searches for Hits
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» Defining Expert Searches for Hits

For this walkthrough, we created a simple search with Content Category = HTML, and then
sorted by Back-End Time (ms).

When a hit belongs to a session, the Session Explorer 2, and Session Detail View (i) icons
appear in the Sessions column. You can view the selected hit within the context of a session
and assess the other hits that occurred within the session. For more information about using
these views, see “Investigating Issues’ on page 52.

2 Choose an interesting HTML hit to investigate.
For example, choose a hit that displays one or more of the following characteristics:

» Status—Iook for icons other than the Normal icon. A hit can be set to anon-normal status
due to aclient or browser error code or when the hit matched some set of conditions
defined within a hit analyzer. APM Administrators define and manage hit analyzers.

» Code—Ilook for client error codes (400+) or server error codes (500+). Remember though
that Web 2.0 applications may not return error codes, because they redirect usersto a
helpful error page rather than a generic error page. In this case, you need to rely on
analyzers catching the errors and setting the hit status to non-normal.

* End-to-End Time—uvery high end-to-end times may indicate a problem with the amount
of content on apage or avery slow web server.
* Back End Time—very high back end times may indicate a problem with the web server.

» Exception—any exceptions should be reported to the application devel oper.

3 To display the contents of the hit, click Replay [ in the Hits column.

If the hitisan HTML page, you see an approximation of the page as viewed by the user. If
you select an image, the Replay window shows the image. If you select atext file such asa
CSSfile or a JavaScript file, the browser attempts to download the file. In some cases,
content may be missing. For more information, see “ Understanding What Happens When
Content is Unavailable” on page 67
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Hit Preview

QUEST
SOFTWARE

Entire Site  ~

Solutions Home
Application Monitoring
Database Management
High Availability

Microsoft
Infrastructure

Trial Software
Send Me More Info
White Papers
e-Literature Pack
Success Stories

Customer Video Clips

1 Home ++ site Map ¥ Download \_-_rPurchase Now

» PRODUCTS & SOLUTIONS » SUPPORT —1 » EVENTS

m

Today, your business is only as good as your application infrastructure.
of application management solutions, delivers application confidence’
business is operating smoothly. With solutions for your entire infrastruci
and performance of your vital applications, while at the same time driving
them.

Select a product family name for more information.

1 3

4 Todrill down to the hit details, click Hit Detail View (i) in the Hits column. You can open
the view in the current browser window or a new window.

The Hit Detail View opens, displaying details and performance metrics for the hit. Asyou
review the details, you may want to collapse the views you are not interested in. Then you
can focus on the details of interest. Click the Client Detail, Metric Updates, and Other
Information links to view additional information about the hit.

Mar 23, 2013 £:17:21 PM UTC

i) Hit Details View

Client Details Metric Updates Other Information

Content Category Html End to End Time 219,201 ms
Hit Status Ok Response Total Bytes 28108 bytes
Request Total Bytes 533 bytes Start Time 03/23/2013 06:01:22 PM
URL Path fi Stop Time 03/23/2013 06:01:22 PM
Hit Analyzer Matches - Response Details - -
Enterprise (7] Content Category Himl
Site sections @ Content Type text/hitml
HTML Title Quest Software
HTTP Error Mone E
Reguest Details - HTTP Version 1.0
Client IP Responise Charset iz0-8359-1
HTTP Method GET Response Code 200
Request Content Size 0 bytes Response Content Size 27905 bytes
Request Total Bytes 533 bytes Response Total Bytes 28108 bytes
URL http: /fwww.quest, com/ Server IP
URL Path / Server Port a0
URL Scheme and Authority http: /fwww.quest. com Start Time 03(23/2013 06:01:22 PM
Stop Time 03f23/2013 06:01:22 PM
Virtual Server IP
Requestiekis - Website quest.com
Response Headers -
Reguestileaders Cache-control private
Connection  Keep-Alive Connection Keep-Alive
Cookie StandardRequest=5tate%e5FP ... Content-Length 37905 -

EMUEDRR A THRTRR MUY 1501
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5 If you notice something in the hit details or metrics that looks interesting, you may want to
view al the hits by this detail to see if a pattern emerges.

For example, you may suspect that aslow End-to-End Timeistypical for the user’sregion or
service provider. To test your hypothesis, you can create a pivot chart for End-to-End Time

by Region or ISP. To create a pivot chart, return to the search results. Click Pivot =L For
more information, see “Viewing Search Resultsin Pivot Charts’ on page 74.

6 To map your results geographically, return to the search results. Click Map . For more
information, see “Viewing Search Resultsin aMap” on page 72.

Searching and Investigating Sessions

You can search for sessions by time range, session identifier, user name, the status of sessions
(active or ended), or some combination of these parameters. You can also define match conditions
to create very specific searches.

In the Search Sessions dashboard, you can run asimple search or an expert search to find sessions.
You can also rerun the last search, save a search, load and run a saved search, or clear search
results.

Defining Simple Searches for Sessions

A simple search enables you to search for sessions using the most frequently-used search criteria.
If you want to search for sessions that occurred within a particular time range or hits that match
some set of conditions, you need to define an expert search instead.

To define and run a simple session search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Sessions.
2 Click Simple Search.
3 Specify the search criteria.

Find sessions that... In the first list, select the start condition for the search. In the

second list, select the time range for the search. If no other

options are set, the search returns all sessions occurring within

the specified time range.

Tip  An APM Administrator can increase or decrease the maximum
time range displayed in the time range list through the Configure

Advanced Options > Settings dashboard. See the Search Time
Range Limit option under the Archiver Query Settings.

are currently Optional—specify whether you want active or ended sessions.
Select this check box and select the state from the list.

Session ID Optional—search for a session by session identifier. Specify the
session identifier you that you want to match.
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Username Optional—search for areal user by user name. Specify the user
name (case-insensitive) that you want to match.

Session Hit Count Optional—search for hitsthat triggered the specified hit analyzer
Matching Hit Analyzer | during the session.

Simple Search x
Find sessions that...
|were in progress at - |6f1?f13 10:10 AM |:|
[#] are currenty completed -

Find sessions with...
Session ID

Username

Session Hit Count Matching Hit I"'—_
Analyzer == =
Search Cancel
4 Click Search.

The Search Sessions table contains the results of the search.

Defining Expert Searches for Sessions

You can run a search using the same options as a simple search. You can also define atime range
or some set of conditions, such as session with a specified duration.

Note The Archiver stores session duration in milliseconds, but the Ul displays it in seconds. Therefore,
if you search sessions based on duration, you may see results that appear to fall outside the
search criteria. For example, defining a match condition with “Session Duration > 10" may return
search results that appear to match “Session Duration >= 10". In this case, a session that
appears to be equal to 10 seconds actually has a duration greater than 10 seconds, such as
10.4322 seconds, but the Ul does not display the decimal places.

To define and run an expert session search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Session.
2 Click Expert Search.

If you defined a simple search before switching to an expert search, the Expert Search dialog
box displays the same values for the options you selected in the Simple Search dialog box.

3 Specify the search criteria
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Find sessions that...

Inthefirst list, select the start condition for the search. In the

second list, select the time range for the search. If no other

options are set, the search returns all sessions occurring within

the specified time range.

Tip  An APM Administrator can increase or decrease the maximum
time range displayed in the time range list through the Configure

Advanced Options > Settings dashboard. See the Search Time
Range Limit option under the Archiver Query Settings.

are currently

Optional—specify whether you want active or completed
sessions. Select this check box and select the state from thelist.

Session ID Optional—search for a session by session identifier. Specify the
session identifier you that you want to match.
Username Optional—search for areal user by user name. Specify the user

name (case-insensitive) that you want to match.

Match Conditions

Optional—specify one or more conditions to match. Click Add.
You can define a condition based on any detail or metric listed in
the Sourcelist. For help creating match conditions, see “Defining
Match Conditions for Expert Searches’” on page 62.

Expert Search

Find sessions that...

|were in progress of

- 32213 1:228m [ 4]

7| are currently ’complebediv
Find sessions with...
Session ID jsmith123
Username
Match Conditions
©add | (GRremove S
Field Operator Value Extraction Exprassion Edit
1 Session Status = Error #
=3
4 Click Search.

The Search Sessions table contains the results of the search.
5 Next Steps: See “Investigating Issues’ on page 52.
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Understanding Search Sessions Results

When the search ends, the results are displayed in the Search Sessions table. The search
parameters appear above the table. If no sessions matched the search parameters, thetableis

empty.

Tip

By default, a session search returns a maximum of 200 sessions. An APM Administrator can

change this limit using the Session Search Result Limit setting in the Configure Advanced
Options > Settings dashboard.

Search Sessions

<y Search Sessions

Search Description: Searching for sessions that were in progress at Sat 3/23/13 1:30 PM
Search Results: 46 sessions matched the query.

Search Sessions

£ search € Reset

Session

b [o Do Do Do [ [e Do Do Do be [ [o o D

-

5t..

Custom Fields
Initial Referer

@ hittp:/fwww. quest. comfsolutions

LSH O << <)

a0

hittp:/fwww.google.com.pe/.. daie=150-8859-1&hl =es&lr=

il

"ol Simple Search [ Expert Search (=) Load Saved Search [ Save Search [ Pivot

Start Time

03/23/2013 01:27:23FM
03/23/2013 11:34:48 AM
03/23(2013 01:26:24FPM
03/23(2013 01:25:58 PM
03/23/2013 01:11:50 FM
03232013 01:07:19 PM
03/23/2013 01:18:41PM
03/23(2013 11:44:58 AM
03/23/2013 10:03:33 AM
03/23/2013 11:28:59 AM
03/23(2013 11:35:34 AM
03/23(2013 01:25:35PM
03/23/2013 01:27:54 FM
03232013 01:21:31PM

Stop Time

03/23/2013 01:32:48 PM

03/23/2013 01:31:43 PM
03/23/2013 01:43:27 PM
03/23/2013 01:32:52 PM
03/23/2013 01:30:54 PM
03/23/2013 01:33:29 PM

03/23/2013 02:48:33 PM

03/23/2013 01:32:50 PM

03/23/2013 01:30:41 PM
03/23/2013 01:44:19 PM

u| Reports +

Duration

00:05:25
06:56:21
00:05:18
00:17:29
00:21:03
00:23:35
00:14:43
06:43:19
04:38:55
07:01:35
06:55:32
00:07:15
00:02:48
00:22:48

The Search Sessions table may contain some or all of the following columns. To hide/show
columns, click the Customizer := icon (beside the Search field) and select the columns to show.

Column

Description

L3

Session

Status

The Session Explorer 2 and Session Detail View (i) icons appear in

this column. You can drill down to session details by clicking these

icons.

Indicates the session status using the standard severity icons:

e & Normal
* /Ay Warning
* {4 Critical
* &3 Fatal

* |2/ Not available (session is still in progress)
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Column

Description

Custom Fields -
Initial Referer

Start Time
Stop Time
Duration

User Name

# Hits

# Pages

# Sequences

# Warnings

Error Columns

Displays the page the user visited just before starting the session (if
any).

Corresponds to the time the first hit in the session was initiated.
Corresponds to the end time of the last hit in the session.
Displays the length of the session since the Sart Time.

If username rules are defined, displays the user name associated with
the session. For more information, see “ Associating User Names with
User Sessions’ in the Foglight APM Administration and Configuration
Guide.

Displays the number of hits contained within the session at the time of
the search.

Displays the number of pages contained within the session at the time
of the search.

Displays the number of sequences contained within the session at the
time of the search.

Displays the number of hits with awarning status contained within the
session at the time of the search.

Displays the number of hits with the specified error contained within
the session at the time of the search. Show columns for Custom
Errors, Reset Errors, HTTP Errors, Client Errors, Server Errors,
or Timeout Errors.

Investigating Issues Reported During Real User Sessions

When a helpdesk receives reports from real users (internal staff or external users) regarding
unexpected errors or slow page performance, technical support staff can use Foglight APM search
features to find the problem user sessions. By reviewing what your users experienced, you can
form an understanding of what may be causing the problem. You can then escalate the issue to the
appropriate person (developer or administrator) for resolution.

Finding the User Session

You can identify the real user’s session using one or more of the following pieces of information as

search criteria

* Time period—find out the time period during which the session was active, or find out when
the user started or ended their session.

» Session identifier—if auser’'s browser captures the session identifier, instruct the user how
to retrieve that identifier.

» User name—for applications that require alogin, request the user’s user name.

* Client IP address—for an internal application, request the user’s client | P address.
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» Subnet—for an intranet application, find out the subnet used by the application.

» City—if no other identifying details are known, you may need to search sessions by the
user’s city.

* Page visited before starting session—thisinformation can be useful for picking the
correct session out of alist of session search results. You can look at the Initial Referer
column to find the page the user visited before beginning the session.

The following workflow assumes that you have the session identifier or user name. If you do not,
you need to define an expert search and create match conditions using one or more of the other
details as your search criteria. For instructions, see “ Defining Expert Searches for Sessions” on

page 48.
To find the user session:
1 Gather information about the user’s session.
2 Loginto Foglight.
3 Inthe navigation panel, under Dashboards, click APM > Search > Sessions.
4 Click Simple Search.

a Specify the time period during which the user experienced issues. From the first list,
select the state of the session (started, in progress, or ended) during the time period.
From the second list, select the time period.

Tip If no other options are set, the search returns all sessions of the selected state that
occurred within the specified time period.

b Optional—specify whether the session is currently active or complete.

¢ Specify either the session identifier or the user name, whichever you have.
d Click Search.

The Search Sessions results table displays the search results.

5 If you have only one match, you can begin investigating the session now. Otherwise, you
need to pick out the user’s session from the resultslist. If you know the session start time,
end time, or the page that the user was looking at before beginning the session, you should be
able to select the correct session by looking to those columns in the Search Sessions results
table.

Investigating Issues
You use the Session Explorer to investigate issues. The Session Explorer contains:
» Complete hit details for the entire HTTP request and response for any hit in the session
» A visual presentation of each page as originally served by the web server
» A visual presentation of each page with user input (forms/links)
» Theorigina HTML source for each page generated by the web server
* Any errors (HTML or other source) detected by analyzers
» Session and sequence durations, hit counts, and other aggregate details
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Note This workflow starts from the Search Session results table. However, the process is similar when
you drill down from a Real User tile in the Transaction dashboard or when you run a search for
hits or sequences.

Thisworkflow presents one way to investigate issues. Your investigation should be guided by the
type of problem you are investigating. For example, you may want to skip the session replay and
go straight to the hit inspector.

To investigate an issue:

1 Intherow containing the issue you want to investigate, click Session Explorer ..

The Session Explorer opens. When opened from the Search Hits results table, the hit
displayed is the selected hit. When opened from the Search Sequences or Search Sessions
results table, the hit details represent the first hit in the selected sequence or session.

2 If not already selected, click the Replay tab.

The content associated with the selected hit is displayed. Look for navigation cluesin the
Referer/Navigated To sections above the page content. The Details sections may provide
additional information. You can switch between Captured Hits (to see al hits) and Page Visit
Order (HTML pages). Select different hitsin the user’s path to view the content they saw.
Note Some content may not be shown in the response replay. For more information on missing

content and using the features in the Replay tab, see “Replaying Sessions, Hits, and
Sequences” on page 64.
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3 Toinvestigate a page further, click the Hit I nspector tab.

4 Inthelist of hitsin the session table, look for hitsthat exhibit symptoms of the problem, such
as a hit that displays one or more of the following characteristics:

Status—Il ook for icons other than the Normal icon. A hit can be set to anon-normal status
due to aclient or browser error code or when the hit matched some set of conditions
defined within a hit analyzer. APM Administrators define and manage hit analyzers.

Code—I ook for client error codes (400+) or server error codes (500+). Remember though
that Web 2.0 applications may not return error codes, because they redirect usersto a
helpful error page rather than a generic error page. In this case, you need to rely on
analyzers catching the errors and setting the hit status to non-normal.

End-to-End Time—very high end-to-end times may indicate a problem with the amount
of content on a page or a very slow web server.

Back End Time—Very high back end times may indicate a problem with the web server.
Exception—any exceptions should be reported to the application developer.

5 After you identify the hits that contribute to the problem, select each hit in turn and scan the
hit details to ook for clues about what might be causing the performance issues. Additional
details and metrics are available by clicking Metric Updates, Client Details, or Other
I nformation.
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For example, if the hit statusis non-normal but the error code is 200, you can review the hit's
detailsto find out which hit analyzers were triggered. You can pass thisinformation on to an
APM Administrator for further investigation and resolution. If the back end timeis high, you
may want to check the health of the web sites and endpointsin your monitored environment,
especidly if you are having many users reporting similar issues.

If you suspect that poor performance islocalized to a city, region, or country, you can create

amap using the search results. In the search results, click Map @. For more information,
see “Viewing Search Resultsin aMap” on page 72.

If many real users are reporting the same issue, it may be helpful to create a pivot chart that

aggregates data for all users. Return to the search results. Click Pivot .. For more
information, see “Viewing Search Results in Pivot Charts’ on page 74.

Searching and Investigating Sequences

If your APM Administrator configured sequence analyzers, you can search for sequences created
by a selected analyzer. You can aso specify atime range, sequence state (active or completed),
session identifier, sequence status (OK, warning, error), or some combination of these search
parameters. You can define match conditions to create very specific searches.

Note

If you want a high-level, graphical view of aggregated sequence data, start from the Sequence
Explorer dashboard. From there, you can navigate to the Search Sequences dashboard
described in this section. For more information, see “Assessing Real User Experiences During
Key Sequences” on page 25

In the Search Sequences dashboard, you can run asimple search or an expert search to find
sequences. You can also rerun the last search, save a search, load and run a saved search, or clear
search results.
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Defining Simple Searches for Sequences

A simple search returns sequences that were active at the time period you specify. If you are not
the designer of the sequence analyzers, you should find out the names of the sequence analyzers
that track the sequences you are interested in. APM Administrators define sequence analyzers.

To define and run an simple sequence search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Sequences.

2 Click Simple Search.

3 Select asequence analyzer that captures the sequences you want to find.
The options for the sequence analyzer appear.

4 Under Find sequences that, select the time criteria for the sequences.

Tip An APM Administrator can increase or decrease the maximum time range displayed in
the time range list through the Configure Advanced Options > Settings dashboard. See
the Search Time Range Limit option under the Archiver Query Settings.

Simple Search x

Find sequence matching ...
Sequences Analyzer |shopping Cart -

Find sequences that ...
|started within the ~  Jlast 15 minutes -

| Cancel

5 Click Search.
The Search Sequences table contains all sequences occurring within the specified time range.

Defining Expert Searches for Sequences

You can run an expert search using the same options as a simple search. You can also specify
whether the sequence was active or completed. You can further refine the search by specifying a
particular user session, sequence status, or match conditions.

If you are not the designer of the sequence analyzers, you should find out the names of the
sequence analyzersthat track the sequences you are interested in. APM Administrators define

sequence anayzers.

To define and run an expert sequence search:
1 Inthe navigation panel, under Dashboards, click APM > Search > Sequences.
2 Click Expert Search.
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If you defined a simple search before switching to an expert search, the Expert Search dialog
box displays the same sequence analyzer and the same time criteria you selected in the
Simple Search dialog box. Advanced options are also displayed.

3 Select a sequence analyzer, and then specify the search criteria.

Sequence Analyzer

Specify the name of the sequence analyzer that captures the
sequences you want to find.

Find sequences that...

In the first list, select the start condition for the search. In the
second list, select the time range for the search. The search
returns all sequences occurring within the specified time range.
Tip  An APM Administrator can increase or decrease the maximum
time range displayed in the time range list through the Configure

Advanced Options > Settings dashboard. See the Search Time
Range Limit option under the Archiver Query Settings.

are currently

Optional—specify whether you want active or completed
sequences. Select this check box and select the state from the list.

Session ID Optional—search for sequences by session identifier. Specify the
session identifier you that you want to match.
Status Optional—search for sequences by status (OK, Warning, Error).

Select the status from the list.

Match Conditions

Optional—specify one or more conditions to match. Click Add.
You can define a condition based on any detail or metric listed in
the Sourcelist. For help creating match conditions, see* Defining
Match Conditions for Expert Searches’ on page 62.
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Expert Search b4

Find sequence matching ...
Sequences Analyzer |Shopping Cart -

Find sequences that ...
|starhed within the - |Iast 15 minutes -

[ are currently |active Only it

Find sequences with ...

Session ID

Status Any -

« Match Conditions

@ add | Remove =
Field Operator Value Extraction Expression Edit
4 Click Search.

The Search Sequences table contains the results of the search.

Understanding Search Sequences Results

When the search ends, the results are displayed in the Search Sequences table. The search
parameters appear above the table. If no sequences matched the search parameters, the tableis
empty. Events are summarized by name and include the number of users who reached each step.

Tip By default, a sequence search returns a maximum of 200 sequences. An APM Administrator can
change this limit using the Sequence Search Result Limit setting in the Configure Advanced
Options > Settings dashboard.
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The Search Sequences table may contain some or al of the following columns. To hide/show

columns, click the Customizer =

Column

icon (beside the Search field) and select the columns to show.

Description

Session

Status

Custom Fields

Start Time

Stop Time

When a sequence belongs to a session, the Session Explorer £ and
Session Detail View (i icons appear in this column. You can view
session details by clicking theseicons.

Indicates the sequence status using the standard severity icons.

* & Norma

/i Warning

* {4 Critical

* &3 Fatal

* |7| Not available (sequence is still in progress)

Displays the custom fields updated by analyzers that matched a
sequence.

Note For a custom field to appear in search results, the custom field’s

Storage option must be set to Show in search results or First column in
search results. See “Defining Custom Fields” in the online help.

Corresponds to the time the first hit in the sequence was initiated.
Corresponds to the end time of the last hit in the sequence.
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Column Description
Duration Displays the length of the sequence since the Sart Time.
Events Events that occurred within a sequence.

Investigating Sequence Results

Thisworkflow walks through how to use the datain the Search Sequences table. You may want to
save your searches so that you can quickly rerun them to monitor performance on an ongoing

basis.

To investigate sequences from search results:

1

From the Search Sequences dashboard, run a search.

* Running Saved Searches

» Repeating the Last Search

» Defining Simple Searches for Sequences

» Defining Expert Searches for Sequences

When a search matches sequences in the database, the results table displays the sequences.

To identify sequences that may warrant further investigation, review the following columns.

» Status—Iook for icons other than the Normal icon. A sequence event can be used to set
the status of a sequence. APM Administrators define and manage sequence analyzers.

» Events—Ilook for patterns across all sequences. Did many users abandon the critical path
at the same event? Why might that be?

» Duration—click this column heading to sort the sequences from longest to shortest. You
may want to investigate why some sequenceswere extralong (wasit due to slow response
times?) or very short (did the user abandoned the critical path or was the sequence
terminated by an error?).

» Custom Fields—custom fields can help you understand the placement of a sequence
within the user’s entire session. The Initial Referer tells you which page the user visited
before starting the critical path.

Select a sequence to investigate and click its Session Explorer 2 icon.

The Session Explorer opens.

You can explore the sequence in the same way you explore a session. See “Investigating
I ssues Reported During Real User Sessions’ on page 51.
If you suspect that poor performance islocalized to acity, region, or country, you can create

amap using the search results. In the search results, click Map @#. For more information,
see “Viewing Search Resultsin aMap” on page 72.

If many sequences reflect the same issue, it may be helpful to create a pivot chart that

aggregates data for all users. Return to the search results. Click Pivot [=. For more
information, see “Viewing Search Results in Pivot Charts’ on page 74.
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Managing Searches

In al the Search dashboards, you can save and rerun searches. You can also clear search results
from the table.

Repeating the Last Search

To repeat the last search performed in a Search dashboard, click Search. The search parameters
appear at the top of the dashboard beside Search Description, and the number of matches appears
beside Search Results. The matches (if any) are listed in the table.

Saving Searches

For the searchesthat you perform frequently, consider saving them. You can shared saved searches
among people with the same user role. For example, an APM Administrator can create searches
useful to APM Operators and share them by selecting that user role.

To save a search:
1 Define and run asearch.
2 Click Save Search.
The Save Search dialog box opens.
3 Specify aname for the search.

4 Choose whether you want the search available only to you (current user account) or available
to everyone with a specific user role. In the latter case, select the user role from the list.

Save Search X

Name Bad JavaScript]

Save to @) current user account

role -

Cancel

5 Click Save.

The dialog box closes. On the Search Hits dashboard, the parameters for the |loaded search
appear beside Search Description. The search results are not updated yet.

6 To run the loaded search, click Search.
The search results display matches (if any).

Running Saved Searches

Saved searches can help ensure that you run consistent searches. For example, you may run a
search, find data issues, make a configuration change, and then want to rerun the same search. If
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you save the initial search, you can be sure that the second set of results reflect just the
configuration change, not any inadvertent changes in the search parameters.

To run a saved search:

1 Click Load Saved Search.
The Load Saved Search dialog box opens.

Load Saved Search x

Remove
MName Role Load
Access Speed and Has Page Data
Default

2 Intherow containing the search you want to run, click Load [=.

The dialog box closes. On the Search Hits dashboard, the parameters for the loaded search
appear beside Search Description. The search results are not updated yet.

3 Torun the loaded search, click Search.
The search results display matches (if any).

Clearing Search Results

To clear the search results in a Search dashboard, click Reset. This action also resets the Search
button to the default search parameters.

Defining Match Conditions for Expert Searches

You can create searches that return very specific results by defining match conditions. Match
conditions enable you to search on almost any detail or performance metric.

When creating an expert search with multiple conditions, logical operators are applied depending
on the specified conditions.

» When conditions match different details, alogical AND operator joins the conditions. For
example, if you define a hit search using the conditions City = Madison, WI (US) and
Browser Category = Internet Explorer, data must match both the specified city and browser
to be returned by the search.
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»  When conditions match the same detail, an OR operator joins the conditions. For example, if
you define a hit search using the conditions City = Madison, WI (US) and City = Boulder,
CO (U9, only one of the conditions have to match. The search returns capture data
originating from either one of the cities.

In acomplex search where City = Madison, WI (US), City = Boulder, CO (US), and Browser
Category = Internet Explorer, the search logic looks like this:

("Gty = Madison, W (US) OR Boul der, CO (US)") AND ("BrowserCategory = | nternet
Expl orer™)

To add or edit a match condition for expert searches:
1 Inthe Match Conditions area of the Expert Search dialog box, do one of the following:

» To add anew condition, click Add.
» To edit acondition, click its Edit [ icon.

2 Specify the search criteria.

Source Select the type of Web traffic matched by the condition. For
example, End to End Time, Request Field, Browser, and so on.

Note The other fields change depending on the selected Source.

Source Detail If available, select some detail to further refine the Source
selection. For example, instead of matching all Request Fields,
you can specify only O der . Bi I | Shi p.

Operator Select an operator that performs the type of match you want to
make. Only the operators that make sense for a selected Source
type are available.

Value Specify a numeric or text value (as appropriate). For example,
you can specify that a match occurs when Client Time (ms) is
greater than 600. Or, for Country, you can select atext string
from alist, such as“ Canada (CA)".

3 Click Save.



Replaying Sessions, Hits, and Sequences

Often it is easier to understand real user data when you can see the page your user viewed.
Foglight enablesyou to replay interesting hits, alone or in the context of asequence or session. The
Replay browser lives in the Session Explorer. From the Replay browser, you can havigate among
the hits in a session, see the pages and hit content viewed by your user, save sessions for review
later, and export sessions to share with colleagues.

Note To understand how the Replay browser supports investigating issues, see “Investigating Issues”
on page 52.

Introducing the Replay Browser

You can open the Session Explorer from any search result that displays the Session Explorer &
icon.

To open the Replay browser:
1 Inthe search results, click the Session Explorer £ icon, and select whether to open the
Session Explorer in the current browser window or a new window.

The Session Explorer opens. The active tab is the tab displayed the last time you opened the
Session Explorer.

2 If not already selected, click the Replay tab.

The Replay browser displays the selected hit. The following image and table identify the
elements in the Replay browser.
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Element

Description

a | Selection pane

Displayseither alist of hitsor alist of pages. Select ahit or page
to view it in the Replay pane.

b | User Input pane

Displays the input values entered by the user in form fields, or
the buttons or links clicked.

¢ | Replay menu

Navigate between pages, control what is displayed in the Replay
browser, or export sessions from here to replay later.

d | Details pane

Displays details about the hit or page.

e | Content pane

Displays the content for the selected hit or page.

3 Towork with hits, in the Selection pane, select the Captured Hitstab.
By default, thelist includes HTML hits as well as hits for other resources, such asimages,

text, and JavaScript.

4 Click ahit to view its details and content.
The hit's details appear in the Details pane, and the hit’s content appearsin the Content pane.
5 To work with pages, in the Selection pane, select the Page Visit Order tab.
The pages are listed in the order in which the real user viewed them. For replay purposes, a

page is defined as having both page dataand HTML.

Note

Pages without HTML do not qualify for page replay. For example, applications such as

Siebel, PeopleSoft, and SharePoint, may contain pages without HTML. In addition, pages
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identified by user-defined URL classifiers may not qualify. In this case, use the Captured
Hits tab instead.

6 Click apageto view its details and content.

7 To page through the user’s session, select each page in turn or use the navigation arrows on

the Replay menu.

8 If the session you are viewing is still in progress, periodically click Refresh to update the
data in the Session Explorer.

9 Optional—customize the Replay browser.

e Content pane: “Changing How Content is Displayed” on page 66
¢ Sdlection pane: “ Customizing the Selection Pane” on page 67

Changing How Content is Displayed

You can change what you see in the Content pane by selecting a different Display Mode. The
following table describes the kinds of views available.

Display Mode Option

Setting the Option

Response Replay

Select to view an approximation of the content as the real user
originaly viewed it. For more information, see “ Understanding
What Happens When Content is Unavailable” on page 67.

Response Replay
(Show Submitted Input)

Select to view an approximation of the content as the real user
originally viewed it, plus the final values for al form fields and
any links or buttons that were clicked. For more information, see
“Understanding What Happens When Content is Unavailable” on

page 67.

Note Excludes forms or links manipulated by JavaScript on the client
browser, including actions that are purely client-side.

Response Source

For HTML hits, select this display mode to see the source code
that was captured. Thismode is useful for debugging dynamic web
applications. If aselected hit isnot an HTML page, displays the
same view as Response Replay mode.

Hit Details

Select to view the network and HT TP details about a selected hit,
including response time, hit analysis, request and response fields,
and headers, cookies, and Archiver details.
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Display Mode Option Setting the Option

Reguest Content Body For hits that use POST as the HT TP request method, select this

display mode to view the HTTP request message body as text.
Useful for viewing data POST-ed from the browser, including
specia request content-types (for example, XML and JSON
formats).

Instrumentation Select to view raw instrumentation data. Requires that an APM

Administrator included a call to the Foglight instrumentation
JavaScript library on the monitored web site or application. For
more information, see “ Capturing Traffic Outside the Network” in
the Foglight APM Administration and Configuration Guide.

Customizing the Selection Pane

You can customize the Selection pane using the View menu options. The following table

summarizes the options.

View Menu Option

Setting the Option

Show Only HTML Hits

Select to show only HTML hits.
Deselect (default) to show all hits.

Display Page Titles for HTML Hits

Select to show the HTML page title (when available).
Deselect (default) to show the URL path.

Display Full URL for Hit Labels

Select (default) to show the full URL path.
Deselect to show only the file name.

Expand All

Select to expand al nested elementsin alist of hits.

Collapse All

Select to collapse all nested elementsin alist of hits.

Expand Errors/Warnings

Select to expand nested elements marked as errors or
warnings.

Enable Tooltips

Select to enable tooltips containing hit details for the
hits.

Understanding What Happens When Content is Unavailable

Sometimes content is not available in the captured data. For example, content may have been
cached in an earlier session and therefore was not returned as a hit in the current session.
Depending on how your APM Administrator configured replay settings, missing content may be
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shown as broken links, replaced with resources of the same name retrieved from the live web
server (default), or replaced by static page resources. For more information, see the When Element
Content not Available setting under “Replay Settings’ in the Foglight APM Administration and
Configuration Guide online help.

Using the Hit Inspector

The Hit Inspector shows content similar to the Hit Detail View, but within the context of a session.
When you select ahit in thetable, hit details and metrics appear below the table. Asyou review the
details, you may want to collapse the views you are not interested in. Then you can focus on the
details of interest. Click the Client Detail, Metric Updates, and Other Information links to view
additional information about the hit.

To review hit details from the Session Explorer:
1 Click the Hit Inspector tab.
2 Inthefirst column, select the radio button for the hit you want to investigate.
Hit details appear below the table.
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Managing Saved Sessions

Asyou investigate sessions in the Session Explorer, you can save interesting sessions to review
later. You can also export sessions for archive purposes or to send to Quest Support. To replay an
exported session, import it into Foglight. You replay saved and imported sessions in the Session
Explorer.

Saving Sessions

While looking at a session in the Session Explorer, if you find an issue that needs further
investigation, save the session. You may also want to save a session to use as a baseline before
performance improvements are made to a web application. When escalating an issue, include the
names of relevant saved sessions. The person responsible for resolving issues can review the
sessions in Foglight and use the session data to help solve the problem.

Saved sessions are shared among all Foglight users with the role of APM Administrator or APM
Operator. When naming sessions, you may want to include your name along with other identifying
information for the session.

Caution If you have the role of APM Sensitive Data Viewer, the saved session may contain sensitive data.
To avoid saving sensitive data, log in as a user that does not have the APM Sensitive Data Viewer
role enabled. Saved sessions containing sensitive data can be viewed only by users with the APM
Sensitive Data Viewer role.

To save the current session:
1 Inthe Session Explorer, click Save.
2 Inthe Save Session Name field, type a name for the session.
3 Click Save.
A message box confirms when the save file has been created.
4 Click OK.

Exporting Sessions

Because saved sessions are shared, anyone can delete saved sessions. To back up your saved
sessions, or to keep sessions for future reference, export the sessionsto alocal drive. Exported
sessions are also a useful tool for Quest Support to diagnose data issues. Sessions are exported in
ZIP format.

Caution If you have the role of APM Sensitive Data Viewer, the exported session may contain sensitive
data. To avoid exporting sensitive data, log in as a user that does not have the APM Sensitive
Data Viewer role enabled. Imported sessions containing sensitive data can be viewed only by
users with the APM Sensitive Data Viewer role.

To export a session:
1 Inthe Session Explorer, click Export.
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2

A message box confirms when the export file has been created, and prompts you to
download the ZIP file.

Export File Generated x

Export file created successfully!

==

Click Download and save the file to your local drive.

Importing Sessions

Imported sessions appear in the samelist as all saved sessions. When naming imported sessions,
you may want to include your name along with other identifying information for the session.

To import a session:

1

oo o1 AW DN

In the navigation panel, under Dashboards, click APM > Search > Saved Sessions.
Click Import.

Click Choosefile toimport.

Navigate to and select the session ZIP file, and click Confirm.

In the Session Name field, type a name for the session.

Click Import.

Replaying Saved Sessions

The Saved Sessions dashboard contains all sessions saved or imported by Foglight users with the
role of APM Administrator or APM Operator.

To replay a saved session:
1 Inthe navigation panel, under Dashboards, click APM > Search > Saved Sessions.

The Saved Sessions dashboard displaysalist of saved and imported sessions, including their
start times (for al sessions) and stop times (for completed sessions).
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2 Find the session you want to view and click its Session Explorer & icon.
The Session Explorer opens and displays the saved session.
3 Interact with the session as usual.



Visualizing Search Results

It can often be helpful to visualize search results as aggregated values in amap or in a pivot chart.

Viewing Search Results in a Map

From the Search dashboards, you can gain ageographical perspective on the current search results
with maps. Maps can help you visualize an aggregate detail by country, region, or city. For
example, amap can help you answer a question such as “ Given these search results, which cities
had the highest number of errors?” Maps are available for hits and sessions.

Tip If maps do not display in your browser—for example, if you are using Microsoft Internet Explorer
version 8 or earlier—try using a different browser. For a list of supported browsers, see the
Foglight System Requirements and Platform Support Guide.

You interact with a search results map in the much the same way as the Geographical Perspective
dashboard. For more information, see “Viewing Real User Activity from a Geographical
Perspective” on page 20.

To view an aggregated metric in a map:
1 Define and run a search. For instructions, see“ Searching APM Data’ on page 40.

2 From the search results, click Map .

The Map dashboard opens, displaying a map of the world. By default, the aggregated metric
isHit Count and it is shown by Region. Thefill-level in the pins shows which regions had
comparatively higher and lower hit counts. A pin entirely filled with dark blue representsthe
region with the highest hit count.
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3 You can change the map criteria. Select a new metric from the Summarize By list and/or a
new location level from the Showing list.

4 To display the search results represented by a pin, click the pin.

t Search Hits » Map » Filtered Hits

Search Results: 21 hits matched.

Filtered By: Hit Count by Region Sao Paulo, BR

Search Description: Searching for hits that occurred in the last 15 minutes

Mar 22, 2013 7:17:55 AM PDT

Remove Filtering

[l Reports +

Filtered L}m

Sessions
Status Category

®
@
®
®
®
@
®
®

®

LA N <)
|| [

@

e -
htp:/ .
hittp: /. -
s e st
http: /s A
http: /. -
hittp: /e

hitp: /e
hittp:/ s Wi
hittp: /i -

URL

.com.. B2_5.1_IsolationLevel.png

' .com.. ITR_DB2_5.1_Threshold.png
.com...onstraintsSeparateDDL.png
.com..._DB2_5.1_ActivateRCAC.png
.com..TR_DB2_5.1_SlLabelsDep.png
.com.. MITR_DB2_5.1_WLMStat.png

i .com....1_HiddenColumnsTable.png

i .com.. B2_5.1_TabsVertically.png
.com.. DIO_&.4 _FilterAscDesc.png
.com.. R_DB2_5.1_Currentiode.png

Search

Client IP

0D~
Time

03/22/2013 06:45:46 AM
03/22/2013 06:45:46 AM
03/22/2013 06:45:46 AM
03/22/2013 06:45:46 AM
03/22/2013 06:45:46 AM
03/22/2013 06:45:46 AM
03/22/2013 06:45:45 AM
03/22(2013 06:45:45 AM
03/22/2013 06:45:45 AM
03/22/2013 06:45:45 AM

dii

5 |If you want to see all search resultsin this dashboard, click Remove Filtering. You can
return to the subset of results by clicking Restore Filtering.
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6 Use the breadcrumb trail to return to the Map dashboard.

7 If you want to save amap for use in a custom dashboard, click Publish. For more
information, see “Publishing Maps and Charts to Custom Dashboards’ on page 76.

Viewing Search Results in Pivot Charts

Pivot charts help you to visualize the composition of an aggregated metric by pivot category,
Request Referer, or Response HTML Title. For example, the default pivot charts can help you
answer aquestion such as “ Given these search results, which browsers had the highest hit counts?

Important You do not need to enable pivot categories to generate pivot charts. Pivot charts are generated
on-the-fly for the current search results based on captured data stored in the Archiver database.
The resulting pivot values are for display purposes only; they are not saved anywhere. In
contrast, pivot categories create sets of topology objects to store pivot values in the Foglight
database for other purposes, such as higher-level views and reports.

You can quickly view a set of charts showing the aggregated values for the Hit Count metric by
various hit, session, or sequence details, depending on the search results. You can update the charts
to represent a different aggregated metric. You can also change whether you are seeing the highest
value metrics (Top) or lowest value metrics (Bottom), and how many of each you seein the charts.
By default, you see the Top 10 values.

To view an aggregated metric in pivot charts:
1 Define and run a search. For instructions, see “ Searching APM Data’ on page 40.

2 From the search results, click Pivot .

The Pivot dashboard opens, with a set of bar charts displayed. Thefirst one showsthe Top 10
browsers based on aggregated values for the Hit Count metric.
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T Search Sessions » Pivot May 21, 2013 10:09:53 AM PDT [l Reports
e .
[F] Pivot
i
Search Description:  Searching for sessions that started in the last 15 minutes
Search Results: 200 sessions matched the query.
Pivot
Summarize by [Hits Captured - Item Count |Tom0—v
Hits Captured by Browser | Publish Hits Captured by Browser Category | Publish |+
Internet Explorer 6.0 I i Internet Explorer I s
MSN Web Crawler - 37 Crawler _ 72 =
Yahoo Slurp - 22 Firefox - 20
Firefox 1.5 14 ACL 5
Google Bot 12 Synthetic User 4
Firefox 1.0 [ Unknown/Other 4
ACL 9.0 3 Browser 1
Gomez Agent 4 Metscape 1
Unknown/Other 4 Safari 1
Internet Explorer 7.0 3 Application 1
Hits Captured by City | Publish Hits Captured by Country | Publish
Redmond, WA (US) I s United States (US) [ il

3 Scroll down to review the other available charts.

4 To change the aggregated metric used to popul ate the pivot charts, select the new metric
from the Summarize By list.

5 To show something other than the Top 10 results (default), select anew criteria from the
Item Count list.

6 To display the search results that are represented by a bar in the chart, click the bar.

t Search Sessions » Pivot Chart > Filtered Sessions Feb 25, 2013 12:42:32 PM PST [&] Reports «

Search Description: Searching for sessions that started in the last 15 minutes
Search Results: 78 sessions matched.

Filtered By: Hit Count by Browser Category Internet Explorer Remove Filtering
| Fittered Hits ]

|Search D- | iz
Session . X # £ | #F
5. Start Time Stop Time Duration #Hits #Pages Seque.. Er.. W..

& @ 02/25/2013 12:36:53FM 00:00:02 1 o] o0 o] r
& @ 02/25/2013 12:37:04FM 00:00:00 1 0 o0 0
& @‘1 02/25/2013 12:36:54PM 00:00:00 1 a o o0 v}
& @ 02/25/2013 12:35:46 FM 00:00:10 1 1 oo o]
& @ 02/25/2013 12:36:52FM 00:00:00 1 o] o0 o]
& @ 02/25/2013 12:35:40 FM 00:00:03 1 0 o0 0
& G) 02/25/2013 12:36:39 PM 00:00:01 1 a o o0 v}

2 @ @ 0242502013 12:36: 28 PM 00:00:04 1 o] oo o] h’

7 If you want to see al search results in this dashboard, click Remove Filtering. You can
return to the subset of results by clicking Restore Filtering.
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8 Usethe breadcrumb trail to return to the Pivot dashboard.

9 If you want to save achart for use in a custom dashboard, click Publish. For more
information, see “Publishing Maps and Charts to Custom Dashboards’ on page 76.

Publishing Maps and Charts to Custom Dashboards

You can save amap or pivot chart as aview element, which you can then place on a custom
dashboard. For more information on custom dashboards, including how to use them, see “ Custom
Dashboard” in the Foglight User Help online help.

Publishing Maps and Charts

To publish a map or chart:

1 Onthe Map or Pivot Chart dashboard, in the area containing the map or chart you want to
save as aview element, click Publish.

2 Keep the default name or specify your own.

Search Result Renderer Name Editor x

Please give a name to the published object, or you could keep it default:

Hit Count by Browser

| Publish | | cancel |

3 Click Publish.

Adding Maps or Charts to a Custom Dashboard

To add a map or chart to a custom dashboard:
1 Onthe Map or Pivot dashboard, open the action panel and click the General tab.
2 Expand Other Actions.
3 Click Create dashboard.

The Create Dashboard wizard opens. To navigate between screens, use the Next and
Previous buttons. For help with options, click Help.

4 OntheBuild a Dashboard screen, select Use All Data.

5 Onthe View Properties screen, specify a name for the new dashboard. Select other
dashboard elements or accept the defaullts.

6 On the Select Dashboard L ayout screen, select alayout.
7 Click Finish.
The Add View Wizard opens automatically.

8 Onthe Add a Dashboard View Element screen, expand APM > Sear ch Results, and then
expand either All Map Search Resultsor All Pivot Chart Search Results. Select the map
or pivot you want to add to the custom dashboard.
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9 Onthe Select a Template screen, deselect show by role, and then expand APM > Search
Results. Select the map or chart to display.

10 Click Finish.

The wizard creates the new dashboard with the selected view. The new dashboard islisted in
the navigation panel, under Dashboards > My Dashboards.

11 To display the search results that are represented by a bar in the chart, click the bar.
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Managing Published Maps and Charts
You can view, rename, or delete maps and charts from your published Custom Dashboards list.
To view, rename, or delete a view element:

1 Onthe Map or Pivot dashboard, open the action panel and click the General tab.

2 Expand Actions.

3 Click Manage Custom Dashboards.

» Toview amap or chart, click itsnameinthelist.
A window opens displaying the map or chart view element. Close the window.

» Torenameamap or chart, click its Rename [ icon. Specify the new name, and click
Rename.

The new view element name replaces the old name in the list.
» Todeleteamap or chart, click its check box, and click Remove.



Creating Custom Drag-and-Drop
Dashboards

You can quickly and easily create a drag-and-drop dashboard to customize the view you want to
use for triage with a specific application. This can be helpful when you want to:

« Enhance or simplify your triage process for a specific application by exposing important
components or notes for a specific application.

» Visualize your end users and applications in a geographical distribution.

For example, suppose you have a service that includes summarized data from a number of
different locations, and you want to visualize this at-a-glance, relative to their geographic location.
The procedures that follow walk you through creating such a dashboard, adding view elements for
Real User and Synthetic transactions, and adding map components.
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To create a custom dashboard:
1 Open the action panel on the right-hand side of the Foglight interface.
2 Inthe Other actions section of the action panel, click Create dashboard.

The Create Dashboard wizard opens.
3 Select Use All Data (the default setting) and click Next.

4 Onthe View Properties page, type a name for your new dashboard in the Name box.

5 Select the Sharethisdashboard and allow it to beincluded in other custom dashboards
check box.

6 Click Next.
7 On the Select Dashboard Layout page, select Fixed Size.
8 Click Finish.
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9 The Add View wizard opens automatically. Click Cancel.

Next, add Real User data views to the dashboard.
To add Real User data to a custom dashboard:
1 Onthe action panel, click the Data tab.
2 IntheDatalist, expand Services > All Services.

General | Data | Views || Help

¥ Parameterized Inputs

+ Data

All Model Roots ©-

All Object Groups £~

All Service Categories £~
All Services O~

Marketing Website
Medical Records

3 Locate and expand the service you want to view (for example, Medical Records).

4 Expand Real User Results and select the application component (for example, MD Admin).
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L0
o =

vices
All Model Roots ©-

All Object Groups £~

All Service Categories £+

All Services £+

All

All Java Systems

App

App

Booking Website

Custom Applications

Database Groups

Database Groups

DB

DB

Marketing Website

Medical Records
Anache Application Instances 0~
JavaEE Appiication Servers O+
JBoss Servers O+
Orade Instances 2~
&, s Carpare O

B Real User Results O+
MO Admin
MD PatientVisit

Synthetic User Results O+
Tomeat Hosts O+

5 Drag and drop the application component onto the dashboard in the display area. A menu
opens.

Medical Records

Select metrics...
Select properties...

6 Click Select a view. The Create View wizard opens.

7 Onthe Select a Template page, expand Application Performance Monitoring, and click
Application Component Thumbnail.
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8 Click Finish.

9 Drag and drop another application component onto the dashboard (for example, MD
PatientVisit).
10 From the menu that opens, click Use previous selection.

Selert metnics..
Select properties..

Select a view..

The Real User thumbnail view appears on the dashboard.

Next, add atable containing Synthetic transaction results.

To add Synthetic Transaction data to a custom dashboard.

1 Fromthe Datalist in the action panel, drag and drop Synthetic User Results onto the
dashboard display area.

2 From the menu that opens, select Create a table. The Create View wizard opens.
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3 On the Select Properties page, select the Show All check box.

4 Select the following properties:

» Aggregate State Severity - AlarmSeverity
» Name- String
» availability - Metric

5 Click Next.

6 On the Configure Columns page, click in the Renderer box for the availability property and
select Sparkline from thelist.

7 Optional — Click in the L abel box for the Aggregate Sate Severity property and type State.
8 Optional — Click in the Label box for the availability property and type Availability.

9 Click Next.

10 The Table Preview page loads, displaying a preview of the table you have just configured.
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If you are satisfied with the table’s appearance, click Finish.
11 On the action panel, click the General tab.
12 Click Edit page layout.
13 Reposition the data views by dragging and dropping them into place.

14 With the table view selected, you can enlarge the table by dragging the border to the desired
dimensions.

15 Click Doneto lock the views in place and continue adding views.
To add Real User data in a Geographical Perspective to the dashboard:
1 Onthe action panel, click the Data tab.
Drag and drop a Real User result (for example, MD Admin) onto the dashboard.
From the menu that opens, click Select a view.
Expand End User > Geographical Per spective > M easurements.

g A ow DN

Select Map of Users.
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6 Click Finish.

7 Drag and drop another application component onto the dashboard (for example, MD
PatientVisit).

8 From the menu that opens, click Use previous selection.

9 Onthe action panel, click the General tab.

10 Click Edit page layout.

11 Reposition the data views by dragging and dropping them into place.
Finally, add views for application and database servers.

To add application component views to the dashboard:
1 Ontheaction panel, click the Data tab.
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2 Drag and drop an application server from the JavaEE Application Serverslist (for
example, MedRecl1Serverl).

3 On the menu that opens, click Select a view.

4 Expand Application Performance Monitoring and click Application Component
Thumbnail.

5 Click Finish.

6 Drag and drop another application server onto the dashboard (for example,
MedReclServer2).

7 On the menu that opens, click Use previous selection.
8 Reposition the thumbnail views as necessary.

9 Expand Oracle Instances and drag and drop a database server instance onto the dashboard
(for example, MEDRECDB-MEDREC1).

10 On the menu that opens, click Select a view.
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11 Expand Application Performance Monitoring and click Application Component
Thumbnail.

12 Click Finish.
13 On the action panel, click the General tab.
14 On the dashboard, click Done.

The at-a-glance custom dashboard is now complete.

You can link this dashboard to the Explore icon for the service it represents on the Service
Operations Console.
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Linking a Custom Dashboard to the Explore Icon for a Service

After you have created the dashboard, you can add alink to it from the Explore icon for a service
in the SOC.

Note This features requires Foglight Management Server 5.6.4 or later.

To link a custom dashboard to the SOC:
1 Open the Service Builder. Under Dashboar ds, click Services > Service Builder.
2 Locate the servicein the Component list (for example, Medical Records).

3 Click the edit icon [ for the tier. The Edit Service Wizard opens.
On the Create Basic Information page, click thetext link beside Drilldown. A list opens.

IS

5 Locate the custom dashboard to which you want to link.
6 Click the name of the dashboard.

The list closes, and the name appears on the Create Basic Information page.
7 Click Finish.

Now, return to the SOC and click the Explore icon # for the service.
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The custom dashboard opens.
For more information about creating custom dashboards, see the Foglight User Help.
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APM Tile and View Reference

This chapter contains reference information about APM-related tiles and views. Read this chapter
to find out more details about the metrics appearing on these views.

Foglight displays monitoring datain views that group, format, and display data. The main types
are described here.

Dashboards are top-level views that contain lower-level views. The dashboards supplied with
Foglight, as well as those created by users, are accessible from the navigation panel.

Lower-level viewsin Foglight can be added to dashboards or can be accessed by drilling down
from a dashboard. They receive and display data directly from the Management Server or from
other views. Some views filter or select data that appears in other views in the same dashboard.
Some are tree views with expandable nodes for selecting servers, applications, or data.

Note If you build services for the SOC using the traditional Service Builder in Foglight (Dashboards >
Services > Service Builder), you must manually identify and select the appropriate topology
objects. The topology object names are provided here, below the image of the associated tile.

For agenera introduction to the APM tiles and detail views, see “ Overview of APM Tiles” on
page 93 and “Overview of Detail Views’ on page 115.

Monitored Domain Tiles:

Tile Icon Tile Name

Application Servers - .NET Tile
Application Servers - JavaTile

DB2 Tile

Host Tile

JMX Tile
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7

- MQ Tile
. Oracle Tile
= |
OSTTiles

 Server - Apache Monitor Tile
» Application Monitor Tile
 Log Filter Tile

* Web Monitor Tile

Pivot Tiles

Real User (APM) Tile

Real User (FxM) Tile

Sequence Tile

SQL Server Tile

Sybase Tile

(st

Synthetics Tile
e Multi-Location Synthetics Tile
« Single-Location Synthetics Tile

Virtual Hyper-V Tile

VMware Tile
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Overview of APM Tiles

Foglight APM includes atile view for each monitored domain. In order to populate thesetiles, the
appropriate Foglight cartridge must be installed and configured to monitor the domain or
component. For example, in order to view the Application Servers - Java Tile, you must install
Foglight for Java EE Technologies and configure it to monitor at least one Java application server.

The metrics displayed on atile are specific to the domain, but the overall look and functionality of
the tiles are common. For example, the following tile presents IM X data:

Alarm State Title Bar Graphical Summary

Component
Icon

Key Metric

Additional Metrics

Topology Object Name: JMXSer ver

Alarm State Theicon in the top left corner indicates the current state of alarms for the
component.

Title Bar Thettitle bar includes the component name, and the Exploreicon # . Click the

icon to open adetail view. For more information, see “ Overview of Detail Views’
on page 115.

Component Icon Each component is represented by a unique icon that provides easy, at-a-glance
recognition of the domain.

Key Metric The most important metric for the domain is displayed in the largest font, directly
below the component icon, on the |eft side of the tile. Where no one metric takes
precedence (for example, on the Host til€), the current alarms are displayed
instead.
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Graphical Summary | The right side of thetile displays a graphical summary of key metrics for the
component. For example, the IMX tile includes a health breakdown for MBeans,
asin the example above. Other domains include a chart of the key metric for the
time range selected (such as Response Time), an overall health history (color-
coded bar), or alist of session bottlenecks.

Additional Metrics | Additional metrics that are key to the component appear at the bottom of thetile.

Note The values of these metrics are always current, unless the value appears
in italics (for example, GC 0.26%). ltalicized metrics reflect the period
average instead of the current value.

Application Servers - .NET Tile

Usethe Application Servers- .NET tile to gather performance information about the state of .NET
transactions monitored by Foglight for Microsoft .NET, version 5.9.x or later.

Topology Object Name: Cust omAppl i cati onTransacti on

Description of the View

Data displayed  Hits. The number of calls served in the most recent collection interval.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

* Response Time. A plot of the request response time.
« Exceptional Exits. The number of exceptional exits recorded.

« Bottleneck. Indicates the portion of the application where requests are
experiencing slowdowns.

Note The Foglight application server monitoring solutions, Foglight for Microsoft .NET and Foglight for
Java EE Technologies, share a single tile view as of version 5.9.1. For older versions of the
Cartridge for Microsoft .NET, see the .NET Tile.
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NET Tile

Use the .NET tileto gather performance information about the state of .NET transactions
monitored by the Cartridge for Microsoft .NET, version 5.6.x or earlier.

& gatestweb 5

net

Load n.32cls
Transaction 0,35 cfs

Intemal NN 31

W L &
Mail L 3
Fermnating n 3

Top Resources
Exception  0.04 cfs

Server 0'__! gatestl1

Topology Object Name: NETAppl i cat i onl nst ance

Thistile displays the current top used external resources from the list below.

Description of the View

Data displayed

Alarms. A count of fatal, critical, and warning alarms on the host system.

The four top used external resources from the following list are displayed on the tile:
« Internal. All method calls that are not related to any other call typesin thislist.
 Database. Method calls related to databases.

* Web Svc. Method calls related to web services.

e Mail. Method calls related to sending mail.

* Remoting. Method calls related to remoting client-side resources.

* WCF. Method callsrelated to WCF client-side resources.

« Load. The average load on the .NET system.

» Transaction. The current number of transactions per second.
» Exception. The current number of exceptions per second.

» Server. The .NET server name.
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Application Servers - Java Tile

The Application Servers - Java Tile summarizes the performance of a Java EE system monitored
by Foglight for Java EE Technologies. Use thistile to gather performance information about the
state of Javatransactions.

Topology Object Name: Cust omAppl i cati onTransacti on

Note In previous releases, the topology object for the Cartridge for Java EE Technologies was
JavaEEAppSer ver.

If the application server includes Request Types in the selected time range and the server has
served at least one request in the selected time range, you can click thetitle bar to drill down to the
Application Server Detail View. If there are no request types, clicking the title bar drills down to
the server details.

Description of the View

Data displayed  Hits. The number of calls served in the most recent collection interval.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

* Response Time. A plot of the request response time.
« Exceptional Exits. The number of exceptional exits recorded.

« Bottleneck. Indicates the portion of the application where requests are
experiencing slowdowns.
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DB2 Tile

Use the DB2 tile to gather performance information about the state of DB2 transactions monitored
by Foglight for IBM DB2 LUW.

Topology Object Name: DB2_I nst ance

Description of the View

Data displayed « Number of Connections. The sum of the average number of local and remote
DB2 connections.

e Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

« Response Time. A plot of the database response time.

» Used Space. The average amount of database space used, as a percentage of the
total space available.

¢ Up Since. The date the database was last restarted.
e CPU. The average CPU usage for all DB2 agents.
« Memory. The average memory usage for all DB2 agents.
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Host Tile

The Host Tile summarizes the performance of a host system monitored by Foglight for
Infrastructure. Use thistile to gather performance information about the state of host transactions.

You can click the title bar to drill down to the Host Detail View.

Topology Object Name: Host

Note For hosts, always select the host object, regardless of whether or not the host is virtual (for
example, Hyper-V or VMware). Foglight looks for the appropriate host extensions and displays
the associated host dashboard (physical or virtual).

Description of the View

Data displayed » Alarms. A count of fatal, critical, and warning alarms on the host system.

« CPU. Anicon representing the health state of the CPU, and the CPU utilization
expressed as a percentage of the total available.

* Memory. Anicon representing the health state of the memory, and the memory
utilization expressed as a percentage of the total available.

« Network. An icon representing the health state of the network transactions, and
the network utilization expressed as a percentage of the total available.

« Sorage. Anicon representing the health state of the storage (disk space), and the
disk utilization expressed as a percentage of the total available.

« Operating System. The name of the operating system.
e Primary IP. The primary |P address for the host system.
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JMX Tile

The IMX Tile summarizes the performance of a IMX Server system monitored by the Cartridge
for IMX. Use thistile to gather performance information about the state of IMX MBean
transactions.

Topology Object Name: JMXSer ver

Description of the View

Data displayed « MBeans. The current average number of MBeans.

« MBean Health Breakdown. The current number of MBeansin each state (Normal
@, Warning 4 , Critical ¢, Fatal @), along with a color-coded bar. The length of
colored bar indicates the number of MBeans in the corresponding state compared
to the total number of MBeans.

e Free Memory. The current free VM memory, expressed as a percentage of the
total allocated.

« CPU Usage. The current average CPU usage.
« Threads. The current number of threads.

« GC. The period average garbage collection overhead expressed as a percentage for
the selected time range.
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MQ Tile

Use the MQ Tileto gather performance information about the state of queue transactions on an
MQ Queue Manager monitored by the Foglight Cartridge for IBM WebSphere MQ Server.

Topology Object Name: MQQueueManager

Description of the View

Data displayed « Number of Connections. The average number of queue manager connections.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green isthe Normal state.

* Enqueue/Dequeue. The plotted message enqueue and dequeue rates.

« Satus. The average queue status for the time range: available, unavailable, or
unknown.

« Dead L etter Queue Depth. The average depth of the dead letter (undeliverable
messages) queue.
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Oracle Tile
Use the Oracle Tile to gather performance information about the state of Oracle database
transactions monitored by Foglight for Oracle. Thistile displays the current top used resources
from the list below.

{» MEDREC1 =)

el I
L] Redo
B ]
m Other
2 eszions et
Top session battlenecks

Free Space Tt Yo of 2GR CPU 0,584 %%
Up Since apr 11, 2012 Mernory 46 %

Topology Object Name: DBO | nst ance

Description of the View

Data displayed  Sessions. The current average number of active sessions.

Top Session Bottlenecks. A breakdown of the health state of potential session
bottleneck points by severity. The four top used resources from the list below are
displayed on thetile.

« 10

« Network

« Buffer

e Lock

 Latch

* Redo

e Cluster

e CPU Usage

» CPU Wait

* Other

* Free Space. The amount of database storage space available, expressed as a
percentage of the total available.

* Up Since. The date the database was | ast restarted.
¢ CPU. The average CPU usage for all Oracle agents.
« Memory. The average memory usage for all Oracle agents.
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OS Tiles

Usethe OS Tiles to gather performance information about the state of Apache servers, application
server hosts, Log Filter agents, or web servers. The OS Tiles require the Cartridge for Operating
Systems.

Server - Apache Monitor Tile

The Apache Monitor Tile summarizes the performance of an Apache server. Use thistile to gather
performance information about the state of Apache server transactions.

Topology Object Name: ApacheSvr Agent

Description of the View

Data displayed » Alarms. A count of fatal, critical, and warning alarms on the host system.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

» Last Updated. The amount of time, in minutes, since the host information was last
updated.

* Monitored Host. The name of the monitored host, and an icon representing the
type of host.

Application Monitor Tile

The Application Monitor Tile summarizes the performance of an application server. Usethistileto
gather performance information about the state of server transactions.
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Topology Object Name: AppMoni t or Agent

Description of the View

Data displayed e Alarms. A count of fatal, critical, and warning alarms on the host system.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

 Last Updated. The amount of time, in minutes, since the host information was
updated.

« Monitored Host. The name of the monitored host, and an icon representing the
type of host.

Log Filter Tile

The Log Filter Tile summarizes the performance of an Alarm Filter agent. Use thistile to gather
performance information about the state of log filter transactions.

Topology Object Name: LogFi | t er Agent

Description of the View

Data displayed * Alarms. A count of fatal, critical, and warning alarms on the host system.
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Description of the View

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

 Last Updated. The amount of time, in minutes, since the host information was last
updated.

* Monitored Host. The name of the monitored host, and an icon representing the
type of host.

Web Monitor Tile

The Web Monitor Tile summarizes the performance of aweb server. Use thistile to gather
performance information about the state of server transactions.

Topology Object Name: WebMoni t or Agent

Description of the View

Data displayed » Alarms. A count of fatal, critical, and warning alarms on the host system.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

« Last Updated. The amount of time, in minutes, since the host information was last
updated.

« Monitored Host. The name of the monitored host, and an icon representing the
type of host.
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Pivot Tiles

The Pivot tiles display metrics from pivots defined in Foglight APM analyzers. The layout of the
tilesis common, with a unique icon representing one of four types of pivot groups: browsers,
content types, locations, and OSes.

You can click thetitle bar to drill down to Pivot Breakdown Detail View.

Description of the View

Data displayed « lcon. Indicates the type of pivots.

— Content type pivots.

" o
. — Endpoint pivots.

. — Location pivots.
|
=
. — OSpivots.
. — Web browser pivots.

« Health Breakdown. The current number of pivotsin each state (Normal @,
Warning 4, Critical ¢, Fatal &), aong with a color-coded bar. The length of
colored bar indicates the number of pivotsin the corresponding state compared to
the total number of pivots.

e Most Errors. The pivot type with the most errors. For example, for web browser
pivots, this may be Chrome, Firefox, Internet Explorer, Opera, or Mobile Device.
For alocation pivot, this metric would indicate the city and country.

* Worst Response Time. The pivot type with the longest response time.
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Real User (APM) Tile

The Real User (APM) tile shows summarized data about real user transactions captured by
Foglight APM analyzers.

Topology Object Name: EUHi t I nt er act i on

Click thetitle bar to drill down to the Real User (APM) Performance Detail View.
Description of the View

Data displayed * Requests. The total number of requests for the transaction.

e Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green isthe Normal state.

* Web Request Volume (count). A graph of the number of web requests over time.

« Performance. Thisindicator shows that performance metrics are tracking to their
historical norms. Deviations from those norms indicate an anomaly that should be
investigated.

e Errors. Thisindicator shows that errors are tracking to their historical norms.
Deviations from those norms indicate an anomaly that should be investigated.

 Last Updated. The time the metrics were last updated for this transaction.
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Real User (FxM) Tile

The Real User (FxM) tile shows summarized data about real user transactions captured by
Foglight Experience Monitor (FXM).

Topology Object Name: FxMappl i cat i onResul t

Click thetitle bar to drill down to the Real User (FXM) Performance Detail View.
Description of the View

Data displayed e Current Sessions. The total number of active end users that are currently
interacting with the monitored transaction.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

Front End. The time from when the first byte of atransaction is sent from the end
user’s browser until the time the last byte of that transaction was processed in the
browser. Thisincludes al Back End time, network time, and browser processing
time. Front End times are given over the time range period selected in the SOC.
Back End. The time from when the first byte of atransaction request is detected
on the receiving web server until the time the last byte of that transaction response
was sent out of the web server. Thisincludes all web server time, application
server time, database time, and web service call time spent behind the web server
needed to fulfill the transaction request. Back End times are given over the time
range selected.

* OLA. The current average percentage of pages that satisfy the Operation Level
Agreement (OLA), as defined by the Page Processing Time threshold.

* SLA. The current average percentage of pages that satisfy the Service Level
Agreement (SLA), as defined by the Page End-to-End Time threshold.

» Page Count. The average number of page download requests over the time range
selected.
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Description of the View

» Trace Analysis. If any counters are selected in the Real User (FxM) Performance
Detail View, thisindicator shows the highest severity alarm raised against one or
more selected counters: Normal @, Warning 4., Critical ¢, or Fatal &. If no
counters are selected, this indicator appears disabled . Thisindicator shows that
trace analysis metrics are tracking to their historical norms. Deviations from those
norms indicate an anomaly that should be investigated.

Sequence Tile

Use the Sequence Tile to review asummary of a sequence defined by a Foglight APM sequence
analyzer.

Topology Object Name: EUSequencel nt eracti on
Click thetitle bar to open the Sequences dashboard.

Description of the View

Data displayed  Percent Completed. Summarizes the number of successful completions of the
seguence as a percentage of total sequences initiated. The graph presents the same
data.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

« Inbound. The number of hits on the first event in the sequence.
« Completed. The number of successfully completed sequences.

* Most Exits. The event in the sequence with the largest number of exits. Both the
name of the event and the number of exits out of the total hits are displayed.
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SQL Server Tile

Use the SQL Server Tile to gather performance information about the state of SQL Server
database transactions monitored by Foglight for SQL Server. Thistile displaysthe current top used
resources from the list below.

Topology Object Name: DBSS_| nst ance

Description of the View

Data displayed « Connections. The current average number of active connections.

« Top Session Bottlenecks. A breakdown of the potential session bottleneck points.
The four top used resources from the list below are displayed on the tile.

«10

* Lock

* Laich

* Network

* CPU

* CPU Usage

* Memory

* CLR

* Log

* Remote Provider

* Other

« Used Space. The amount of database storage space used, expressed as a
percentage of the total available.

¢ Up Since. The date the database was | ast restarted.
¢ CPU. The average CPU usage for all SQL Server agents.
* Memory. The average memory usage for all SQL Server agents.
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Sybase Tile

Use the Sybase Tile to gather performance information about the state of Sybase database
transactions monitored by Foglight for Sybase.

Topology Object Name: Sybase_MDAAgent

Description of the View

Data displayed « Connections. The current average number of active connections.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

« Response Time. The time elapsed during database access, plotted over time.

» Used Space. The amount of database storage space used, expressed as a
percentage of the total available.

¢ Up Since. The date the database was last restarted.
e CPU. The average CPU usage for all Sybase agents.
« Memory. The average memory usage for all Sybase agents.
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Synthetics Tile

The Multi-Location and Single-Location Synthetics Tiles tile show summarized data about user
transactions captured by Foglight Transaction Recorder (FTR).

Multi-Location Synthetics Tile

The Multi-Location Synthetics Tiles summarizes the performance of a synthetic transaction from
multiple locations. Usethistile to gather performance information about the overall state of rolled
up locations.

Topology Object Name: FTRResul t
Click thetitle bar to drill down to the Synthetic User Performance Detail View.

Description of the View

Data displayed « Locations. The current number of agent locations.

 Location Health Breakdown. The current number of locations in each state
(Norma &, Warning 4., Critical ¢, Fatal &), along with a color-coded bar. The
length of colored bar indicates the number of locationsin the corresponding state
compared to the total number of locations.

« Worst Location. The location of the Foglight Transaction Player Intelligent Agent
with the worst period average success rates.

« Best Location. The location of the Foglight Transaction Player Intelligent Agent
with the best period average success rates.

Note Best and Worst Location are always displayed, even when all locations are
100% operational.
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Single-Location Synthetics Tile

The single-location Synthetics tile displays a summary of a synthetic transaction from asingle
location.

Topology Object Name: FTRResul t
Click thetitle bar to drill down to the Synthetic Result Detail View.

Description of the View

Data displayed « Executions. The number of times the script executed over the time range selected.

e Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

* Response Time. The average script execution time over the time range selected.
The red dashed line indi cates the response time threshol d. The background shading
of the chart represents the status. Green shading indicates that the response timeis
currently good.

* Availability. The period average percentage of time the serviceis available.

* Met. The period average percentage of time the service met its required Service
Level Agreement for the expected response time.

« Latest. The most recent time the script executed.

« Agent Satus. An icon indicating the current state of the FTR agent; Normal @,
Warning 4, Critical ¢, or Fatal &.




Foglight APM: User Guide 113
Chapter 10—APM Tile and View Reference

Virtual Hyper-V Tile

Use the Hyper-V Tile to gather performance information about the state of virtual Hyper-V
transactions monitored by the Cartridge for Hyper-V.

Topology Object Name: Host

Note For hosts, always select the host object, regardless of whether or not the host is virtual (for
example, HyperV or VMware). Foglight looks for the appropriate host extensions and displays
the associated host dashboard (physical or virtual).

Description of the View

Data displayed « Alarms. A count of fatal, critical, and warning alarms on the virtual Hyper-V
instance.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

* CPU. The average CPU usage for the virtual system.

« Network. The average network transfer rate for the virtual machine.
e Sorage. The average disk transfer rate for the virtual machine.

* Operating System. The name of the operating system.

* |P Address. The primary |P address for the virtual machine.
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VMware Tile

Use the VMware Tile to gather performance information about the state of a virtual machine
monitored by the Cartridge for VMware.

Topology Object Name: Host

Note For hosts, always select the host object, regardless of whether or not the host is virtual (for
example, HyperV or VMware). Foglight looks for the appropriate host extensions and displays
the associated host dashboard (physical or virtual).

Click thetitle bar to drill down to the Virtual Machine Detail View.

Description of the View

Data displayed « CPU Ready. The percentage of time that the virtual machine has spent waiting in
the queue, ready to be scheduled on a CPU. Anincrease in this value indicates that
the virtual machine is spending more time waiting and could be short on resources.

« Health History Bar. The color-coded bar represents the alarm state of the
monitored component over the time range selected in the SOC. The color of the
bar changes depending on the alarm state. Red indicates a Fatal state, orange
indicates Critical, yellow means Warning, and green is the Normal state.

e CPU. The current amount of CPU resources used by the virtual machine,
expressed as a percentage.

« Memory. The current amount of memory used by the virtual machine, expressed
as a percentage.

* Network. The current network transfer rate for the virtual machine.
* Storage. The current disk transfer rate for the virtual machine.

* Operating System. The name of the operating system.

« |P Address. The primary |P address for the virtual machine.
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Overview of Detall Views

Detail views are drill down views accessible from some tile views.
For more information about a specific view, see:

« “Application Server Detail View” on page 115

* “Host Detail View” on page 116

« “Pivot Breakdown Detail View” on page 117

* “Real User (APM) Performance Detail View” on page 118

» “Real User (FxM) Performance Detail View” on page 122

» “Synthetic User Performance Detail View” on page 127

* “Virtual Machine Detail View” on page 127

Application Server Detail View

The Application Server detail view provides alist of Request Types, aswell as server information
for the selected application server.

The Request Typestab lists the following information for each request type: request name,
response time, bottleneck location (based on the most time-consuming tier of arequest), calls
completed, callsincomplete, call exceptions, and number of traces.

The chart shows the tier breakdown for the selected request.

The information presented on the Server I nfo tab depends on the type of application server
selected: JBoss, OracleAS, Tomcat, WebSphere, or WebL ogic.
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Next Steps:
e Todrill down for detailed information about a selected request, click Request Details.

Host Detail View

The Host detail view provides high-level host health, and tiles for any application components
running on the selected host.

The banner shows host metricsif the host is monitored. Click M ore Details to see the performance
details for the host.

If the host is not monitored, then:

 If the host is not part of a Federated environment, and the Foglight Cartridge for
Infrastructure isinstalled, click Add OS Monitor to configure host monitoring. For
information, see the Managing the Infrastructure Cartridge User and Reference Guide.

 If the host is a Federation Master, the banner shows a message indicating that the host is not
monitored.

 If the host is not part of a Federated environment, and the Cartridge for Infrastructure is not
installed, the banner shows a message indicating that the Cartridge for Infrastructureis
required for host monitoring.



Foglight APM: User Guide 117
Chapter 10—APM Tile and View Reference

Pivot Breakdown Detail View

The Pivot Breakdown detail view provides atile for each pivot type that isincluded in the pivot
roll up tile you clicked. For example, for aweb browser pivot roll up tile, the breakdown detail

view can includetilesfor each of the following browser types. Chrome, Firefox, Internet Explorer,
Mobile Devices, and Opera.

Each tile displays: requests, request volume, overall health, performance and error status, and the
last updated time. For more information, see “Pivot Tiles” on page 105.

From here you can:

» Click thetitle bar of any single pivot tilein this view to open a Hits and Pages Tabs view.
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Real User (APM) Performance Detail View

The Real User (APM) Performance detail view provides detailed metrics for a single location real
user transaction, including average response times, response time breakdowns, application
infrastructure, and more.

To access this view, click the title bar of aReal User (APM) Tile, or from the Geographical
Perspectives dashboard, click Transaction Detail for an APM transaction.

Hits and Pages Tabs

The Hits tab and the Pages tab provide a summary of key metrics such as average response time,
service level attainment, request volume, and errors.

From here you can:
« Click Find Related Hits to open the Search Hits page.

» Click Advanced Find to open alist from which you can select a specific type of search.
Choose from hits with: back end violations, end to end violations, or errors. The Hit Search
runs with your selected criteria. Any results are returned on the Search Hits page.

Note If you have opened the Pages tab and you click Advanced Find, the drill down options are
limited to captured pages.
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Response Time Breakdown Tab

The Response Time Breakdown tab displays a component-level breakdown of transaction
execution times for the selected end user transaction group.

Note The Response Time Breakdown Tab is visible only when Foglight for Java EE Technologies
(version 5.8.2 or later), or Foglight for Microsoft .NET (version 5.9.1 or later) is installed and
configured on your Management Server.

From here you can:
e Click ExploreErrors.
» Click Explore Breakdowns.
» Click acomponent icon to open the historical execution time chart. For example:
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This chart provides a comparison of the average execution time for the selected component
(in blue), overlaid on the total average execution time for the transaction (in grey). The
vertical blue bar on the chart indicates the current timeslice.

Tip If you click a datasource component icon, the details view also includes a Map to
Application Component button.

Click More Details to drill down to adetailed view of the selected application component.
For example, from an application server component, you can access the Java application
server details view.

Application Infrastructure Tab

The Application Infrastructure tab includes a summary tile for each application component
included in the transaction (for example, application servers, hosts, and databases).
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From here you can:

» Click thetitle bar of any application component tile to drill down to a detail view for that
component type. For example, drilling down on aWebL ogic Server tile opens the
Application Server Detail View.

» Add monitoring to an unmonitored host. If ahost tile displays the message “ ThisHost Is Not
Currently Being Monitored,” click thetitle bar to open aHost Detail View, where you can
add host monitoring.

Related Infrastructure Tab

The Related Infrastructure tab displays alist of related infrastructure components, such as NMS
devices, virtual machines (VMs) and ESX servers, and devices managed by Foglight™ for Storage
Management.
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From here you can:
» Click on adevice nameto drill down to aview for that device type. For example:

Icon Component Type Drill-down view

—_ I Switch or Router A pop-up summary view that shows key metrics such

o= o= (Managed NM S devices) astransfer rate, network and CPU utilization, memory
usage, and packet rates.

5 VMware Datastore VMware Explorer > Datastore Performance view.

= SanLun _ Storage Manager topology view.

o (Managed storage device)

Real User (FxM) Performance Detail View

The Real User (FxM) Performance detail view provides detailed metrics for a single location real
user transaction, including time spent in front-end and back-end, SLA and OLA attainment, page
reguest volume, and more.

To access this view, click thetitle bar of a Real User (FxM) Tile, or from the Geographical
Perspectives dashboard, click Transaction Detail for an FxM transaction.

Performance Tab
The Performance tab displays charts of performance metrics and trace analysis information.
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From here, you can:
» Click aTrace Analysis chart to drill down to the datain Foglight Experience Viewer (FxV).

« Click Edit Trace Analysis Associationsto view and edit the state of the available counters
that represent statistics for the monitored application. Select one or more of the available
countersin the Edit Trace Analysis Associations dialog box to display their statisticsin the
Real User Performance detail view, under Trace Analysis.

Edit Trace Analysis Assaciations X
Search £- 5
Tarne Curr...
[ Java MOW Proccess Request Cou @ nja " 3
Get General Ledger Motices
[~ et General Ledger Motices Ervors @ nja
MO 1P atientyisit
[~ MD1 Patient Yisits & nfa
[T MO Patient Yisits Over 7 Second: & nfa
[~ MD1PatientVisit Hits Over 7 Sec & nfa
[V MD1PatientVisic Hits Over 7 Secor @& nfa M—
[ MD1Patientvisic Hits & nfa -
MO 1PatientProfile -
Save | Cancel |
Note This is only possible if your monitoring environment includes an FxV Appliance and the

Cartridge for FxV is installed on the Management Server.

» Click View Recent URL s to drill down to the Foglight Experience Monitor (FXM) views
and data.

e Click View in End User Explorer to see the application statistics in the End User Explorer
dashboard. For more information about this dashboard, see the Managing the Cartridge for
FxM User and Reference Guide.

Response Time Breakdown Tab

The Response Time Breakdown tab displays a component-level breakdown of transaction
execution times for the selected end user transaction group.

Note The Response Time Breakdown Tab is visible only when Foglight for Java EE Technologies
(version 5.8.2 or later), or Foglight for Microsoft .NET (version 5.9.1 or later) is installed and
configured on your Management Server.




Foglight APM: User Guide 124
Chapter 10—APM Tile and View Reference

From here you can:
» Click Associate Hit Filter Mappings.
» Click Explore Breakdowns.
» Click acomponent icon to open the historical execution time chart. For example:

This chart provides a comparison of the average execution time for the selected component
(in blue), overlaid on the total average execution time for the transaction (in grey). The
vertical blue bar on the chart indicates the current timeslice.

Tip If you click a datasource component icon, the details view also includes a Map to
Application Component button.

Click More Details to drill down to adetailed view of the selected application component.
For example, from an application server component, you can access the Java application
server details view.
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SLA Violators Tab

The SLA Violators tab provides a map view that helps you determine if your SLA violations are
geographic in nature.

Note This view is only available if the specific application has been configured for mapping.

Hover the cursor over alocation indicator to view a graph of the servicelevel performance for that
location.

Click alocation indicator to open the Location Detail view for that location. For more information,
see “Viewing Real User Activity from a Geographical Perspective” on page 20.
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Click More Detailson the SLA Violatorstab to open the Geographical Perspective dashboard. For
more information, see “Viewing Real User Activity from a Geographical Perspective’ on page 20.

Synthetic Result Detail View

The Synthetic Result detail view provides detailed metrics for a single location synthetic
transaction, including health, response time, and a summary of executions.

Synthetic Result Ox

¢ MD1PatientProfile (New York)

a
03:20 05:40 06:00 06:20 06:40 07:00 07:20 07:40 0E:00 08:20 08:40 0900

———Response Time| Min / Max

Surnrnary

Total of &3 executions made From 4/17/12 4:58 &M bo 4/17/12 9:07 AM
There are 12 instructions in 4 transactions.

Inteligent Lgent (ftr2host)

Health: @ Alarms:

Synthetic Result Detail |

Description of the View

Data displayed Health History Bar. The color-coded bar represents the alarm state of the monitored
component over the time range selected in the SOC. The color of the bar changes
depending on the alarm state. Red indicates a Fatal state, orange indicates Critical,
yellow means Warning, and green is the Normal state.

* Response Time. A chart of the response time for the transaction. The shaded
background

« Summary. Provides the total number of executions over the given time range, and
the number of instructions for transaction.

* Health. Thisicon indicates the transactions overall health status.

¢ Alarms. Indicates how many of each type of alarm (Fatal, Critical, Warning)
occurred in the selected time range.
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From here, you can:

» Click Synthetic Result Detail to see the script execution statistics in the End User Explorer
dashboard. For more information about this dashboard, see the Foglight Transaction Player
User and Reference Guide.

Synthetic User Performance Detail View

The Synthetic User Performance detail view provides a container view of resultsfrom all locations
for a selected synthetic transaction. Each location is displayed in asingletile view that provides
the same information as the Single-Location Synthetics Tile.

Synthetic User Performance Ox
.5 MD1PatientProfile (Multi-Location)

Display Options Search Location L
& MD1PatientProfile (Los Angeles) &) & MD1PatientProfile (Mew York) &

(|
(|

B2 erecutions | B3 eracutions

Response Time Response Time
Avvailabilicy  FI % Latest 3 minukes ago Avvailabilivy  FOF 9% Latest = 1 minuke ago
et JO0 %% Agent Status @ Iet F&8 %5 Agent Status @

& MD1PatientProfile (Sydney) 5

(st

83 erecutions

Response Time

Availabilivy  F8? %% Latest <= 1 minute ago
et FO2 %  Agent Status @

Showing 3 locakions for Transaction MD1PatientProfile

Click thetitle bar of any tile to drill down to the Synthetic Result Detail View for that |ocation.

Virtual Machine Detail View

The Virtual Machine (VM) detail view provides high-level performance metrics for both the
currently selected VM and for its host ESX Server, and tiles for any application components
running on the selected VM.
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From here, you can:

» Click the ESX: <hostname> tab to access the ESX Server Detail View.
» Click MoreDetails (not shown, located at the bottom right corner of the view) to drill down

to avmExplorer view.

» Click thetitle bar of an application component tile to open the detail view for that

component.

ESX Server Detail View

This tab displays the CPU, Memory, Network, and Disk utilization for the <hostname> from the
perspective of the ESX server. The lower part of the tab displays the top resource consumers for
this host. From this tab you can navigate to the vmExplorer dashboard by clicking M or e Details.
This dashboard allows you to further investigate the performance of the selected ESX host.
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From here, you can:

e Click More Detailsto drill down to avmExplorer view.

Topology Object Name Reference Table

The following table provides the domain and topology object names you need to use to ensure the
tiles appear correctly for amanually built service:

Domain Topology Object

.NET .NETApplicationlnstance
Apache ApacheSvrAgent

AppMonitor AppMonitorAgent

APM Appliance (hits) EUHitInteraction

APM Appliance (sequences) EUSequencel nteraction
Custom Application Transactions CustomA pplicationTransaction
(Java EE and .NET)
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Domain Topology Object
DB2 DB2_Instance

FTR FTRResult

FxM FxM A pplicationResult
Host® Host

Java EE Technologies JavaEEA ppServer
JMX IMXServer

Log Filter LogFilterAgent

MQ Series MQQueueManager
Oracle DBO_Instance

SQL Server DBSS Instance
Sybase Sybase MDAAgent
WebM onitor WebM onitorAgent

1 For hosts, always select the host object, regardless of whether or not the host is virtual (for example,
HyperV or VMware). Foglight looks for the appropriate host extensions and displays the associated host

dashboard (physical or virtual).

Note The list of available topology objects is current as of this release. Additional cartridges may add
additional relevant objects in future releases.
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