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A
s enterprises consolidate their IT 

infrastructures through virtualization, 

data protection and disaster recovery 

have become increasingly important 

to maintain business continuity. However, explosive 

data growth and intensified IT complexity complicate 

the data protection landscape. At the same time, IT 

professionals are being pressed to meet increasingly 

aggressive recovery time objectives (RTOs) and 

recovery point objectives (RPOs). 

Although traditional backup and archiving 

methods—such as backup to tape, disk on-site, or 

disk off-site—are essential for last-resort and long-

term data retention, they can be too complicated, 

slow, and costly to effectively meet modern 

business-continuity demands. For example, 

traditional backup methods are not ideal for 

addressing certain operational recovery problems, 

such as deleted or corrupted files. Also, traditional 

backup methods are not designed to provide 
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rapid recovery in the event of a disaster.  

To augment traditional backup processes 

and enhance data protection, organizations 

can benefit from the built-in software 

features and host-based tools of their 

primary storage systems.

Dell EqualLogic storage platforms 

include a comprehensive set of data 

protection capabilities that help 

administrators meet operational and 

disaster recovery requirements at both 

local and remote sites (see Figure 1). For 

example, local data protection capabilities, 

such as application-aware, point-in-time 

snapshots, aid in recovery from operational 

mishaps. Additionally, robust, flexible 

remote data protection capabilities, 

such as synchronous and asynchronous 

replication, help organizations rapidly 

recover and maintain business continuity 

in the event of a disaster. Moreover, 

EqualLogic storage provides integration 

points with several traditional backup 

approaches that facilitate long-term data 

protection and archiving. These flexible, 

scalable data protection capabilities are 

designed to be easy to deploy and manage 

and are included at no additional charge 

with EqualLogic storage. 

Rapid operational recovery  

through snapshots

Data can be lost through mishaps such 

as accidentally deleted files or corrupted 

data volumes. Relying on off-site replicas 

or tape backups as sources for recovery in 

these cases can be costly, complex, and 

time-consuming.

To facilitate fast operational data 

protection and recovery, EqualLogic storage 

includes built-in snapshot capabilities for 

both block- and file-level data. EqualLogic 

snapshots are logical, point-in-time copies 

of a source volume or file system, created 

while avoiding disruption to the host. 

Because they use disk space only to 

preserve changes in the data, EqualLogic 

snapshots are space-efficient.

Snapshots can be created on demand—

for example, to preserve a known good 

copy before an upgrade—or on a schedule 

for ongoing daily or hourly protection. 

Frequent recovery points enabled by 

EqualLogic snapshots, combined with fast 

restore capabilities, help organizations meet 

stringent RPOs and RTOs.

For example, consider a use case where 

an end user accidentally deletes a file stored 

on a unified storage system comprising 

an EqualLogic FS Series scale-out network 

attached storage (NAS) appliance and 

EqualLogic PS Series storage area network 

(SAN) arrays. Administrators can configure 

the EqualLogic FS Series appliance to 

create logical, point-in-time snapshots 

of a NAS container. In this case, the file 

system–level snapshot capability of the 

appliance enables the end user to quickly 

recover the accidentally deleted file. The 

end user simply accesses the properties of 

the folder that contained the deleted file, 

finds the deleted file, and copies it into the 

current folder. 

Administrators can also use snapshots 

to recover lost data quickly at the volume 

level. For instance, if a volume stored on 

an EqualLogic PS Series SAN is corrupted, 

administrators can easily select the desired 

point-in-time snapshot to restore a last 

known good copy of the volume. The 

minimal time required to restore the volume 

from the selected snapshot and remount 

the production volume helps preserve 

business continuity and availability. 

Corruption also can occur at the 

application level. To help protect application 

data and virtual machines in Microsoft®, 

VMware®, and Linux® environments, 

administrators can use Auto-Snapshot 

Manager. Auto-Snapshot Manager is a data 

management tool designed to create point-

in-time, application-aware Smart Copy 

snapshots, which provide the basis for fast, 

efficient restore operations. 

For example, Auto-Snapshot Manager/

Microsoft Edition (ASM/ME) enables an 

administrator to quickly restore a Microsoft 

SQL Server® database in the event of 

corruption during a typical maintenance 

operation such as a patch install. Because 

ASM/ME was used to protect the SQL 

Server database, the administrator can 

simply go to the ASM/ME interface and  

choose from three recovery options—

Figure 1. Minimizing data loss through local and remote data protection
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restore selected database, restore all,  

or restore all as new—to quickly and  

flexibly recover the corrupted database.

EqualLogic snapshots also enhance the 

performance and efficiency of enterprise 

backup operations. Snapshots—instead of 

source volumes—can be used as backup 

sources, helping reduce or eliminate 

the load on source applications and 

hosts during backup operations, as well 

as potentially decrease the amount of 

backup data traveling over the network. 

Also, through integration with many 

enterprise backup applications, snapshots 

can be created, mounted, and copied by 

a backup server to a backup device, such 

as a deduplication appliance and/or a tape 

library, while avoiding host disruption.

High availability and robust disaster 

recovery through replication 

Although snapshots are excellent for 

supporting local operational recovery, 

organizations must also plan to maintain 

business continuity and prevent data 

loss during systemwide disruption from 

disasters, planned outages, and other 

events. Replication—creating a copy of 

data on another storage system that may 

be at a different location—is a strategy 

that helps ensure data availability in the 

event of such disruptions. To facilitate data 

recovery and business continuity during 

planned or unplanned outages, EqualLogic 

PS Series arrays include both synchronous 

and asynchronous replication capabilities. 

(For more information, see the sidebar, 

“Enhancing remote data protection.”)

The built-in EqualLogic Synchronous 

Replication (SyncRep) feature is designed 

to simultaneously write volume data 

across two different storage pools in 

the same EqualLogic PS Series group, 

resulting in two hardware-independent 

copies of volume data. In this type of 

replication, acknowledgement is sent 

back to the host only after the write 

operation has been completed at both 

the active and alternate sites, which 

enables data to remain current in both 

locations. Because of the simultaneous 

write process, SyncRep requires fast 

connectivity between the storage pools—

making it well suited for sites that are not 

significantly geographically disparate, 

such as within the same campus. Also, 

best practices recommend that the same 

level of performance is available in both 

storage pools, since the writes need  

to be acknowledged.

For example, SyncRep enables 

organizations to protect mission-critical 

application data within a data center or a 

campus environment by synchronously 

writing data changes to two storage pools 

that are located in two different buildings 

(see Figure 2). If one storage pool is not 

available because of a power failure or 

other resource outage, end users can still 

access volume data from the other pool 

and business can continue as usual.

EqualLogic PS Series arrays also 

include Auto-Replication, an asynchronous 

replication capability designed to provide 

point-in-time replication of selected 

volumes to a remote site over an extended 

physical distance. Auto-Replication 

supports both one-to-many and many-

to-one replication, which is useful for 

organizations with multiple remote sites. 

Moreover, because Auto-Replication can 

be configured in a bidirectional topology, 

each site can host source and destination 

volumes, enabling an active-active data 

center configuration. 

Auto-Replication provides flexibility 

and cost-efficiency by allowing 

organizations to replicate between 

heterogeneous EqualLogic storage 

array models. With Auto-Replication, 

the first replication process is designed 

to transfer all of the volume data. For 

subsequent replicas, only data that has 

changed is transferred. By replicating only 

incremental changes, Auto-Replication 

minimizes network traffic, helping 

boost performance and reducing costs 

associated with downtime and the lease 

of WAN lines. 

Additionally, Auto-Replication  

provides incremental data synchronization  

between primary and secondary replicas. 

Scheduled replication events are designed 

to update the secondary copy with all 

changes made to the primary copy since 

the last replication event. As a result,  
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Figure 2. Using SyncRep for campus disaster recovery
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Auto-Replication maintains replicas at  

different points in time, adding granularity  

to recovery options.

In a typical scenario, block data is replicated 

from a primary site over a wide area network 

(WAN) to a disaster recovery site using Auto-

Replication. If the primary site goes down, 

administrators can fail over to the replicated 

volume and continue production from the 

disaster recovery site. Once the primary site  

is recovered, it can resume as the production 

site. With Auto-Replication, data loss is limited  

to the last incremental replica.

For organizations using unified storage 

systems, EqualLogic FS Series appliances support 

asynchronous NAS replication, which enables 

administrators to maintain an up-to-date copy 

of their file system in a second location that is 

ready to go live. In NAS replication, a file system–

consistent copy of a NAS container is replicated 

from one NAS cluster to another at a local or 

remote peer location. NAS replication uses point-

in-time snapshots to replicate only the changed 

blocks, minimizing network utilization. In addition 

to file data, NAS configurations such as volumes 

and exports are replicated, helping reduce 

administrative burden and maintain continuous 

access to data in case of disaster.

A platform for business continuity 

As IT complexity increases and data 

recovery options abound, enterprises must 

carefully match data protection strategies to 

organizational requirements, such as RTOs and 

RPOs.1 From rapid, local operational recovery 

to robust, remote disaster recovery, EqualLogic 

storage is designed to deliver comprehensive 

data protection capabilities that facilitate the 

protection and recovery of critical data—from 

applications to virtual machines to the data 

center itself. 

For further data protection, other Dell storage 

platforms provide archive and backup capabilities. 

For example, object-based archiving with the Dell 

DX Object Storage Platform delivers scalable, 

cost-effective storage for long-term retention. 

And space-optimized Dell DR4000 disk-based 

deduplication appliances support backup-to-disk 

strategies that help simplify standard backup 

processes. Finally, Dell cloud-based data protection 

services are designed to provide secure, reliable, 

and easy-to-use backup and archive options. 

Organizations can leverage storage in the cloud 

to help save time and expense and easily scale as 

needed. In all, Dell storage enables organizations 

to put the right data in the right place at the right 

time—for the right cost.
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Enhancing remote data protection
Dell EqualLogic firmware version 6 introduces expanded options 

for data protection with Synchronous Replication (SyncRep), which 

helps deliver real-time protection of mission-critical data within 

a campus environment. Using this capability, administrators can 

synchronously replicate selected volumes across two different 

storage pools within an EqualLogic PS Series group.

SyncRep is designed to allow pool access to be switched with 

limited to no data loss, contributing to high availability. Moreover, 

SyncRep enables fast data recovery in case of an outage or system 

failure and is highly desirable for applications with short recovery 

time objectives (RTOs) and recovery point objectives (RPOs).

Dell Fluid File System version 2 adds support for 

asynchronous NAS replication to EqualLogic FS Series 

appliances. NAS replication is the process of duplicating NAS 

data to a local or remote NAS device. After the first full  

replication, only changes are replicated, helping boost  

the speed and efficiency of the process and reduce  

network bandwidth requirements. NAS replication is 

designed to create a complete, stand-alone, and up-to-date 

copy of the source volume that can be used for disaster 

recovery, fast backup and restore, remote data access,  

and online data migration.

1 For more information about RPO and RTO, see “Optimizing the replication environment for speed and reliability,” by Magi Kapoor and Mike Kosacek, in 
Dell Power Solutions, 2011 Issue 2, qrs.ly/6c2kl3a.
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