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S
oftware innovations are  

enabling enterprises of every size, 

across every industry, to envision 

opportunities that stretch the 

limits of our imagination. Software has 

made giant strides in managing and 

securing both traditional on-premises and 

cloud-based computing environments, 

interacting with Web-based business 

applications, and converting business data 

into actionable insights.

Still, according to John Swainson, 

president of the new Dell Software  

Group, many technology solutions  

today are far too complex and  

inefficient to deliver on their full  

potential. And what is Dell planning to  

do about that? Swainson recently sat 

down with Dell Power Solutions  

Editor-in-Chief Tom Kolnowski for a 

candid conversation about how the 

company intends to leverage key software 

acquisitions, organic development,  

and integration with hardware and 

services to heighten business value and 

enrich the customer experience. 

What is your vision for the Dell 

Software Group?

Software has become increasingly 

important to Dell, and it plays a significant 

role in the company’s transformation from 

one of the best providers of standards-

based hardware to becoming the best 

provider of end-to-end, standards-

based solutions. If you look at our Dell™ 

Compellent™ or Dell EqualLogic™ storage—

and a lot of the work we’re doing elsewhere 

in our server, networking, and storage 

groups—a great deal of incremental value 

is brought by software. So, creating the 

Dell Software Group was really a natural 

progression, to build out a comprehensive, 

state-of-the-art portfolio that complements 

our hardware and services offerings and 

delivers more value to customers. 

While systems and networks are in some 

ways getting simpler, the deployment of 

these systems is becoming more complex 

every day, especially with the introduction 

of virtual machine architectures and cloud 

computing. Software is the essential glue 

to tie all these pieces together to create 

an IT environment that is easy to manage 

and highly secure. That is where the Dell 

Software Group fits in. We are steadfastly 

building a portfolio that enhances business 

value and customer experience and also 

expands our opportunities to provide a highly 

differentiated and competitive solution. 

Take, for example, the work we are doing 

with our storage group. We are working closely 
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with them on ways to help organizations ensure data protection, 

backup, and recovery of their on-premises Dell Compellent or 

EqualLogic or other vendors’ storage arrays, while helping ensure these 

storage systems remain safe, secure, and easy to use. We are also 

collaborating with our Dell Services team on exploring how to create an 

environment that supports private clouds and provides the unique 

capabilities organizations need to manage them effectively. At the same 

time, we are providing Dell technology that gives customers the option 

to choose whether to support workloads in a private cloud environment 

or in a public cloud environment.

In the mobile arena, we are working with Dell’s End-User 

Computing team to find innovative ways to manage the influx of 

mobile devices, including smartphones, laptops, and tablets. These 

device management advances enable our customers to allow their 

employees to bring personal handheld devices into the workplace, 

and integrate them into the organization’s IT environment in a safe and 

secure way. In each of these examples, we are continually looking for 

fresh ways to create the best customer solution possible by adding 

incremental value to our hardware and software offerings.

What role does the Quest acquisition play in the overall 

scheme of things? 

In many ways, Quest Software was the perfect acquisition for 

Dell. With its focus on market-leading platforms including the 

Microsoft® Windows® OS, its cross-vertical worldwide customer 

base, and wide range of security and data management 

technologies, Quest could not have been a better fit, strategically. 

The Quest Software acquisition also brought us critical mass. 

It allowed us to grow the Dell Software Group to more than 

6,000 employees, which gives us instant expertise in the areas of 

engineering, sales, and marketing. 

In addition to a highly aligned customer set and product line, 

the acquisition delivered a very talented and experienced set of 

seasoned software engineers who have been developing software 

their entire careers. They readily embraced the notion of being the 

John Swainson
President, Dell Software Group

Balancing act
Easy access. Tight security. Intensifying requirements 

to heighten both productivity and protection for the 

anytime, anywhere workplace are creating a whole 

new set of IT headaches. For example, added layers of 

authentication can enhance system security. But, it’s a 

balancing act. When security measures lead to a severe 

drop in accessibility, workers start taking risks. They 

write down their passwords where others can see them. 

They leave their systems unattended to avoid the hassle 

of logging in and out. Dell’s security consultants help 

organizations determine the most appropriate level of 

security to protect their enterprise assets. 

Of course, security threats do not always enter 

through the front door. Sometimes internal users create 

breaches, so organizations need an effective way to 

monitor the information everyone is accessing on a 

system, including trusted system administrators and 

privileged end users. This coverage helps determine 

whether the problem is internal or external—for example, 

coming in through a supplier or some other unexpected 

source. Dell SecureWorks network and managed 

security services are designed to watch over the entire IT 

environment, looking for anomalous patterns of behavior 

that may signal a security breach.
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anchor tenants inside Dell Software Group, and they are helping 

us to drive innovation and accelerate results for customers.

The acquisition also brought an advanced set of business 

systems that are designed specifically for the software industry. 

Quest Software provided an order-to-cash system, a support 

system, an electronic distribution system, and a license 

management system—all woven together in a rich IT infrastructure. 

Through Quest, we acquired more than 100,000 customers and 

5,000 channel partners, all of which represent a prime opportunity 

to demonstrate the value of Dell software products and services. 

Can software evolve to make the cloud more accessible? 

My vision for the cloud is an intelligent technology that organizations 

can literally just plug into without the need for excessive 

configuration, security measures, and other manual interventions. 

All of these things need to be automated and policy-based, but 

making this vision a reality will take a lot of invention, systems 

work, and integration. But, that’s the direction we need to take  

if cloud computing is to achieve its full potential. 

Cloud environments today, in general, are far too siloed, 

complex, and inefficient to really deliver on their full potential. 

But as we move forward in time, the cloud can become so much 

easier to use and so much more automated than it is today. We 

want to give customers the best of both worlds—on-premises 

access to resources when they want it and access to the public 

cloud when they need it—seamlessly. 

How do key pieces in the Dell portfolio come together 

for security solutions? 

In the past, security meant having big firewalls around data centers 

with very limited access. The Internet changed all that to a certain 

degree, and cloud computing has changed it to an even greater 

extent. Now security needs to be everywhere, and people need the 

right set of tools to compute with confidence. There are, however, 

lots of elements to security. Because we cannot provide all of those 

elements ourselves, we are partnering with leading-edge security 

vendors such as McAfee and Microsoft to create a comprehensive 

security experience.

Right now, our particular focus is on securing the pieces in the 

middle of the security equation. How can we secure data center 

access through a firewall? That’s Dell SonicWALL™ software. How 

can we secure access to applications and databases? That’s where 

Beyond BYOD   
Studies show that within the next five years, there are going to 

be almost 20 billion connected devices. Even more mind-

boggling than that statistic is the amount of information these 

devices will be able to generate about the user, what the user is 

doing, and where the user is located. 

All of this data has the potential to be enormously 

valuable. But it has to be managed. It has to be collected. 

And it has to be protected. In turn, those requirements 

create a need for tools that can manage all kinds of 

interconnected devices as they enter the mobile pantheon. 

These devices range from laptops, tablets, and mobile 

phones to units that have not yet been invented—perhaps 

devices resembling wristwatches or electronic wristbands. 

In the future, companies will need to know what these 

devices are doing, what their current state is, whether 

they are secure, and whether they can be trusted inside 

the workplace. As a result, we are now facing a much 

broader set of management challenges than we have ever 

witnessed before. 
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the Quest™ identity and access management 

solutions come in. How can we measure and 

monitor all of these parts to build confidence 

that security has not been breached? Dell 

SecureWorks provides security monitoring 

and risk remediation services. And finally, 

how can we enforce security policies on 

the endpoints of the data environment? 

Dell AppAssure™ and Dell KACE™ software 

address that area. Dell Software is all about 

making sure that the right people get access 

to the right data, and that the wrong people 

do not get access. Risk management and 

secure access to information are at the core 

of all of these solutions. 

It’s a big, complicated world out there. 

A threat environment that once comprised 

casual hackers has evolved into a complex 

landscape of advanced persistent threats—

including industrialized espionage, or 

cyber-espionage—in many places around 

the world. One important aspect of Dell’s 

comprehensive approach to security is 

the SonicWALL consulting service, which 

helps organizations safeguard their valuable 

data and protect the productivity of their 

workforce. (See the sidebar, “Balancing act.”)

Also, by partnering with leading-edge 

security vendors, we can provide customers 

with access to best-of-breed security 

capabilities that help mitigate risk. And, we 

will keep evolving solutions through both 

acquisitions and organic development to 

make sure we continue to stay ahead of 

today’s ever-changing threat environment.

Any efforts underway to bring the 

benefits of big data analytics into  

the mainstream? 

Historically, big data has been the 

domain of large enterprises because 

of the big expenses associated with it. 

But that’s not the only reason. Big data 

can be hard to use; it requires data 

scientists with advanced degrees and 

skill sets; hardware is often proprietary 

and quite costly; and the data itself can 

be difficult to assemble and access. But 

those factors are all starting to change. 

Business data is becoming much more 

available than it had been previously. In 

turn, businesses are coming to realize 

they have to understand this data 

and leverage information about their 

customers, markets, buying patterns, 

and trends if they are to be as efficient 

as their competitors. That realization is 

neither a small company statement nor 

a big company statement—it is an every 

company statement.

Now that there is a need to bring 

the power of big data and analytics to 

a broader set of business users, the 

question becomes, “How do we empower 

those users while the technology is 

still relatively hard to use?” First of all, 

leveraging what people already know 

is important. Companies know how to 

use data warehouses and some of their 
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conventional tools. To help improve efficiency, the Dell Quickstart 

Data Warehouse Appliance provides a prepackaged solution that 

combines Dell PowerEdge™ 12th-generation servers, the Microsoft 

SQL Server® database, Dell Boomi™ cloud-based data integration 

software, and Dell-provided consulting and training services.

We also offer database tools that allow organizations to go back 

and forth between conventional data sources and open source 

solutions such as the Dell | Cloudera Apache Hadoop solution. 

Our Dell Toad™ family of products has been enhanced to support 

big data as well as conventional relational data management 

tasks. On the services side, we have created Hadoop offerings 

that enable organizations to gain access to the power of Hadoop 

without having to set it up themselves. They can deploy Hadoop in 

production environments quickly and transform large data sets into 

intelligent information. And our Dell Boomi solution makes it easy 

for organizations to integrate data from various sources within a 

single data warehouse for analysis.

And, we have only scratched the surface. We can do so many 

other things to make it easy for people without data science skill sets 

to collect and analyze data for enhanced decision making in business 

settings. This data analysis area is where we are going to see a lot of 

investment from Dell over the next couple of years. 

And where do you see the BYOD phenomenon headed?

The immediate challenge for IT organizations charged with 

implementing bring-your-own-device (BYOD) policies revolves 

around secure access to corporate networks. The security 

implications when an individual—and not the corporation—owns  

“ Through Quest, we  
acquired more than  
100,000 customers and 
5,000 channel partners,  
all of which represent 
a prime opportunity to 
demonstrate the value  
of Dell software products 
and services.”

the device are profound. For instance, if an employee loses a 

company-owned device, the network administrator knows how to 

address the situation. The administrator knows what data resides 

on the device, what passwords protect it, and how to shut things 

down remotely to help ensure it is pretty much useless to anyone 

who might pick it up. 

But, if employees bring their own devices into the workplace, 

these security measures no longer apply. Now organizations  

have to figure out how to create a safe, secure environment for 

personal devices, and how to protect corporate data residing on 

those devices, including backup and recovery. 

Looking ahead, the BYOD trend presents an enormous opportunity 

for Dell to offer additional products that manage personal and mobile 

devices. It also provides the software and services that help organizations 

simplify IT and derive added value from their systems. (See the sidebar, 

“Beyond BYOD.”) The cloud, mobile devices, converged infrastructure, 

social media—all of these trends have very positive implications for 

our customers if they have the tools to manage them securely. And 

that’s obviously where we at Dell Software come in. 

What does the future hold?

The Dell Software Group is fairly new, so stay tuned. You’ll see 

more of us in the months and years ahead. We’ll be both part 

of Dell’s end-to-end solutions portfolio and integrated within 

increasingly automated, intelligent product lines that strengthen 

the global Dell brand. And the key to this integration is evolving 

software that is not only easier for customers to use, but enables 

them to simplify IT, mitigate risk, and accelerate results.
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