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A
dvances in networking have given 

rise to enhanced IT infrastructure 

performance and efficiency 

for supporting operations and 

enterprise workforces. IT organizations can 

extend workplace productivity and flexibility 

by offering measured access to a range of 

devices, applications, and data assets across 

the network. Employees can work from 

home, the office, or other remote locations 

and utilize a range of options for sharing 

information with colleagues, contractors, 

and suppliers to optimize their productivity.

At the same time, proliferating Web 2.0 

applications and social media—coupled with 

the rising tide of personal mobile devices 

brought to work—can place tremendous 

demands on enterprise networks. Mobile  

device and non-business-related applications  

increasingly compete with dedicated business 

applications for network bandwidth, which 

raises latency, degrades performance, and 

heightens vulnerability to security threats. 

Nevertheless, employees today continue 

to demand and expect access to a wide 

range of applications from resources 

beyond the firewall, often resulting in a 

chaotic mix of applications.

Some applications acquired from the 

Internet can have valid business uses, but 

many may be unnecessary or inappropriate 

in the workplace. Workers today may use 

the network not just to surf the Web, but  

to share non-business-related content,  

stream audio and video, play games, or send 

personal messages. Web-based, bandwidth-

draining application traffic that is not serving 

a business- or work-related function can rob 

performance from mission-critical applications 

and expose the network to threats.

To address these concerns, network 

administrators require capable tools that 

enable them to optimize visibility into 

organizational networks. Dell SonicWALL 

provides a suite of application traffic analytics 

solutions that help administrators identify, 

interpret, and profile application data flow. 

Using these analytics tools, administrators can 

Gaining holistic insight  
into enterprise networks

By offering employees, contractors, and suppliers tolerant 

access to the network, enterprises can boost productivity 

extensively. The Dell™ SonicWALL™ Application Traffic 

Analytics suite offers granular visibility for managing  

network data flow.

By Jan Sijp

 Forensic analysis

Dell SonicWALL Scrutinizer enables network administrators to leverage 
the power of application traffic flow analytics. View this video for a 
demonstration of the intuitive interface, powerful drill-down capabilities, 
custom templates, and specific viewing options available in Scrutinizer.

sonicwall.com/scrutinizervideo

http://sonicwall.com/scrutinizervideo
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plan for and assess the impact of network 

changes, troubleshoot bottlenecks, identify 

which business-relevant applications need to 

be prioritized, and avoid potential security risks.

Shining a light on network traffic

Web 2.0 and social media are not the 

only application types that contribute to 

the application chaos many organizations 

are experiencing. Growing use of 

unmanaged applications has accelerated 

with the introduction of consumer mobile 

computing devices—including smartphones 

and tablets—into the enterprise. This 

consumerization of IT and corresponding 

bring-your-own-device (BYOD) policies have 

turned mobile devices into business network 

endpoints that also add mobile applications 

into the mix. At the same time, many 

organizations are consuming legitimate 

business application resources through the 

cloud, which can increase network usage, 

latency, and exposure to threats by placing 

resources beyond the traditional enterprise 

perimeter. Additionally, networks are carrying 

rising amounts of traffic from converged 

communication applications such as voice 

over IP (VoIP) and videoconferencing.    

IT organizations face a pressing 

demand to manage and enhance network 

bandwidth, performance, and quality of 

service (QoS) to handle the convergence 

of diverse application types. They also need 

to identify the root cause of disruptions and 

performance problems. To effectively manage 

enterprise network uptime and service 

levels—for example, quickly pinpointing the 

source of jitter, packet loss, or latency—

administrators need to see and understand all 

network traffic. They require in-depth visibility 

into every network segment, data asset, 

application, and end user, and they need 

the tools to quickly analyze these activities 

and identify the problems jeopardizing 

productivity, performance, and security (see 

Figure 1). Because employees continuously 

introduce devices and applications into the 

network, the identification process should be 

ongoing to facilitate appropriate control for 

managing access policies.

Analyzing application traffic flow 

Application traffic analytics are well suited for 

ongoing visibility throughout an enterprise 

network. Designed for collecting IP traffic 

information, these analytics tools use flow-

based protocols to analyze aggregated data 

and report on historic or real-time network 

activity. Flow-based protocols include 

NetFlow, IP Flow Information Export (IPFIX), 

sFlow, and J-Flow. NetFlow monitors TCP/IP  

traffic flow across standard router and 

switching platforms. IPFIX extends NetFlow 

capabilities; it enables random sampling 

to extrapolate traffic flow trends and adds 

customizable and variable-length fields. The 

sFlow protocol monitors network, wireless, 

and host devices, and J-Flow is an IP traffic-

flow sampler technology used by routers and 

switches manufactured by Juniper Networks.

Because they are ubiquitous, application 

traffic analytics offer optimal visibility into 

networks; many network devices support 

flow-based protocols to export flow data 

from their traffic activity. Unlike syslog, an 

event-based protocol, flow-based protocols 

are continuous, and—particularly for 

recent flow-based protocols—they allow 

flexible profiling of application traffic and 

patterns, which is in contrast with traditional 

Simple Network Management Protocol 

(SNMP)–dependent systems. The analytics 

streamline extrapolating, interpreting, profiling, 

and trending flow data, which enables 

administrators to plan, optimize, and assess 

the impact of network changes; troubleshoot 

network pain points; reduce peak WAN 

traffic; and validate QoS parameters. 

Trend analysis and forecasting enable 

administrators to take proactive measures 

against potential network disruptions. 

From a security standpoint, these analyses 

can also identify anomalies in traffic that 

highlight potential network vulnerabilities or 

identify a server compromised or infected 

with a computer virus or other malware.

Optimizing bandwidth for applications

When used with an application-aware, next-

generation firewall, application traffic flow 

analytics can identify which applications 

are being used by which end users. The 

Dell SonicWALL Application Traffic Analytics 

suite for enterprise networks combines a 

Dell SonicWALL Next-Generation Firewall 

and either the Dell SonicWALL Global 

Management System (GMS) or Dell 

SonicWALL Scrutinizer. Scrutinizer provides 

deep-packet application traffic analytics, 

visualization, and reporting of flow-based 

data that is imported from a wide range 

of third-party routers, switches, firewalls, 

data-flow reporting protocols, and application-

intelligent Dell SonicWALL Next-Generation 

Figure 1. Comprehensive application traffic flow visibility to facilitate judicious network access
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Firewalls. Scrutinizer helps simplify forensic 

analysis by identifying applications, 

conversations, traffic flows, protocols, end 

users, domains, countries, and subnets. It can 

also be used to create reports on historical 

network traffic, proactively monitor jitter 

and latency, and issue suspicious behavior 

alerts (see the sidebar, “Application-intelligent 

bandwidth management”).

By taking advantage of enhanced network 

traffic intelligence to optimize network  

utilization and performance levels, IT 

administrators can enhance service 

levels and network uptime. Enterprises 

needing additional insight into link 

utilization and throughput bottlenecks 

in high-performance computing (HPC) 

cluster environments can deploy Dell 

PowerConnect™ switches—5000 

series and higher—and Dell Force10™ 

switches to gather and analyze sFlow 

traffic. Additionally, traffic within a virtual 

environment can be easily monitored  

using Scrutinizer and NetFlow data from  

a virtual switch.

Through enhanced accurate volume 

forecasting, analyses of traffic flow help 

organizations to plan and budget for 

capacity and control network growth to 

meet enterprise network management 

objectives. Organizations planning to 

upgrade to 10 Gigabit Ethernet (10GbE) 

and 40 Gigabit Ethernet (40GbE) switches 

can use Scrutinizer to provide insight 

into current network trends and capacity 

utilization levels.

These analytics also facilitate root 

cause analysis. When troubleshooting 

Internet SCSI (iSCSI)–based replication, for 

example, isolating network bottlenecks is 

imperative, and Scrutinizer can report on 

all switches, routers, and Dell SonicWALL 

Next-Generation Firewalls. Using advanced 

algorithms, Scrutinizer also monitors traffic 

to identify behavior patterns of inbound 

intrusions and threats from within the network.

Harmonizing application traffic flow 

Today, few enterprises can avoid the 

complexity of allowing employees and 

authorized users unfettered access to 

the network. Nonetheless, the growth of 

non-business-related and unmanaged 

applications introduced into the 

workplace—combined with IT-provisioned 

applications for legitimate business use—

can lead to chaotic environments in which 

applications compete fiercely for bandwidth. 

This application blend contributes to 

bandwidth and latency increases and 

diminished performance. And Web 2.0, 

social media, and mobile applications 

not relevant to business operations may 

intensify security vulnerabilities.

The Dell SonicWALL Application Traffic 

Analytics suite utilizes flow-based data from 

multiple-vendor network devices including 

IPFIX protocol application data from Dell 

SonicWALL Next-Generation Firewalls 

to monitor and analyze network traffic. 

Dell SonicWALL Scrutinizer, in particular, 

lights up activity across the network and 

puts it in context at the application level. 

These tools help network administrators 

identify, interpret, and profile application 

data flow to enable planning for and 

assessing network changes, establishing 

end-user policies, troubleshooting, and 

avoiding potential security risks. Analytics 

compatible with data-flow reporting 

devices and protocols are also designed 

to offer enterprises a high return on their 

network infrastructure investment.

 Learn more

Dell SonicWALL Scrutinizer:

www.sonicwall.com/ScrutinizerTrialOffer

www.sonicwall.com/us/products/Scrutinizer.html
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Application-intelligent bandwidth management
Application traffic analytics form the foundation for application-

intelligent bandwidth management based on a predefined policy and 

provide deep insight into flow trends on Web, virtual private network 

(VPN), voice over IP (VoIP), and Internet application usage. Enforcing 

these policy-based controls avoids wasteful use of network 

resources and increases productivity by prioritizing bandwidth for 

work-related traffic. This level of control is particularly crucial in 

high-performance enterprise and service provider networks.

For example, Lakeshore Internet, an Internet service provider 

(ISP) for a landmark urban development complex in downtown 

Chicago, uses the Dell SonicWALL Application Traffic Analytics 

suite. The suite combines Dell SonicWALL Scrutinizer with a Dell 

SonicWALL E-Class Network Security Appliance (NSA) E8500 

Next-Generation Firewall to help enforce appropriate usage 

policy over excessively large downloads. It offers tightly integrated 

application intelligence, control, and visualization features that 

enable granular identification and control of applications, regardless 

of the port or protocol they use.

“Now I’ve got a quick and easy way to see everything that’s 

going on at whatever granular level of detail I need to get to,” says 

Terry Winings, IT director at Lakeshore Internet. “I can see where 

my traffic is coming from and how the data is flowing. If a client 

reports that their Internet is running slow, I can find out whether 

the problem is actually the Internet or something else.”

Visit www.sonicwall.com/LakeshoreInternet to download the full 

Lakeshore Internet case study.
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