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Welcome

Taking action on the new paradigm 
for government IT

G
overnment agencies and 

IT in general are in the 

middle of a significant 

paradigm shift. For many 

years, the federal government has been 

entrenched in the older model of direct 

data center–to-client relationships. 

When budgets began to retrench 

around 2008, more modern IT models 

became commonplace. As a result, 

government organizations started to 

shift their approach to IT — some out of 

necessity and others because they saw 

the potential for improvement. 

Today, platforms such as server 

or client virtualization and cloud, as 

well as the ability to embrace mobile 

computing in the workplace, are largely 

within focus for most federal agencies. 

Now comes the hard part. It’s time to 

execute and cultivate this dynamic new 

IT environment.

At Dell, we are committed to 

helping our government customers 

through this transition — in particular, 

to helping identify what approach 

works best for specific organizational 

needs, enabling each federal agency 

to successfully accomplish its very 

important mission. 

Cloud is a perfect example of 

how we’re doing what’s right for our 

customers. Dell is strongly focused 

on advancing cloud-based capabilities 

and services to help organizations 

boost agility and efficiency. We have 

built or hosted hundreds of private 

and hybrid clouds and migrated 

thousands of application workloads 

into the cloud. This alignment with 

the cloud is central to our strategy 

of being a world-class provider of 

enterprise solutions. 

As our customers transition to 

more flexible IT infrastructures, young 

employees are joining the ranks  

with expectations of flexibility in how  

and where they are able to work.  

Some agencies are comfortable 

implementing a measured bring-your-

own-device (BYOD) policy while  

others need multifactor authentication 

simply to turn on a device. Federal 

agencies are also looking for ways to 

effectively utilize a massive influx of 

data, creating valuable insights that 

advance the mission. 

Cybersecurity today 

involves much  

more than choosing 

the correct malware 

protection; it is  

truly a mind-set  

that requires a 

partnership between 

both customer  

and vendor. 
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Government agencies understand 

how crucial it is to safeguard their 

information security. This task 

becomes critical as government 

agencies adopt highly interconnected 

solutions and technologies that 

require dynamic cybersecurity. As 

cyberthreats intensify and expand, 

our government customers need 

assurance that their data and IT 

infrastructure are protected against 

potential damage. Cybersecurity today 

involves much more than choosing the 

correct malware protection; it is truly 

a mind-set that requires a partnership 

between both customer and vendor 

to help ensure everything from the 

endpoint to the data center and into 

the cloud is properly secured. 

These forces play an important 

role in helping organizations of any 

size and type focus on necessary 

steps in the evolution of how they 

conduct business. The complicated 

part is reading the nuances to take 

the first step in the right direction.  

At Dell, we see great potential  

in the emerging paradigm for 

government IT, and we are working 

very hard to stay ahead of possible 

issues our federal customers may 

face in implementing new solutions. 

Dovetailing our deep customer 

knowledge and broad portfolio  

helps us open doors to these 

solutions for federal agencies. 

Now we’re looking to apply that 

knowledge and experience to help 

them execute. 

Respectfully,

Steve Harris

Vice president and general manager 

Dell Federal

At Dell, we are committed to helping  

our government customers through  

this transition — in particular, to  

helping identify what approach works 

best for specific organizational needs, 

enabling each federal agency to 

successfully accomplish its very  

important mission. 
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Government must build, buy and deliver services 

that meet the expectations of a 21st Century society, 

taking into account the rapid pace of innovation 

and user experience to which American citizens and 

businesses are accustomed. With more than half of 

U.S. adults now using smartphones, citizens expect 

digital services that are simple, accessible and easy 

to use. As part of the Budget, the Administration will 

launch new efforts to deliver a world-class customer 

service experience to citizens and businesses.

—  Fiscal Year 2015 Budget of the U.S. Government 

Executive Office of the President,  

Office of Management and Budget

E
ffectiveness. Efficiency. Economic growth. 

The current administration has challenged 

government IT leaders to accelerate the 

rate of technological progress so that 

federal agencies can better serve the public by 

delivering outstanding customer service experiences 

on par with the private sector. Meanwhile, these 

same agencies are pressed to increase cost savings 

by implementing innovative IT solutions that help 

improve value and productivity in core operations. 

Technology has long played a central role in 

helping federal organizations achieve their mission 

to improve interactions with citizens, businesses 

and internal government agencies. The day-to-day 

operation of government agencies depends heavily 

on data quality and management tools that can 

provide accurate and relevant information. 

At the same time, the cybersecurity of federal 

infrastructure has become a national priority. Federal 

IT leaders must focus on deploying secure methods 

to address the public’s demand for increased 

transparency and accountability, including open 

access to government-funded data and research 

that helps stimulate innovation and job creation. 

However, agency IT infrastructure historically 

was developed inefficiently in technology silos, 

which are difficult and expensive to maintain 

today. These silos represent a significant IT security 

concern as cybersecurity threats continue to 

evolve and escalate.

Moreover, the siloed approach has led to the 

proliferation of one-off, proprietary IT solutions 

Four IT initiatives help federal agencies create 

innovative citizen-facing services — bolstering 

cybersecurity, operational efficiency and 

economic growth.

By Juan Pablo Ortiz
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that do not interoperate easily with each other. A piecemeal 

infrastructure strains tight budgets and hinders efforts to 

provide constituents with the resources they need. While 

emerging technologies help agencies improve public service, 

many federal IT leaders feel encumbered by legacy systems 

and ever-present demands for cost control. 

Leverage leading-edge technologies

As federal IT leaders seek suitable technology and technology 

partners, a few key questions help balance competing priorities 

and surmount the challenges of siloed, legacy infrastructure:

• How can I leverage IT to move past the status quo and 

advance the mission of my agency?

• How can I introduce the latest technological advances to 

help improve my cost structure while staying within tight 

budget constraints?

• How can I provide appropriate access to information 

without sacrificing data security?

• How can I align my agency’s internal IT needs with the 

mission requirements of other agencies that need to 

interconnect with mine?

• How can I provide the right IT infrastructure for projects 

that incorporate leading-edge technology, such as the 

Internet of Things or hybrid cloud computing?

• How can I offer more citizen-facing services online?

Driving IT effectiveness
Federal IT leaders have been actively working to boost IT 

effectiveness and efficiency by incorporating strategies such 

as data center consolidation, virtualization and convergence. 

In fact, the introduction of the PortfolioStat process two 

years ago helps agencies assess their IT portfolios so they can 

identify duplications in IT investments and move to intra- and 

inter-agency shared services. The process has revealed that 

federal agencies should update their IT portfolios to deliver 

IT as a service. For example, cloud computing solutions 

provide a scalable, transparent way to provision IT services, 

helping improve federal IT management and efficiency. 

A successful transition from aging, underperforming 

platforms to updated, more agile and scalable systems 

typically requires the adoption of information sharing 

and best practices to assess, plan, design and implement 

a future-ready IT infrastructure. IT leaders often engage 

professional services that help accelerate and simplify the 

data center migration and modernization process with 

minimal disruption. Application migration, modernization 

and connectivity tools also help reduce the time and risk 

of data loss associated with these moves.

To streamline the administration of a consolidated data  

center, organizations can use integrated management tools 

designed to automate operations, add flexibility and increase  

scalability. In addition, efficiency, agility and resiliency can be 

heightened through the deployment of pre-validated and 

pre-integrated converged infrastructure, which builds server, 

networking, storage and management into a unified solution.

In response to the presidential mandate, government 

agencies must also adapt rapidly to meet the demands of the 

citizens they serve, as well as their internal constituents (see 

figure). This involves reexamining old assumptions and being 

prepared to re-architect legacy systems and processes. (See 

the sidebar, “Driving IT effectiveness.”)

Moving forward, federal executives will need to take a 

more holistic approach to their agency IT environments. The 

reach of the federal enterprise has greatly expanded due to 

advances in cloud computing, data center technology and 

endpoints such as sensors, tablets and mobile devices. Data is 

Leading-edge technologies help different constituencies work 
together to surmount federal agency challenges.

Chief information security o�cer:
Focused on security and
mobile risk mitigation

Project managers and directors:
Struggling with budgets
and resources

Users (executives and employees): 
Focused on achieving mission 
objectives

Chief technology o�cer:
Focused on end-to-end
infrastructure

Chief information o�cer: 
Focused on budget and return
on investment

Data center
consolidation

Mobility

Big data

Cloud

Cybersecurity
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more fluid than ever before and must interact quickly with 

multiple data sources — often in multiple locations — to 

become the information needed to support the mission. 

Federal leaders can leverage leading-edge technologies such 

as cybersecurity, cloud, mobility and big data to assist in 

addressing the needs of agency stakeholders.

Cybersecurity 

As agencies encounter an escalating number of sophisticated 

cyberattacks, cybersecurity has evolved into one of the 

most serious economic and national security challenges 

the United States faces. The increased diversity and use of 

mobile devices and intelligent sensors further expose federal 

organizations to cyberthreats, as does a disjointed approach 

to cybersecurity. 

To protect sensitive government data, agencies must 

be highly focused on data-loss prevention and protection 

against advanced IT security threats. And to embrace 

transformative technologies such as the Internet of Things, 

mobility, big data and cloud computing, agencies must 

guard against evolving cyberthreats by bridging the gap 

caused by siloed IT security. 

Federal organizations are beginning to adopt a common 

risk management structure that includes the cybersecurity 

best practices recently released in the National Institute of 

Standards and Technology (NIST) Cybersecurity Framework. 

These best practices promote the protection of critical 

infrastructure and include, but are not limited to, the 

deployment of tools for endpoint security, data encryption, 

network defense, identity and access management, and 

unified threat management. These tools help strengthen 

cybersecurity while reducing the complexity and cost of 

meeting IT security and compliance objectives.

Cloud 

With increases in IT costs, energy consumption levels, and the 

complexity of application, compute and storage resources, 

many agencies are moving data and applications to the 

cloud. The move to cloud computing also enables federal 

IT decision makers to redirect budget spending from capital 

expenditures to operational expenditures.

Whether implemented as single- or multi-cloud 

environments, cloud computing can be a natural extension of 

the data center. Through cloud computing, federal IT leaders 

can deliver software as a service, platform as a service and 

infrastructure as a service, among other possibilities. Cloud 

computing also delivers flexible compute capacity to help 

agencies unlock information from big data.

However, IT leaders may encounter a variety of 

obstacles during the move to the cloud, including 

resistance in the data center to the paradigm shift in  

IT service delivery and difficulties in connecting cloud-

based and traditional computing resources. IT leaders 

are also concerned about how various cloud computing 

models comply with federal mandates on cybersecurity. 

One way to achieve seamless cloud delivery is through 

unified application and cloud management for single- or 

multi-cloud environments, irrespective of cloud vendor. 

Mobility

In an increasingly mobile workplace, federal agencies must 

ensure secure access to key services and information while 

meeting the demand for increased agility, productivity and 

collaboration. As a result, federal IT leaders are finding 

themselves tasked with selecting and developing mobile 

device management strategies and mobile enablement 

policies, such as choose your own device (CYOD) and bring 

your own device (BYOD). However, government agencies 

must comply with more stringent security and procurement 

requirements than private-sector concerns.

To empower the federal workforce with anytime, 

anywhere access, IT decision makers should look for devices 

that are centrally controlled and managed; incorporate 

comprehensive endpoint security; and provide features for 

specific end-user requirements, such as long battery life or 

rugged durability. In addition, agencies may consider several 

different approaches to transform applications to help federal 

employees achieve mission objectives on the go — including 

custom mobile application development, application 

modernization and desktop virtualization.

Big data 

Federal agencies are challenged to turn unprecedented 

volumes of structured, semistructured and unstructured data 

into actionable insights. But without definitive mandates, 

agencies may struggle to manage vast quantities of 

information and break through data integration barriers. 

Modernized collection, storage and analysis technologies 

are required to efficiently process big data. IT leaders should 

consider solutions that are designed to virtualize and optimize 

storage; converge and collapse data silos; automate data 

management; and simplify the transfer of data from existing 
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platforms to new ones. An optimized IT infrastructure helps 

improve access to data that federal decision makers, in turn, 

can leverage using the latest predictive analytics tools. 

Optimize federal services for citizens

Dell solutions for federal government help agency leaders 

make the most of leading-edge technology while obtaining 

exceptional cost-efficiencies. For example, Dell provides 

information security offerings that enable federal agencies 

to adopt stringent cybersecurity measures and comply 

with federal mandates. Federal decision makers can keep 

pace with the rapid growth of service demands through 

innovative Dell cloud computing solutions, while boosting 

workforce effectiveness through end-to-end Dell mobility 

solutions. In addition, Dell big data management and 

analysis solutions help agencies process vast volumes of 

structured, semistructured and unstructured information to 

transform public services, guided by insights derived from 

predictive analytics tools. (See the sidebar, “Meeting mission-

specific goals.”)

By taking a holistic, interagency view of IT, Dell helps 

develop resource-saving strategies that are designed to 

deliver significant cost-savings. Capital expenditures are 

reduced through commoditization and standardization of the 

IT infrastructure. At the same time, operational expenditures 

are lowered by driving ever-greater levels of automation and 

manageability across best-of-breed solutions from Dell as 

well as other vendors.

The Dell approach to an optimized federal enterprise 

enables agencies to leverage legacy technology, maximize 

the benefits of previous investments and free up time 

and resources to propel innovation. Working together, 

Dell solutions for federal government are designed to 

provide rapid time to value, exceptional ease of use and 

unprecedented flexibility to adapt — allowing federal IT 

organizations to lead the transformation of an efficient, 

effective and transparent government for the 21st Century.

Meeting mission-specific goals 
As a trusted partner of government agencies, Dell 

understands government budget concerns, federal 

purchasing processes, and complex security and 

compliance requirements. Recently, Dell Software 

commissioned Market Connections to poll senior 

federal IT professionals about their awareness of 

agency network activity critical to compliance and 

security. Key findings include the following: 

• 81 percent of respondents see the importance of 

having audit-ready, real-time reporting capabilities 

to not only ease the compliance process but also 

heighten the security of agency networks.

• 33 percent felt they were losing the ability to 

accomplish their missions due to unwieldy 

maintenance and management of IT systems.

• 87 percent emphasized the need for real-time  

alerts in governance, risk management and 

compliance (GRC) software to help identify and 

immediately resolve IT issues.

Making a difference

Dell strives to help federal agencies and 

organizations achieve exceptional efficiency  

through technology. Twenty-five percent of  

Dell’s federal workforce have served or are serving  

in the U.S. military. Dell has provided a technology  

solution for the U.S. Marine Corps Deployable  

Virtual Training Environment (DVTE); Army 

Deployable Data Centers that deliver Command 

Control and Information System (C2IS) capabilities  

to support land-centric forces; and mobile 

workstation and rack-server solutions to be used 

by United States Special Operations Command 

(USSOCOM) on tactical local area networks 

(TACLAN) during deployments.

Dell is a trademark of Dell Inc.

  Author

Juan Pablo Ortiz is senior marketing manager at Dell, specializing in 

developing, amplifying and monitoring Dell’s messages and points of 

view. He also supports the global government, education, healthcare 

and mobility areas within Dell. Follow him on Twitter @JPOrtiz.

  Learn more

Dell Software survey on GRC software in federal agencies:
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I
n a model of interagency and public-private cooperation, the 

U.S. government has been actively working toward common 

cybersecurity best practices to strengthen IT security and 

resilience in the nation’s critical infrastructure. One outcome 

of that collaboration is the recently released Framework for 

Improving Critical Infrastructure Cybersecurity, also known 

as the National Institute of Standards and Technology (NIST) 

Cybersecurity Framework. As a result of Executive Order 13636, 

NIST partnered with multiple federal agencies, industry experts 

and private-sector infrastructure providers in the creation of the 

cybersecurity best practices framework.

This framework provides a dynamic approach to 

protecting against today’s cybersecurity threats. Government 

and industry can use the framework to protect confidential 

information and help ensure national security while they 

benefit from adopting innovative IT megatrends such as 

workforce mobility, cloud and big data.

Leveling legacy IT security silos

Technology innovations can advance the federal agenda 

by empowering organizations to carry out their missions 

efficiently and cost-effectively. Myriad endpoint, data 

center and cloud resources in multiple locations provide 

data that can be integrated seamlessly to obtain the 

Dynamic protection is paramount for 

federal agencies preparing to embrace 

transformative new technologies. The 

NIST Cybersecurity Framework provides 

best practices to help guard against 

evolving IT security threats in our highly 

interconnected world.

By Scott M. Stevens

Securing the 
federal enterprise
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information required to support 

agency missions. The key to 

implementing these technologies 

successfully is comprehensive, 

dynamic IT security.

At the outset, many agencies need 

to address IT security silos, a legacy 

from ad hoc security implementations 

that were developed to suit project-

specific requirements without the 

benefit of a comprehensive, high-level 

security strategy. Competing priorities 

around valuable mobility, cloud and big 

data initiatives lead to segmented IT 

environments as well.

A siloed approach to IT security 

introduces inconsistencies across 

the organization that leave IT teams 

in reactive mode, slowing agency 

response to cyberthreats. Managing 

IT security tools and processes in 

silos exposes federal organizations 

to further risk by creating gaps in 

When IT security 

measures fail to  

meet compliance 

requirements,  

mission-critical 

projects may be put  

in jeopardy. These  

IT security gaps  

must be closed long 

before cyberthreats 

show up at an 

agency’s doorstep.

protection. In addition, when IT security 

measures fail to meet compliance 

requirements, mission-critical projects 

may be put in jeopardy. These IT 

security gaps must be closed long 

before cyberthreats show up at an 

agency’s doorstep (see figure).

Warding off today’s cyberthreats 

Implementing effective cybersecurity is a 

pressing national issue. President Barack 

Obama has identified cybersecurity as 

one of the most serious economic and 

national security challenges the United 

States faces — one that the government 

and the country are not adequately 

prepared to counter.1

“When it comes to the distinct threat 

areas, our statement this year leads 

with cyber,” said James R. Clapper, 

director of National Intelligence, 

in an address to the Senate Select 

Committee on Intelligence. “And it’s 

Siloed IT security creates gaps that expose agencies to risk.

Opportunities

Cloud computing

Mobility Virtualization

Web 2.0

Big data

Challenges

Threats Compliance

Lack of resources Complexity

$

IT security silos

• Risky

• Costly

• Ine�cient

1 “The Comprehensive National Cybersecurity Initiative,” The White House, accessed May 14, 2014, qrs.ly/m63frpv.

http://qrs.ly/m63frpv
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hard to overemphasize its significance. 

Increasingly, state and non-state actors …  

put all sectors of our country at risk, 

from government and private networks 

to critical infrastructures.”2

Recognizing that the national 

and economic security of the United 

States depends on the reliable 

functioning of critical infrastructure, 

the president issued Executive Order 

13636, Improving Critical Infrastructure 

Cybersecurity, in February 2013.3 

This order directed NIST and the 

U.S. Department of Homeland 

Security (DHS) to work with public- 

and private-sector stakeholders to 

develop a voluntary framework for 

reducing cyber-related risks to critical 

infrastructure providers. 

In February 2014, NIST released 

the NIST Cybersecurity Framework in 

response.4 Essentially, the framework 

is intended to create a voluntary, risk-

based set of industry standards and  

best practices to help organizations —  

regardless of size, degree of risk 

or cybersecurity sophistication — 

manage IT security risks. It also  

uses a common language to address  

and manage cybersecurity risk 

in a cost-effective way based on 

organizational needs without 

imposing additional regulatory 

requirements on organizations.

As part of the executive order, DHS 

formed the Critical Infrastructure Cyber 

Community (C3) Voluntary Program. 

This program facilitates a community 

approach to risk management, security 

and resilience and is intended to 

encourage the adoption of the NIST 

Cybersecurity Framework.

Adopting a holistic approach

By applying the cybersecurity principles 

and best practices set forth in the NIST 

Cybersecurity Framework, organizations 

can determine their current level of 

cybersecurity, set cybersecurity goals, 

and establish a plan for maintaining or 

improving their security posture.

The NIST Cybersecurity Framework categorizes industry standards, guidelines and practices in five core functions.

2 “Worldwide Threat Assessment to the Senate Select Committee on Intelligence,” remarks delivered by James R. Clapper, Office of the Director of National Intelligence, accessed May 14, 2014,  
qrs.ly/ra478fv.

3 “Executive Order: Improving Critical Infrastructure Cybersecurity,” The White House, February 12, 2013, qrs.ly/sm478fy.

4 “Framework for Improving Critical Infrastructure Cybersecurity,” National Institute of Standards and Technology, February 12, 2014, qrs.ly/8n478g0.

Function unique identifier Function Category unique identifier Category

ID Identify

ID.AM Asset management

ID.BE Business environment

ID.GV Governance

ID.RA Risk assessment

ID.RM Risk management strategy

PR Protect

PR.AC Access control

PR.AT Awareness and training

PR.DS Data security

PR.IP Information protection processes and procedures

PR.MA Maintenance

PR.PT Protective technology

DE Detect

DE.AE Anomalies and events

DE.CM Security continuous monitoring

DE.DP Detection processes

RS Respond

RS.RP Response planning

RS.CO Communications

RS.AN Analysis

RS.MI Mitigation

RS.IM Improvements

RC Recover

RC.RP Recovery planning

RC.IM Improvements

RC.CO Communications

http://qrs.ly/ra478fv
http://qrs.ly/sm478fy
http://qrs.ly/8n478g0
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The NIST Cybersecurity Framework 

comprises three components:

• The Framework Core, a set of 

cybersecurity activities, outcomes 

and informative references that are 

common across critical infrastructure 

sectors, consists of five concurrent 

functions and their underlying 

categories (see figure).

• The Framework Implementation Tier 

is a four-point maturity model to 

gauge an organization’s current and 

desired security posture.

• A Framework Profile represents 

how an organization’s 

requirements, risk tolerance and 

resources are aligned with the 

Framework Core; it helps outline 

an organization’s current security 

posture and establish a road map  

to its desired security posture.

Through this approach, the NIST 

Cybersecurity Framework provides 

a consistent method of addressing 

cybersecurity within an organization that 

is also uniform across organizations. 

This practice integrates cybersecurity 

stakeholders, processes and tools and 

allows each organization to prioritize 

high-value activities based on specific 

agency needs.

To assist in unlocking the 

value of the NIST Cybersecurity 

Framework, Dell Security solutions 

and services enable federal agencies 

to strengthen cybersecurity through 

a three-part methodology: protect, 

comply and enable (see figure). Dell 

solutions are designed to protect 

the entire organization inside and 

out with comprehensive IT security 

measures as data moves from 

endpoint to data center to cloud. 

Comprehensive Dell portfolio of IT security solutions helps safeguard critical infrastructure.

Identity and access 
management
• Identity governance

• Privileged management

• Access management

• Compliance and
 IT governance

Dell

P
ro

tect Enable

Comply

Security services
• Incident response

• Managed security services

• Security and risk consulting

• Threat intelligence

Network
• Next-generation firewall

• Secure mobile access

• Email security

Data and endpoint
• Encryption

• Protected workspace

• Configuration and 
 patch management

• Secure cloud client

To assist in unlocking 

the value of the  

NIST Cybersecurity 

Framework, Dell 

Security solutions and 

services enable federal 

agencies to strengthen 

cybersecurity through a 

three-part methodology:  

protect, comply  

and enable.
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Far-reaching protection 
Dell creates synergies across its IT security portfolio to 

help federal agencies close potential IT security gaps 

and reduce IT security–related risks. Working together, 

the solutions are designed to share context-aware 

intelligence and continuously strengthen IT security 

throughout an organization. Common-sense reporting 

spans the network and infrastructure, minimizing the 

risk of errors from missed problems or threats.

The comprehensive Dell Security portfolio includes 

network security and identity and access management 

(IAM) offerings that help safeguard the ever-shifting 

perimeter, reduce complexity and enable compliance —  

in particular, mitigating current and emerging threats 

related to today’s increasingly mobile federal workforce. 

• Dell SonicWALL: Combining intrusion prevention, anti-

malware prevention and Secure Sockets Layer (SSL) 

decryption and inspection, SonicWALL Next-Generation 

Firewalls are designed to efficiently provide deep 

packet inspection for powerful network protection.

• Dell One Identity: The IAM family of solutions 

unifies identity governance, privileged account 

management and access management to 

help secure and control access to confidential 

information and systems.

• Dell KACE: The KACE systems management 

appliances are designed to monitor mobile devices 

and detect unauthorized activity as well as ensure 

secure access to corporate data on mobile devices.

Endpoint security and encryption tools help 

protect data for a wide range of use cases, device types 

and enablement strategies.

• Dell Data Protection | Encryption (DDP | E): The 

solution delivers a high level of endpoint protection 

for desktops, laptops and mobile devices using 

software-based, data-centric encryption.

• Dell Data Protection | Protected Workspace  

(DDP | PW): The software helps protect end users 

against untrusted content by containing highly 

targeted apps in a secure virtualized environment.

• Dell Data Protection | Security Tools (DDP | ST):  

The set of tools enables advanced authentication, 

single sign-on and pre-boot authentication.

• Dell Cloud Client-Computing: Desktop virtualization 

and user-centered solutions leverage the cloud to 

enable any user to securely access any app from  

any device.

Dell recovery solutions help organizations maintain 

resilience plans and quickly restore any capabilities or 

services impaired by a cybersecurity event. 

• Dell AppAssure: Data protection software integrates 

backup, replication and recovery, enabling 

administrators to reduce the recovery point objective 

from hours to minutes.

• Dell DR, DL and TL Series: Data protection appliances 

are designed to provide end-to-end disaster recovery, 

disk-to-disk backup and tape backup.

Many of the Dell Security solutions can aid in 

implementing the best practices outlined in the NIST 

Cybersecurity Framework.

The comprehensive  

Dell Security portfolio includes 

network security and identity 

and access management (IAM) 

offerings that help safeguard 

the ever-shifting perimeter, 

reduce complexity and  

enable compliance.
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They help organizations comply with 

regulations and achieve consistent, 

reliable governance. Critically, Dell 

solutions also enable integration with 

shared intelligence to help eliminate 

proprietary islands of information 

and close IT security gaps. (See the 

sidebar, “Far-reaching protection.”)

Closing the IT security gap

Cybersecurity is key to enabling 

federal organizations and agencies of 

all types and sizes to operate safely 

in an increasingly interconnected 

world. Dell has extensive experience 

working with the U.S. government 

and understands the IT security and 

compliance requirements of  

federal agencies as well as the drive 

toward successful collaboration 

among agencies. (See the sidebar, 

“Built-in security.”) 

Dell can assist federal agencies 

with enhancing their cybersecurity 

posture using Dell Security solutions 

to help simplify management and fill 

gaps created by legacy IT security 

silos. These IT security solutions offer a 

wide range of capabilities designed to 

meet or exceed federal requirements, 

including the NIST Cybersecurity 

Framework. Ultimately, Dell Security 

frees agency leaders to shift their 

focus from fighting day-to-day security 

battles to sparking innovation that 

advances the agency mission.

Built-in security 
The Dell Security portfolio is augmented by IT security–related 

technologies built into Intel® processors used in Dell hardware,  

such as Dell Venue 11 Pro Secure tablets and Dell PowerEdge servers.  

Dell hardware powered by select Intel® Xeon® processors and  

Intel® Core™ processors with Intel® vPro™ technology leverage the 

following embedded features and capabilities: 

• Intel® Active Management Technology, which allows IT or 

managed service providers to efficiently discover, repair and 

protect their networked computing assets

• Intel® Virtualization Technology, designed to improve the 

performance of virtualization software, as well as the security and 

stability of safety-critical code

• Intel® Trusted Execution Technology, which supports IT 

compliance by helping protect virtual and cloud infrastructures 

from attacks against hypervisor, BIOS, firmware and other 

prelaunch software components

As U.S. companies, Intel and Dell are continually building on their 

history of innovation and collaboration to enhance national security for 

federal government organizations.

  Author

Scott M. Stevens has over 25 years 

of experience managing IT in the 

private and public sectors, as well as 

developing, marketing and implementing 

systems management, storage, and 

security products and services for 

enterprise-scale customers.

  Learn more

Dell cybersecurity for federal government:

qrs.ly/t5478g1

Dell, AppAssure, KACE, PowerEdge, SonicWALL and Venue 
are trademarks of Dell Inc.
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C
loud computing promises to play a transformative 

role in improving service delivery as well as in 

reducing costs. Cloud technologies enable 

responsive provisioning, exceptional scalability, 

convincing cost-efficiencies and ubiquitous access — 

empowering federal organizations to deliver diverse, 

far-reaching services quickly and effectively. Despite such 

compelling benefits, cloud computing initiatives may be slow 

to gain momentum given the breadth of technologies and 

service providers agencies must sort out in the beginning. 

Federal IT leaders can implement cloud computing 

in several different ways, tailored to the specific needs 

of individual agencies. Ten defining questions help you 

simplify the process of evaluating strategic cloud computing 

alternatives by zeroing in on suitable options that facilitate 

your agency’s specific mission and objectives.

As federal IT leaders expand adoption 

of cloud technologies and services, 

10 questions help evaluate specific 

requirements against important 

touchstones.

By Jeffrey Lush

Getting ready for the cloud:  
10 key questions
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1. Where would you like to locate your cloud?

Agency-specific requirements often influence the location of 

the cloud. Location, in turn, can affect cost and the choice of 

provider. Your agency may need cloud resources in its own 

data center, at an outside hosting facility or both.

When using a hosting facility, you may need to restrict 

workloads to certain countries for security and compliance 

reasons — so it is important to ask where the provider’s 

compute resources for your cloud will reside. You should also 

determine whether your organization can leverage the cost 

advantages of a multi-tenant cloud with shared resources, or 

whether your organization requires the additional flexibility 

found in a dedicated, location-agnostic cloud.

Because agency requirements may change over time, 

look for a provider that offers a range of options to meet your 

needs — whether the cloud is placed downrange, in a data 

center or in the back of a Humvee.

2. How will you use the cloud? 

The cloud infrastructure you choose depends on how your 

organization intends to use the cloud. For example, will the 

cloud host high-performance transactional data structures? 

Or will it be used primarily for information sharing?

Thinking through various use cases helps you determine 

which applications to target for the cloud and ultimately 

governs the makeup of cloud resources needed to support 

those applications. (See the sidebar, “Understanding core cloud 

components.”) One of the primary cloud resources, the compute 

virtual machine (VM), comprises virtual CPUs (vCPUs), virtual 

RAM (vRAM) and storage. Cloud resources are often calculated 

based on these three components.

By defining the VMs you need for specific use case 

scenarios, you help ensure your agency has sufficient 

resources without paying for more than it requires. One 

method is to note the number of vCPUs and the amount 

of vRAM and storage used by applications slated for the 

cloud. Then, determine the current utilization level of those 

resources in your physical environment, broken out by 

server if possible. An alternative approach is to define the 

VMs you would like to have available. For example, take two 

sample configurations:

• VM1: One vCPU, 2 GB vRAM and 100 GB storage for 

everyday applications

• VM2: Four vCPUs, 8 GB vRAM and 1 TB storage for more 

demanding applications

You can then indicate the quantity of each VM you need 

from the cloud service provider — for example, 22 of VM1  

and 12 of VM2.

3. How much network bandwidth do you need? 

To support the cloud, does your organization require a 

dedicated network circuit, or can it share networking with the 

cloud service provider’s other customers? Does the network 

need to support sensitive, secret, top secret or unclassified data? 

The answers to these questions affect the type and 

cost of cloud network services. In addition, bandwidth 

configuration varies depending on whether you are using 

dedicated or multi-tenant cloud services.

4. What type of data will you store in the cloud?

Knowing the type of data your organization plans to store 

in the cloud is essential to obtaining the correct type of 

storage. Transactional applications with small but rapid 

read/write operations put a premium on high-performance 

storage, such as solid-state drives. Less performance-sensitive 

applications that use large amounts of data can do well with 

lower-cost, higher-capacity hard disk drives. 

Be sure to define the storage quantities your organization 

needs to support high-performance and high-capacity 

applications, and use that information to contract for the 

appropriate cloud-based drive resources. The performance 

and capacity requirements of your data significantly affect 

cost, so you may want to seriously consider these factors.

5. What services and data are essential to your operation?

When transferring a service such as email or a custom 

application to a cloud infrastructure, assess how long you 

To optimize investments, 

federal organizations should 

view the cloud as an  

extension of their current  

IT environment: one that 

delivers enhanced services  

for their constituents.
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Cloud

could go without the service before its absence would 

seriously impact the mission. While all services may seem 

critical at the outset, after careful review you may be 

able to distinguish among services that must always be 

available, services that must be recovered within minutes 

and services that can be recovered within hours. Many 

cloud service providers offer backup, recovery or failover 

between sites, although options vary considerably.

Just like services, data should be evaluated based 

on how long you can do without it if a system goes 

down. First, determine which data within your current 

environment is targeted for the cloud. Depending on  

how rapidly this data changes and how quickly it must  

be restored, you can arrange for the appropriate data 

backup, replication and restoration services from the  

cloud service provider.

To help federal IT leaders 

meet specific organizational 

requirements, Dell offers a 

range of cloud solutions 

designed to maximize 

efficiency and speed 

deployment while keeping 

mission-critical data secure 

and isolated.

Understanding core cloud components
To optimize investments, federal organizations should 

view the cloud as an extension of their current IT 

environment: one that delivers enhanced services 

for their constituents. Cloud infrastructure typically 

comprises four core components (see figure):

• Compute: All cloud environments require the 

foundational component of compute — typically  

a stateless boot from storage infrastructure that 

provides the processing resources needed for  

the cloud.

• Storage: Performance of cloud-based storage  

affects overall cloud performance. For example, 

booting or accessing data from a slow storage  

device subsequently slows the responsiveness of  

your cloud experience.

• Network: An effective cloud requires a scalable  

and flexible network infrastructure. The network, 

firewalls and associated components have several 

critical paths to an Authority to Operate (ATO). 

Take some time to plan this section of the cloud 

architecture carefully.

• Security: Security requirements dictate the 

configuration of compute, storage and network 

components. Leverage a solution with a compliance 

framework that can assist in managing ATO  

cloud environments.

A solid understanding of these elements helps federal 

IT leaders deploy a cloud architecture that successfully 

meets specific agency needs.

Main elements of enterprise cloud infrastructure

Network

Compute

Storage

Security
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6. What are your security requirements? 

Security is a paramount concern for government organizations. 

Look for a cloud service provider that offers the appropriate 

security and compliance controls for standards and programs 

such as the following:

• DoD Information Assurance Certification and Accreditation 

Process (DIACAP)

• Federal Information Security Management Act (FISMA)

• Federal Risk and Authorization Management Program (FedRAMP)

• Intelligence Community Directive (ICD) 

• National Institute of Standards and Technology (NIST)

• NIST Cybersecurity Framework

• U.S. Department of Defense (DoD) 8500

Another important consideration is the level of security 

needed for your stored files. Federal organizations have 

particularly stringent storage security requirements, including 

compliance with Federal Information Processing Standards 

(FIPS) Publication (PUB) 140-2.

7. Do you need migration assistance?

Many federal IT teams do not have staff they can dedicate 

to planning, preparing and implementing a migration from 

their current environments to the cloud. Cloud service 

providers should offer migration services to help ease the 

transition. Hypervisor containers are specific to virtualization 

software from vendors such as Red Hat, Microsoft and 

VMware, so the cloud service provider should be familiar 

with the hypervisor your agency currently uses. Also find out 

whether the cloud service provider can help with application 

migration or application optimization for the cloud.

8. What level of ATO do you require?

For U.S. government agencies, Authority to Operate (ATO) 

management and compatibility is critical. The cloud service 

provider should be able to provide a compliance framework 

to assist you with inheriting controls and managing the 

controls over the course of an ATO. A provider that offers 

continuous ATO monitoring and manages the paperwork can 

save your agency substantial time and effort.

9. What operating systems will be running  

in your cloud environment?

For cloud environments that require an ATO, the network 

operating system (NOS) must comply with Security 

Technical Implementation Guides (STIGs) to help ensure the 

environment is secured to federal standards. Check with the 

cloud service provider to confirm which operating systems 

already have STIG compliance.

Also, validate with your cloud service provider that the 

hypervisor used within the cloud environment is among the 

supported hypervisors for your selected NOS. For example, if the 

Microsoft® Windows Server® 2012 OS is your desired NOS, you 

should be informed that the open-source version of the Citrix® 

Xen® hypervisor is not supported by Windows Server 2012.

10. Do you require elastic compute capacity?

Setting proper expectations with the cloud service provider is 

essential when it comes to elasticity. Does your agency need 

to expand and contract cloud computing resources to meet 

spikes in demand? Are your demand spikes seasonal and 

predictable, or does demand vary erratically? 

Estimate your agency’s need for elastic capacity and 

negotiate that requirement into the cloud service contract. 

For example, many organizations earmark 10 percent 

of their cloud compute resources to flex within elastic 

requirements and pay only for the portion they use. If you 

need large amounts of capacity, another approach is to 

contract for added capacity at specified times of the year  

or on 30 days’ notice. 

Where do you go from here?

To help federal IT leaders meet specific organizational 

requirements, Dell offers a range of cloud solutions 

designed to maximize efficiency and speed deployment 

while keeping mission-critical data secure and isolated. 

By addressing key cloud 

implementation questions up 

front, federal IT leaders can 

bolster the success of cloud 

projects that are designed to 

meet stringent security and 

performance standards.
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The architecture of Dell Cloud for U.S. Government (DCG) 

was engineered from the ground up to satisfy federal 

requirements and to extend the value of cloud computing  

in a federal ATO environment (see figure). 

Resource options. Dell offers two DCG environments that 

are built on the same architecture: the dedicated, private NIST 

Cloud and the multi-tenant FedRAMP Cloud. Several options 

are available for backing up services and data as well as for 

flexing resources to meet changing demand.

Security. The NIST Cloud is designed to meet the security 

and compliance requirements as outlined in NIST Special 

Publication (SP) 800-53, the DoD 8500 series of policies, FISMA 

Low security category, FISMA Moderate security category, 

FISMA High security category and DIACAP. It supports location-

agnostic cloud workloads in a dedicated cloud infrastructure 

that offers maximum flexibility and isolation.

ATO management. The Dell compliance framework 

enables agencies to significantly reduce the time and effort 

required to manage multiple ATOs. The automated Dell 

framework includes more than 275 built-in NIST security 

controls to help safeguard customer data and services 

and expedite the ATO process. The framework is designed 

to provide continuous ATO monitoring for enhanced 

network security, alignment with NIST SP 800-53 Revision 

4 and compliance with Office of Management and Budget 

standards scheduled for release later in 2014.

Federal agencies can take advantage of Dell’s deep 

expertise in cloud computing and federal government 

processes to accelerate adoption of cloud computing 

initiatives. Dell experts help assess agency needs, size the 

cloud solution and assist with planning and implementing 

the migration to the cloud. By addressing key cloud 

implementation questions up front, federal IT leaders can 

bolster the success of cloud projects that are designed to 

meet stringent security and performance standards.

Dell Cloud
for U.S. Government

Dedicated and 
multi-tenant architectures

Cloud management
and orchestration

Capacity
management

Location-agnostic

Continuous monitoring

ATO management for FISMA, DIACAP and FedRAMP

U.S. Department of Veterans A�airs (VA) receives its ATO that 
inherits DCG FedRAMP controls.

+ Security controls are developed to secure the government 
 o�-the-shelf (GOTS) applications.

+ VA requires GOTS applications that will reside within
 the NIST Cloud.

GOTS
PL18

PS4

SI1

Agency

Agency

Agency

Enterprise-worthy

AC8

CA2

IR7

MA5

IA4

AU11

Dedicated
NIST Cloud

Features of the Dell Cloud for U.S. Government
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A user-centric approach to mobile 

computing leads to exceptional 

productivity and efficiency gains,  

but mission security is a top concern  

for federal agencies.

By Gary Rock

Optimizing mobility  
for the federal workforce

M
obile computing is transforming the 

way people live and work. Modern 

wireless technologies such as 4G cellular 

communication and WiFi networking offer 

constant connectivity. Ubiquitous smartphones, tablets and 

other mobile devices deliver unprecedented portability and 

flexibility. Push-enabled apps now bring data to the user, 

instead of requiring the user to search for the data, while 

cloud-based apps give users ready access to computing 

power at their fingertips. The utility and pervasiveness of 

mobile computing present a tremendous opportunity to 

boost productivity in both the public and private sectors.

Federal agencies in particular have much to gain from 

going mobile. Enabling uninterrupted connectivity and 

secure access to critical data, regardless of location, elevates 

effectiveness and responsiveness. Pairing rich application 

functionality with devices chosen for their suitability to task 
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boosts productivity and performance dramatically in many 

different areas. Use cases range from military and government 

field operations to hospitals, law enforcement, and housing 

and urban development.

Although the benefits are clear, concerns about security, 

manageability, resource availability and the networking 

infrastructure may complicate a mobility strategy. A priority 

for federal agencies is ensuring information security, access 

control and compliance to existing federal standards such as 

Federal Information Processing Standards (FIPS) and evolving 

best practices such as the National Institute of Standards and 

Technology (NIST) Cybersecurity framework. In addition, 

decision makers are concerned that managing a complex 

landscape of multiple devices with varied operating platforms 

can be a costly and time-consuming drain on IT resources. 

Moreover, delivering targeted application functionality is beyond 

the scope and bandwidth of many agency IT departments. 

When developing a mobility strategy, federal IT decision 

makers often encounter a gap between the IT realities of 

limited resources, management constraints and security 

requirements and the promise of heightened functionality, 

flexibility and productivity. Dell bridges this gap with an end-

to-end, enterprise-class mobility portfolio that takes a holistic, 

user-centric approach to mobile computing. 

Dell Mobility Solutions encompass a broad range of mobile 

device and laptop offerings along with mobile cybersecurity, 

management and application enablement solutions. This 

approach enables federal agencies to leverage open, 

standards-based technologies and interoperability with existing 

infrastructure to implement a holistic mobility strategy designed 

to best meet the needs of each of their mobile workgroups.

Enhanced mobile cybersecurity

Given the potentially sensitive nature of agency operations, 

the consequences of data loss or theft can be severe. In 

response, federal IT teams have gone to great lengths to 

safeguard information security. They may limit or prohibit 

connectivity to mission-related data outside secure 

environments, and employ physical barriers such as superglue 

to render laptop USB ports useless. 

As agency missions advance and the mobile workforce 

evolves, federal IT leaders are challenged to find flexible 

solutions that seamlessly incorporate the necessary  

IT security without hindering productivity. And this is no mean 

feat: Federal mobility strategies must take into account myriad 

IT security considerations. For example, IT security features and 

capabilities vary widely across mobile devices, storage media 

and applications, based on manufacturer, OS and other factors. 

Moreover, data accessed over mobile networks is at 

risk of being compromised. Mobile devices and laptops 

authorized to access an organization’s network may contain 

insecure consumer applications that interact with agency 

networks and applications — acting as conduits for malware 

and viruses. Theft or loss of devices and use of unsecured 

file-sharing sites also put agency data at risk.

Layered data protection 

Dell Mobility Solutions provide a layered approach to  

IT security that is designed to ensure data is protected at every 

level: from the device through the data center and into the 

cloud. To protect data at rest, Dell Data Protection | Encryption 

(DDP | E) solutions provide best-of-breed encryption for data 

wherever it resides, whether on devices, external media or 

public cloud storage. Dell offers the highest level of FIPS 

Publication (PUB) 140-2 level 3 protection commercially 

available for system disks with the optional Dell Data 

Protection | Hardware Crypto Accelerator.

To protect data in transit, Dell SonicWALL Secure Mobile 

Access appliances are designed to provide mobile workers 

with fast Secure Sockets Layer (SSL) virtual private network 

access to agency data and resources while protecting the 

network from cybersecurity threats. 

In some highly regulated situations, data cannot reside on 

the mobile device. That’s where Dell Cloud Client-Computing 

comes in. These desktop virtualization solutions are designed 

to dramatically reduce the risk of data loss and theft by 

centralizing user data, applications and resources in a secure 

Dell Mobility Solutions  

provide a layered approach to  

IT security that is designed  

to ensure data is protected  

at every level: from the  

device through the data center 

and into the cloud.
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data center — not on the device. Dell Cloud Client-

Computing solutions also provide advanced identity 

verification and robust, granular data security policies 

based on device and location. 

For an additional layer of protection, Dell mobile 

devices are developed to leverage the IT security and 

performance advantages built into Intel® processors, 

such as Intel® vPro™ technology. (See the sidebar, 

“Safeguarding missions on the move.”)

Network security, access and performance

In addition to protecting data, federal agencies must 

maintain the security of key assets such as networks and 

cloud-based operations. At the same time, applications are 

becoming increasingly complex and bandwidth-intensive. 

Information processing continues to be offloaded from 

mobile devices to the cloud, leading to a rise in network 

traffic between endpoints and data center servers. 

Moreover, workers are using mobile devices to access 

content that is richer than before. To deliver the fast, low-

latency network performance required for a positive user 

experience, federal agencies must tune the IT infrastructure 

for optimal network bandwidth and capacity.

Dell brings together solutions designed to control 

mobile access to sensitive agency resources and maintain 

IT security for the burgeoning mobile workforce. Dell One 

Identity Manager streamlines access management by 

supporting agency-wide access control and automated 

management of user identities and privileges. In addition, 

Dell Networking W-Series ClearPass GuestConnect 

provides scalable, easy-to-use visitor management 

capabilities, helping deliver secure wireless network access 

to agency employees, guests and their mobile devices. 

And to help protect the network, Dell SonicWALL Next-

Generation Firewalls combine intrusion prevention, anti-

malware prevention, and SSL decryption and inspection.

Many federal agencies also need ways to prioritize the 

performance of real-time communications technologies, 

such as voice over IP (VoIP) and the Microsoft® Lync® 

platform, over that of noncritical network traffic. The 

Dell Airwave™ network management suite enables IT 

to monitor and prioritize network traffic across wireless 

networks. Similarly, Dell OpenManage Network Manager 

supplies a unified web-based console for health and 

performance monitoring, configuration and change 

management of wired networks. 

Safeguarding 
missions on the move
Mobile devices are vulnerable to threats such as 

unauthorized usage, rootkits, viruses, malware and loss 

or exposure of protected data. Intel vPro technology — 

built into the Intel® Core™ processors deployed in Dell 

Venue 11 Pro Secure tablets — is designed to mitigate  

IT threats and streamline remote management.

Several hardware-based features help protect  

against attacks below the OS. These include Intel® 

Trusted Execution Technology (Intel® TXT) and  

Intel® Virtualization Technology (Intel® VT) for 

centralized image management and administration, 

secure network storage and out-of-band protection.

Intel vPro also provides multiple layers of account 

authentication to safeguard confidential, mission-critical 

information. Intel® Identity Protection Technology, for 

example, supports hardware-based user authentication 

with an embedded one-time password, built-in 

public key infrastructure and protected transactions 

display. Intel® Advanced Encryption Standard New 

Instructions (Intel® AES-NI) is designed to accelerate 

compute-intensive data encryption and decryption. 

The technology uses Intel® Secure Key hardware-based 

encryption, which boosts security for online transactions.

Intel vPro enables remote access to the Venue 11  

Pro Secure tablet, regardless of its power state or 

the condition of the OS. As a result, administrators 

can quickly deploy security patches, remotely unlock 

encrypted drives and manage data security settings. 

Combined with the outstanding PC-level performance 

and low power consumption of Intel Core processors, 

Intel vPro is designed to deliver an added layer of  

IT security for mobile agency workers.
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Streamlined device and infrastructure management 

Although mobile devices and laptops can be very powerful, 

the reality is that no single device meets all end-user 

computing needs, such as mobile functionality, constant 

connectivity, content consumption, content creation and full 

application access. In fact, people typically carry an average 

of three different devices.

The result: IT must support a broad range of endpoints, 

applications and operating systems, introducing tremendous 

management complexity. Mobile devices such as 

smartphones and tablets are typically managed using different 

tools than traditional endpoints such as laptops and desktops, 

requiring IT administrators to gain proficiency on multiple 

platforms and operating environments. The huge variability 

Zeroing in on specific agency 
requirements
An effective federal mobility strategy should be tailored 

to meet the needs of specific user groups, environments 

and agency goals. At any given time, federal agencies 

may have workgroups or users who fit into one of three 

usage models.

Basic mobile enablement. Secure, easy access to 

basic collaboration tools such as email, calendaring and 

contact management is all some mobile employees need 

to enhance productivity. To help support these workers, 

federal IT groups can use Dell Enterprise Mobility 

Management (EMM) and Dell SonicWALL Secure Mobile 

Access solutions.

Full application access. Employees who travel 

frequently need secure, reliable access to a full suite of 

productivity tools. For an optimal balance of mobility 

and performance, the Dell Venue 11 Pro Secure tablet 

offers exceptional flexibility by combining the power 

of an Ultrabook™ device, the functionality of a desktop 

and the portability of a tablet. In addition, Dell Cloud 

Client-Computing enables employees to use their 

own devices to get work done without requiring 

sensitive data to leave the secure cloud. And EMM 

helps create a secure enterprise workspace on laptops 

that separates agency and personal applications. Local 

execution helps mobile employees securely access 

agency applications and data anywhere, anytime — 

even without a network connection.

Custom application delivery. Many agencies depend 

on the successful performance of federal employees with 

mission-critical jobs. These employees require access to 

job-specific, native mobile applications that sustain their 

work. Dell Custom Application Development Services help 

agencies create new mobile applications optimized for 

particular use cases. These custom mobile applications 

can be deployed on a versatile device such as the  

Venue 11 Pro Secure tablet to help mobile employees  

stay productive wherever the mission takes them.

Drawing from its rich portfolio of IT security, 

management, desktop virtualization, and application 

development and modernization capabilities, Dell 

provides objective recommendations to help agencies 

deliver targeted, user-centric mobility solutions. Working 

with Dell, federal IT decision makers can determine 

functional requirements and identify the mobile 

technologies best suited for enhancing productivity and 

optimizing IT efficiency. 
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in functionality and coverage of management systems often 

results in IT purchasing multiple tools, leading to more time 

spent implementing and coordinating the tools and less time 

on core IT responsibilities.

To help federal IT groups focus on supporting worker 

productivity, Dell Enterprise Mobility Management (EMM) is 

designed to simplify endpoint management and security. 

EMM enables IT to securely manage endpoints — including 

smartphones, tablets, laptops and desktops as well as secure 

enterprise workspaces within the endpoints — all from a 

single interface. This unified solution integrates several 

common mobile administration functions: management of 

systems, mobile devices, applications, content, policies and 

encryption; secure remote access to enterprise resources; 

user self-service; and real-time reporting and alerts. 

Administrators can decide how they manage each endpoint, 

whether by user identity or use case. 

Dell Cloud Client-Computing solutions also streamline 

infrastructure management. Because virtual desktops are 

designed to be delivered to any device or OS, IT manages 

virtual desktops instead of individual devices — helping 

simplify IT and reduce complexity. 

Tailored application functionality 

To take full advantage of the transformative power of mobile 

computing, agencies need to provide employees with 

access to mission-critical applications from a wide range of 

devices and locations. However, delivering the right mobile 

application functionality to the right device can be complex 

and time-consuming. For example, third-party apps may be 

well suited for some use cases, but they must still be vetted 

for IT security and manageability.

The particular needs of government operations may 

require agencies to tailor mobile applications for multiple 

device and OS types. Application modernization and custom 

mobile application development require budget and expertise 

that may not be readily available. Staff resources are also 

necessary to update mobile applications periodically, typically 

after OS upgrades or modifications.

To streamline the process of delivering targeted 

functionality in mobile applications, Dell works with 

agencies to identify requirements based on specific usage 

models. (See the sidebar, “Zeroing in on specific agency 

requirements.”) Based on user requirements, the appropriate 

mobile application functionality can be delivered through 

off-the-shelf apps from federal-certified vendors, custom 

mobile application development, application modernization 

or desktop virtualization. To optimize mobile applications for 

the desired devices and use cases, agencies can work with 

Dell Custom Application Development Services to provide 

essential capabilities in an efficient, user-friendly interface 

designed specifically for mobile platforms. 

Desktop virtualization offers a cost-effective alternative that 

enables end users to access applications and data from any 

internet-connected device while adhering to strict federal IT 

security regulations such as limitations on locally stored data. Dell 

Cloud Client-Computing solutions incorporate high-performance 

data center systems, clients, services, software and reference 

architectures to provide end-to-end desktop virtualization 

solutions. These pre-configured, pretested solutions enable 

agencies to minimize complexity and speed time to value. 

Integrated mobility strategy 

It takes a holistic approach to create an end-to-end mobility 

strategy that successfully addresses end-user wants and 

agency requirements — while overcoming barriers of IT 

security risk, management complexity, limited resources and 

infrastructure constraints.

Dell Mobility Solutions are designed to cover every aspect 

of enterprise-grade mobility through a user-based approach, 

which leads to optimized worker productivity that heightens 

overall agency performance. As a result, these solutions 

enable federal IT leaders to incorporate mobile computing 

as a key element in organizational process design. When an 

integrated solution set works together seamlessly, federal 

IT leaders are able to deliver technology that empowers 

the workforce, enhances organizational performance and 

supports innovation through simplified IT control.

  Author

Gary Rock is the federal field marketing consultant for client solutions 

at Dell. He has 20 years of experience specializing in business devices, 

virtual desktop infrastructure and endpoint management. Follow him 

on Twitter @RockatDell.

  Learn more

Dell Mobility Solutions:

www.dellmobilitysolutions.com

Dell, OpenManage, SonicWALL and Venue are trademarks of Dell, Inc.

http://www.twitter.com/RockatDell
http://www.dellmobilitysolutions.com
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F
ederal investments in big data initiatives are on 

the rise as agency leaders envision innovative new 

ways to draw upon all kinds of information. And for 

good reason. Much of the data being created today 

is unstructured: documents, log files, email, text, images, 

video, social media, sensor data and more. Combining 

integration with the analysis of structured, semistructured and 

unstructured data reveals patterns, trends and opportunities. 

These insights can be powerful aids to strategic planning and 

tactical decision making.

Moreover, big data provides critical input for threat and 

vulnerability assessments, bolstering the federal government’s 

cybersecurity posture. That’s also the case in the private 

sector: Gartner predicts that by 2016, 25 percent of large 

global companies will have adopted big data analytics 

for at least one security or fraud detection use case, up 

from 8 percent today, and will achieve a positive return on 

investment within the first six months of implementation.1

Traditional relational database tools often lack the capability 

to scale, store and analyze large amounts of unstructured 

data effectively. As a result, specialized technologies that 

facilitate working with large, complex data sets have 

emerged, including high-performance computing clusters 

used for massively parallel processing. Data platforms such as 

An integrated strategy for big data management and analysis 

unlocks powerful insights and intelligence to help improve 

government operations and services.

By Joey Jablonski and Armando Acosta

Big data sharpens federal agency 
acumen, response and  
operational efficiency

1 “By 2016, 25 Percent of Large Global Companies Will Have Adopted Big Data Analytics For 
At Least One Security or Fraud Detection Use Case,” Gartner press release, February 6, 2014, 
gartner.com/newsroom/id/2663015.

http://gartner.com/newsroom/id/2663015
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the Apache™ Hadoop® framework have been 

designed to store high-volume, high-velocity 

unstructured data sets. In turn, advanced 

integrated analytics tools extract insights and 

intelligence from disparate data sources.

Federal big data initiatives must address 

security issues specific to government 

data, which is often sensitive or classified. 

Integrating data both within and across 

departments adds to security considerations; 

for example, when individual pieces or types 

of unclassified data are integrated, they can 

become classified in their combined form. 

Additionally, public-access initiatives place 

a significant burden on agencies to help 

ensure the privacy of individual citizens.

As a result, heightened cybersecurity is 

now mission critical for federal agencies, 

with end-to-end data encryption, advanced 

user authentication and strict access controls 

becoming the norm. Federal agencies also 

must adhere to stringent federal security 

standards, such as Federal Information 

Processing Standard (FIPS) Publication 

(PUB) 140-2, or consider adopting best 

practices detailed in the evolving National 

Institute of Standards and Technology (NIST) 

Cybersecurity Framework being incorporated 

across agency environments and the private 

sector. Plus, federal agencies must address 

privacy considerations such as anonymous 

access to public information. 

Promising opportunities 

Big data promises to improve the efficiency, 

responsiveness and effectiveness of 

government functions across federal 

agencies. There are many areas in which 

data enables improved decision making 

for the government. Common use cases 

include identification of insider threats and 

the analysis of cybersecurity data to stop and 

prevent cyberattacks. 

For example, federal organizations can 

leverage big data to detect fraud and waste. 

Big data analysis helps identify people who 

are fraudulently billing the government for 

services, as well as those who are taking 

benefits to which they are not entitled. Big data 

allows fraud investigators to target their limited 

resources in areas that are likely to yield a 

positive outcome. Furthermore, big data helps 

identify trends that can be used to plan and 

administer new services and programs.

Moreover, many agencies are mandated 

by executive order to provide open and easy 

public access to anonymized government 

data sets. Citizens are free to use this data as 

they wish, such as to build new apps, plan 

social actions and more. While information 

access is essential, data confidentiality — 

whether protected by law, mandate or 

expectation — must be maintained as well.

Additionally, federal agencies can use 

big data to boost employee satisfaction 

and retention. Not only do agencies want 

to enhance efficiency by minimizing staff 

turnover, but they also need to avoid 

security breaches created by disgruntled 

employees. When agencies lack visibility 

into contributing factors, sparse data is 

rarely the problem: Agencies often have 

extensive information about their employees 

Federal big data 

initiatives must address 

security issues specific 

to government data, 

which is often sensitive 

or classified. Integrating 

data both within and 

across departments  

adds to security 

considerations. 
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Behavior insights: Learn what your stakeholders and citizens think 
about your agency and mission in real time

Predictions based on trends: Predict future trends based on past 
behavior and status

Agility and interactivity for KPIs: Run the agency using standardized 
metrics for rapid response to organizational changes

Storing and modeling: Consolidate data into e�cient storage, 
integrate siloed data and apply data quality measures

Initial data recording and archiving: Begin data recording and 
very basic ad hoc analysis
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ty

Cognitive
analytics

Predictive
analytics

Proactive reporting
and analysis

Data integration
and consolidation

Data collection
and basic analysis

Five levels of analytical maturity for achieving actionable intelligence

from human resources records, 

employee surveys and performance 

reviews. The problem is that these 

varied types of data are typically stored 

in disparate silos that are not easily 

combined and analyzed. 

Targeted approach to desired 

outcomes and metrics 

Turning large stores of data into 

actionable insights is a journey 

that builds upon several levels of 

deepening analytical maturity (see 

figure). How a federal organization 

approaches big data analysis depends 

on where it is right now. Fundamental 

abilities such as casual data access 

should be in place before moving 

to proactive reporting. Similarly, 

organizations need to establish 

reporting systems before delving into 

predictive and cognitive analytics.

At all levels, careful assessment, 

planning and design are paramount. 

Although specialized technologies 

abound, many agencies already have 

a robust data infrastructure in place. 

A targeted approach that integrates 

existing skill sets, capabilities and new 

technologies with desired outcomes 

and metrics yields the best results.

The first step is to determine 

organizational goals and priorities. 

To measure success toward those 

goals, key performance indicators 

(KPIs) should be identified. KPIs can 

then be mapped to data sources that 

contribute to those indicators, followed 

by analytics designed to advance 

understanding, correlate events, identify 

triggers and predict outcomes.

Agencies can use organizational 

goals as a driver to assess existing 

data platforms and the necessity of 

adding platforms to accommodate 

new data types. Many agencies 

already use relational databases, 

such as Oracle® Database 12c, 

MySQL and Microsoft® SQL Server® 

platforms, which can meet the bulk of 

structured data storage requirements. 

Sometimes, simply extending these 

systems is sufficient. However, 

traditional databases are not typically 

designed to handle semistructured 

and unstructured data types.

For agencies that must support 

massive unstructured data sets, open-

source platforms such as the Hadoop 

framework or NoSQL databases such 

as the Apache Cassandra™ and the 

MongoDB® database management 

systems may be desirable; they are 

cost-effective, highly optimized, 

scalable, flexible and fault-tolerant. 

Other options include high-speed 

in-memory technologies such as  

the SAP HANA® platform and the 

Apache Spark™ engine.

As an example of analytics in action, 

consider a big data initiative to improve 

agency staffing. This initiative must 

be designed to intelligently integrate 

data across varied sources to measure 

employee satisfaction, identify trends 

in retention and loss, and perhaps even 

predict behavior. Data analysis may 

reveal certain trends, provide insights 

into why these trends are happening 

and spark ideas for ways to reverse or 

reinforce them.

At the outset, some agencies 

might use a recording tool such 

as Microsoft® Excel® spreadsheet 
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software to perform ad hoc data 

collection and basic analysis of primary 

data sources. This fundamental level 

of analytical maturity applies simple 

tools to help capture the progress of 

an organization’s events and answer 

simple questions: “Who are my 

longest-serving employees?” 

At the next level, integrating 

and consolidating data across silos 

lets agencies derive organizational 

relationships by storing data in a logical 

fashion. This process helps determine 

qualitative measurements: “Who are the 

top performers in each department?” 

Once basic analysis and integration 

capabilities are in place, advanced levels 

of analytics can be added. Proactive 

reporting and analysis help establish 

KPIs and other standard measurements 

of organizational success: “What is my 

rate of retention?” Predictive analytics 

enable organizations to anticipate 

future behavior and make reasonable 

forecasts based on historical trends: 

“Fifteen percent of employees between 

the ages of 25 and 29 will leave in the 

next five years.” And cognitive analytics 

can reveal the root cause of behaviors 

and other advanced behavioral insights: 

“Employees are unhappy that they can’t 

use Facebook in the office.”

Standards-based technologies

To help agencies tailor big data 

deployments cost-effectively to specific 

federal agency requirements, Dell 

combines a consultative approach with a 

comprehensive portfolio of technology 

and service offerings. (See the sidebar, 

“Proofs of concept under test.”)

Integrated big data solutions 

from Dell include standards-based 

hardware and software that are built 

on a foundation of the company’s 

intellectual property. Leading-edge 

analytics and visualization capabilities 

are delivered through software from 

recently acquired companies Kitenga 

and StatSoft. Tools from Dell Software, 

such as Toad Business Intelligence Suite 

and the Boomi AtomSphere platform, 

support rapid integration of data across 

disparate sources. Moreover, Dell has 

teamed up with Cloudera to create 

the Dell | Cloudera Hadoop Reference 

Architecture, an open-source, end-to-

end big data implementation designed 

for rapid deployment in production 

environments. (See the sidebar, “Open 

source, mission ready.”)

Dell works closely with federal 

organizations to evaluate the range of 

available solutions and find the options 

that best suit their needs. These open, 

modular and scalable offerings are 

engineered to work seamlessly with 

each other, as well as with an agency’s 

Proofs of concept  
under test 
Firsthand experience is often the best way to grasp the potential of 

complex IT ecosystems. At Dell Solution Centers, a global network of 

dedicated state-of-the-art technical labs, federal IT decision makers can 

put big data technologies through their paces.

Dell Solution Centers help agencies evaluate potential use-case 

scenarios through technical briefings, architectural design sessions and 

proof-of-concept engagements provided by teams of solution experts. 

Hands-on evaluations and comprehensive testing opportunities enable 

organizations to verify the utility and effectiveness of possible solutions.

Federal IT decision makers can gain in-depth knowledge of Dell big 

data offerings and investigate how these technologies integrate with 

existing data platforms. Before investing in a solution, agencies can get 

an up-close look at how their applications work with various big data 

technologies, as well as determine potential time and cost savings.
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existing investments — so agencies are not locked into 

complex and costly legacy platforms and systems.

The federal government, transformed 

Developing a cohesive, integrated strategy for big data 

management and analysis helps federal organizations meet 

presidential mandates to improve efficiency, transparency 

and responsiveness. An open, flexible, standards-based 

approach enables agencies to extract actionable insights and 

intelligence from rich repositories of data. 

Dell experts can help determine organizational goals 

and key metrics to drive the design of an integrated big data 

solution that augments existing infrastructure with suitable 

technologies. With a foundation of big data capabilities 

tailored to specific organizational needs, federal IT leaders 

can gather the mission-critical intelligence they need to 

inform decision making and transform agency operations 

and services. 

Open source, mission ready 
Industry collaboration with the open-source community 

has been vital to the success of big data technologies. 

Open-source initiatives such as Apache Hadoop — a 

powerful, highly scalable platform for working with large 

volumes of unstructured data — provide standards-

based frameworks upon which organizations can 

innovate, leading to quick development of advanced 

features and functionality.

For example, Dell partnered with Cloudera in 

2011 to create the Dell | Cloudera Hadoop Reference 

Architecture solution, which runs on optimized Dell 

PowerEdge C-Series or R-Series servers powered by 

Intel® Xeon® processors. The solution includes CDH, 

an open-source distribution of Hadoop from Cloudera 

that comprises a comprehensive set of open-source 

software components needed to build a Hadoop 

environment. The components can be activated on  

an as-needed basis. 

CDH is designed to integrate with a wide range 

of operating systems and hardware; databases and 

data warehouses; business intelligence systems; 

and extract, transform and load (ETL) systems. The 

Dell | Cloudera solution also includes reference 

architectures, best-practice guidelines, built-in 

management tools, training, and joint technology 

support and professional services — all supporting 

rapid deployment and streamlined management.

To address security concerns, the open-source 

community has created innovative capabilities that 

help ensure data protection, access control, and 

adherence to federal security standards of Hadoop 

and other open-source technologies. For instance, 

the Apache Accumulo™ data storage and retrieval 

system supports advanced access control of sensitive 

data stored in the Hadoop Distributed File System. 

Accumulo was initially created by the National Security 

Agency, which eventually contributed the project to 

the Apache Foundation. 

Moreover, Intel initiated the open-source Project 

Rhino to develop a consistent security framework for 

all the components and technologies that comprise 

Apache Hadoop. Project Rhino is designed to improve 

encryption, enhance user authentication and provide 

granular security for Hadoop. 

Dell, AtomSphere, Boomi, Kitenga, PowerEdge and Toad are trademarks of Dell Inc.

  Learn more

Dell Apache Hadoop solutions for big data:

Dell.com/Hadoop

Kitenga Analytics Suite:

qrs.ly/l7478fq

Dell and StatSoft:

Dell.com/StatSoft
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