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A user-centric approach to mobile 

computing leads to exceptional 

productivity and efficiency gains,  

but mission security is a top concern  

for federal agencies.

By Gary Rock

Optimizing mobility  
for the federal workforce

M
obile computing is transforming the 

way people live and work. Modern 

wireless technologies such as 4G cellular 

communication and WiFi networking offer 

constant connectivity. Ubiquitous smartphones, tablets and 

other mobile devices deliver unprecedented portability and 

flexibility. Push-enabled apps now bring data to the user, 

instead of requiring the user to search for the data, while 

cloud-based apps give users ready access to computing 

power at their fingertips. The utility and pervasiveness of 

mobile computing present a tremendous opportunity to 

boost productivity in both the public and private sectors.

Federal agencies in particular have much to gain from 

going mobile. Enabling uninterrupted connectivity and 

secure access to critical data, regardless of location, elevates 

effectiveness and responsiveness. Pairing rich application 

functionality with devices chosen for their suitability to task 
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boosts productivity and performance dramatically in many 

different areas. Use cases range from military and government 

field operations to hospitals, law enforcement, and housing 

and urban development.

Although the benefits are clear, concerns about security, 

manageability, resource availability and the networking 

infrastructure may complicate a mobility strategy. A priority 

for federal agencies is ensuring information security, access 

control and compliance to existing federal standards such as 

Federal Information Processing Standards (FIPS) and evolving 

best practices such as the National Institute of Standards and 

Technology (NIST) Cybersecurity framework. In addition, 

decision makers are concerned that managing a complex 

landscape of multiple devices with varied operating platforms 

can be a costly and time-consuming drain on IT resources. 

Moreover, delivering targeted application functionality is beyond 

the scope and bandwidth of many agency IT departments. 

When developing a mobility strategy, federal IT decision 

makers often encounter a gap between the IT realities of 

limited resources, management constraints and security 

requirements and the promise of heightened functionality, 

flexibility and productivity. Dell bridges this gap with an end-

to-end, enterprise-class mobility portfolio that takes a holistic, 

user-centric approach to mobile computing. 

Dell Mobility Solutions encompass a broad range of mobile 

device and laptop offerings along with mobile cybersecurity, 

management and application enablement solutions. This 

approach enables federal agencies to leverage open, 

standards-based technologies and interoperability with existing 

infrastructure to implement a holistic mobility strategy designed 

to best meet the needs of each of their mobile workgroups.

Enhanced mobile cybersecurity

Given the potentially sensitive nature of agency operations, 

the consequences of data loss or theft can be severe. In 

response, federal IT teams have gone to great lengths to 

safeguard information security. They may limit or prohibit 

connectivity to mission-related data outside secure 

environments, and employ physical barriers such as superglue 

to render laptop USB ports useless. 

As agency missions advance and the mobile workforce 

evolves, federal IT leaders are challenged to find flexible 

solutions that seamlessly incorporate the necessary  

IT security without hindering productivity. And this is no mean 

feat: Federal mobility strategies must take into account myriad 

IT security considerations. For example, IT security features and 

capabilities vary widely across mobile devices, storage media 

and applications, based on manufacturer, OS and other factors. 

Moreover, data accessed over mobile networks is at 

risk of being compromised. Mobile devices and laptops 

authorized to access an organization’s network may contain 

insecure consumer applications that interact with agency 

networks and applications — acting as conduits for malware 

and viruses. Theft or loss of devices and use of unsecured 

file-sharing sites also put agency data at risk.

Layered data protection 

Dell Mobility Solutions provide a layered approach to  

IT security that is designed to ensure data is protected at every 

level: from the device through the data center and into the 

cloud. To protect data at rest, Dell Data Protection | Encryption 

(DDP | E) solutions provide best-of-breed encryption for data 

wherever it resides, whether on devices, external media or 

public cloud storage. Dell offers the highest level of FIPS 

Publication (PUB) 140-2 level 3 protection commercially 

available for system disks with the optional Dell Data 

Protection | Hardware Crypto Accelerator.

To protect data in transit, Dell SonicWALL Secure Mobile 

Access appliances are designed to provide mobile workers 

with fast Secure Sockets Layer (SSL) virtual private network 

access to agency data and resources while protecting the 

network from cybersecurity threats. 

In some highly regulated situations, data cannot reside on 

the mobile device. That’s where Dell Cloud Client-Computing 

comes in. These desktop virtualization solutions are designed 

to dramatically reduce the risk of data loss and theft by 

centralizing user data, applications and resources in a secure 

Dell Mobility Solutions  

provide a layered approach to  

IT security that is designed  

to ensure data is protected  

at every level: from the  

device through the data center 

and into the cloud.



Mobility

Dell.com/federal |  2014 Federal government special edition 21Reprinted from Dell Power Solutions, 2014 Federal government special edition. 
Copyright © 2014 Dell Inc. All rights reserved.

Reprinted from Dell Power Solutions, 2014 Federal government special edition. 
Copyright © 2014 Dell Inc. All rights reserved.

data center — not on the device. Dell Cloud Client-

Computing solutions also provide advanced identity 

verification and robust, granular data security policies 

based on device and location. 

For an additional layer of protection, Dell mobile 

devices are developed to leverage the IT security and 

performance advantages built into Intel® processors, 

such as Intel® vPro™ technology. (See the sidebar, 

“Safeguarding missions on the move.”)

Network security, access and performance

In addition to protecting data, federal agencies must 

maintain the security of key assets such as networks and 

cloud-based operations. At the same time, applications are 

becoming increasingly complex and bandwidth-intensive. 

Information processing continues to be offloaded from 

mobile devices to the cloud, leading to a rise in network 

traffic between endpoints and data center servers. 

Moreover, workers are using mobile devices to access 

content that is richer than before. To deliver the fast, low-

latency network performance required for a positive user 

experience, federal agencies must tune the IT infrastructure 

for optimal network bandwidth and capacity.

Dell brings together solutions designed to control 

mobile access to sensitive agency resources and maintain 

IT security for the burgeoning mobile workforce. Dell One 

Identity Manager streamlines access management by 

supporting agency-wide access control and automated 

management of user identities and privileges. In addition, 

Dell Networking W-Series ClearPass GuestConnect 

provides scalable, easy-to-use visitor management 

capabilities, helping deliver secure wireless network access 

to agency employees, guests and their mobile devices. 

And to help protect the network, Dell SonicWALL Next-

Generation Firewalls combine intrusion prevention, anti-

malware prevention, and SSL decryption and inspection.

Many federal agencies also need ways to prioritize the 

performance of real-time communications technologies, 

such as voice over IP (VoIP) and the Microsoft® Lync® 

platform, over that of noncritical network traffic. The 

Dell Airwave™ network management suite enables IT 

to monitor and prioritize network traffic across wireless 

networks. Similarly, Dell OpenManage Network Manager 

supplies a unified web-based console for health and 

performance monitoring, configuration and change 

management of wired networks. 

Safeguarding 
missions on the move
Mobile devices are vulnerable to threats such as 

unauthorized usage, rootkits, viruses, malware and loss 

or exposure of protected data. Intel vPro technology — 

built into the Intel® Core™ processors deployed in Dell 

Venue 11 Pro Secure tablets — is designed to mitigate  

IT threats and streamline remote management.

Several hardware-based features help protect  

against attacks below the OS. These include Intel® 

Trusted Execution Technology (Intel® TXT) and  

Intel® Virtualization Technology (Intel® VT) for 

centralized image management and administration, 

secure network storage and out-of-band protection.

Intel vPro also provides multiple layers of account 

authentication to safeguard confidential, mission-critical 

information. Intel® Identity Protection Technology, for 

example, supports hardware-based user authentication 

with an embedded one-time password, built-in 

public key infrastructure and protected transactions 

display. Intel® Advanced Encryption Standard New 

Instructions (Intel® AES-NI) is designed to accelerate 

compute-intensive data encryption and decryption. 

The technology uses Intel® Secure Key hardware-based 

encryption, which boosts security for online transactions.

Intel vPro enables remote access to the Venue 11  

Pro Secure tablet, regardless of its power state or 

the condition of the OS. As a result, administrators 

can quickly deploy security patches, remotely unlock 

encrypted drives and manage data security settings. 

Combined with the outstanding PC-level performance 

and low power consumption of Intel Core processors, 

Intel vPro is designed to deliver an added layer of  

IT security for mobile agency workers.
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Streamlined device and infrastructure management 

Although mobile devices and laptops can be very powerful, 

the reality is that no single device meets all end-user 

computing needs, such as mobile functionality, constant 

connectivity, content consumption, content creation and full 

application access. In fact, people typically carry an average 

of three different devices.

The result: IT must support a broad range of endpoints, 

applications and operating systems, introducing tremendous 

management complexity. Mobile devices such as 

smartphones and tablets are typically managed using different 

tools than traditional endpoints such as laptops and desktops, 

requiring IT administrators to gain proficiency on multiple 

platforms and operating environments. The huge variability 

Zeroing in on specific agency 
requirements
An effective federal mobility strategy should be tailored 

to meet the needs of specific user groups, environments 

and agency goals. At any given time, federal agencies 

may have workgroups or users who fit into one of three 

usage models.

Basic mobile enablement. Secure, easy access to 

basic collaboration tools such as email, calendaring and 

contact management is all some mobile employees need 

to enhance productivity. To help support these workers, 

federal IT groups can use Dell Enterprise Mobility 

Management (EMM) and Dell SonicWALL Secure Mobile 

Access solutions.

Full application access. Employees who travel 

frequently need secure, reliable access to a full suite of 

productivity tools. For an optimal balance of mobility 

and performance, the Dell Venue 11 Pro Secure tablet 

offers exceptional flexibility by combining the power 

of an Ultrabook™ device, the functionality of a desktop 

and the portability of a tablet. In addition, Dell Cloud 

Client-Computing enables employees to use their 

own devices to get work done without requiring 

sensitive data to leave the secure cloud. And EMM 

helps create a secure enterprise workspace on laptops 

that separates agency and personal applications. Local 

execution helps mobile employees securely access 

agency applications and data anywhere, anytime — 

even without a network connection.

Custom application delivery. Many agencies depend 

on the successful performance of federal employees with 

mission-critical jobs. These employees require access to 

job-specific, native mobile applications that sustain their 

work. Dell Custom Application Development Services help 

agencies create new mobile applications optimized for 

particular use cases. These custom mobile applications 

can be deployed on a versatile device such as the  

Venue 11 Pro Secure tablet to help mobile employees  

stay productive wherever the mission takes them.

Drawing from its rich portfolio of IT security, 

management, desktop virtualization, and application 

development and modernization capabilities, Dell 

provides objective recommendations to help agencies 

deliver targeted, user-centric mobility solutions. Working 

with Dell, federal IT decision makers can determine 

functional requirements and identify the mobile 

technologies best suited for enhancing productivity and 

optimizing IT efficiency. 
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in functionality and coverage of management systems often 

results in IT purchasing multiple tools, leading to more time 

spent implementing and coordinating the tools and less time 

on core IT responsibilities.

To help federal IT groups focus on supporting worker 

productivity, Dell Enterprise Mobility Management (EMM) is 

designed to simplify endpoint management and security. 

EMM enables IT to securely manage endpoints — including 

smartphones, tablets, laptops and desktops as well as secure 

enterprise workspaces within the endpoints — all from a 

single interface. This unified solution integrates several 

common mobile administration functions: management of 

systems, mobile devices, applications, content, policies and 

encryption; secure remote access to enterprise resources; 

user self-service; and real-time reporting and alerts. 

Administrators can decide how they manage each endpoint, 

whether by user identity or use case. 

Dell Cloud Client-Computing solutions also streamline 

infrastructure management. Because virtual desktops are 

designed to be delivered to any device or OS, IT manages 

virtual desktops instead of individual devices — helping 

simplify IT and reduce complexity. 

Tailored application functionality 

To take full advantage of the transformative power of mobile 

computing, agencies need to provide employees with 

access to mission-critical applications from a wide range of 

devices and locations. However, delivering the right mobile 

application functionality to the right device can be complex 

and time-consuming. For example, third-party apps may be 

well suited for some use cases, but they must still be vetted 

for IT security and manageability.

The particular needs of government operations may 

require agencies to tailor mobile applications for multiple 

device and OS types. Application modernization and custom 

mobile application development require budget and expertise 

that may not be readily available. Staff resources are also 

necessary to update mobile applications periodically, typically 

after OS upgrades or modifications.

To streamline the process of delivering targeted 

functionality in mobile applications, Dell works with 

agencies to identify requirements based on specific usage 

models. (See the sidebar, “Zeroing in on specific agency 

requirements.”) Based on user requirements, the appropriate 

mobile application functionality can be delivered through 

off-the-shelf apps from federal-certified vendors, custom 

mobile application development, application modernization 

or desktop virtualization. To optimize mobile applications for 

the desired devices and use cases, agencies can work with 

Dell Custom Application Development Services to provide 

essential capabilities in an efficient, user-friendly interface 

designed specifically for mobile platforms. 

Desktop virtualization offers a cost-effective alternative that 

enables end users to access applications and data from any 

internet-connected device while adhering to strict federal IT 

security regulations such as limitations on locally stored data. Dell 

Cloud Client-Computing solutions incorporate high-performance 

data center systems, clients, services, software and reference 

architectures to provide end-to-end desktop virtualization 

solutions. These pre-configured, pretested solutions enable 

agencies to minimize complexity and speed time to value. 

Integrated mobility strategy 

It takes a holistic approach to create an end-to-end mobility 

strategy that successfully addresses end-user wants and 

agency requirements — while overcoming barriers of IT 

security risk, management complexity, limited resources and 

infrastructure constraints.

Dell Mobility Solutions are designed to cover every aspect 

of enterprise-grade mobility through a user-based approach, 

which leads to optimized worker productivity that heightens 

overall agency performance. As a result, these solutions 

enable federal IT leaders to incorporate mobile computing 

as a key element in organizational process design. When an 

integrated solution set works together seamlessly, federal 

IT leaders are able to deliver technology that empowers 

the workforce, enhances organizational performance and 

supports innovation through simplified IT control.
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