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P
rivate cloud computing advances 

efficiency and helps reduce total 

cost of ownership (TCO) through a 

secure, virtualized environment for 

automated management, enhanced utilization 

of IT resources, and improved availability. 

By implementing cloud-based services on 

resources that are dedicated to a single 

organization, private cloud computing affords 

the same self-service, scalability, and elasticity 

benefits that can be derived from public cloud 

computing. At the same time, organizations 

gain additional control and customization 

over the infrastructure and data by either 

implementing private cloud computing on 

premises or hosting it off premises.

Private cloud service delivery is 

accomplished using one of two models. 

An infrastructure-as-a-service (IaaS) model 

provides on-demand access to resources—

compute, network, and storage—that 

support operations. A platform-as-

a-service (PaaS) model—such as the 

Windows Azure™ cloud platform—provides 

an OS, development tools, execution 

runtime, a database, and a Web server.

The Dell vStart 1000m enterprise-

class private cloud infrastructure is an IaaS 

offering that is validated for the Microsoft 

Private Cloud Fast Track program, a 

reference architecture for building a  

preconfigured private cloud. The vStart 

1000m infrastructure utilizes the Microsoft 

Windows Server® 2008 R2 Datacenter 

edition OS with Service Pack 1 (SP1), 

the Microsoft Hyper-V® hypervisor, and 

Microsoft System Center 2012 management 

tools. It integrates Dell PowerEdge™ blade 

servers, Dell Force10™ network switches, 

Dell Compellent™ Storage Center™ storage 

area network (SAN) arrays, and Dell systems 

management software such as the Dell 

OpenManage™ suite. Microsoft and Dell 

codeveloped the vStart 1000m infrastructure 

for Microsoft Private Cloud Fast Track, which 

is designed to help organizations of all sizes 

accelerate deployment and reduce TCO for 

a private cloud environment.

Private clouds optimize utilization and management of IT 

resources to heighten availability. Microsoft® Private Cloud 

Fast Track reference architecture expands the Dell™ vStart 

1000m infrastructure to offer enterprise-class private  

cloud computing.

By Brian Gautreau and Gong Wang

Building robust 
private cloud services 
infrastructures

 Rapid virtualization

The Dell vStart infrastructure offers comprehensive virtualization that 
can be implemented quickly and easily. View this video to learn more 
about getting started with a Dell vStart virtualized environment.
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The vStart private cloud architecture 

consists of two primary parts. The physical 

infrastructure called the fabric—comprising 

servers, networking, and storage—hosts and 

runs all tenant virtual machines. The fabric 

management is a set of virtual machines 

comprising Dell systems management 

software and Microsoft System Center 2012 

components (see Figure 1).

Configuring the fabric  

of physical architectures

The Dell vStart 1000m infrastructure fabric 

consists of the following precabled and 

preconfigured components:

•	 Eight, 16, 24, or 32 Dell PowerEdge M620  

blade servers residing in one or two Dell 

PowerEdge M1000e modular blade enclosures

•	 A Dell Compellent Storage Center array 

with the Compellent Series 40 controller, 

including a range of Serial Attached SCSI 

(SAS) enclosures

•	 Two Dell Force10 S4810 network switches 

and one Force10 S55 switch

•	 Two Brocade 5100 Fibre Channel switches

•	 Two Dell PowerEdge R620 servers

Server architecture

The Dell PowerEdge M620 blade server—

powered by the Intel® Xeon® processor 

E5-2600 product family and the Dell Select 

Network Adapter flexible network interface 

card (NIC) technology—offers a hyperdense 

design for high-performance processing 

in a compact form factor. It is designed to 

provide up to 768 GB memory capacity and 

scalable I/O capabilities. 

The PowerEdge M1000e blade 

enclosure supports up to 16 half-height 

blade servers such as the PowerEdge M620, 

enhancing data center efficiency through 

its shared power, cooling, networking, and 

management infrastructure. It also integrates 

enclosure management through a redundant 

Chassis Management Controller (CMC) 

module. The PowerEdge M1000e chassis 

supports Dell FlexAddress™ Plus technology 

to lock the World Wide Name (WWN) of the 

Fibre Channel controllers and Media Access 

Control (MAC) addresses of the Ethernet 

controllers to specific blade slots.

All servers in the vStart 1000m 

infrastructure run the Microsoft Windows 

Server 2008 R2 Datacenter edition OS with 

SP1 and with the Microsoft Hyper-V hypervisor 

role enabled. The Datacenter edition offers an 

unlimited number of virtual machine licenses.

Network architecture

The vStart 1000m infrastructure uses 

10 Gigabit Ethernet (10GbE) network 

connectivity. Each PowerEdge M620 blade 

server is configured for the fabric with two 

10GbE ports and connected to two Force10 

S4810 switches through the 10GbE Pass-

Through Modules for PowerEdge M1000e 

enclosures. For fabric management, each 

PowerEdge R620 rack server is configured 

Microsoft Hyper-V
compute clusters

Dell PowerEdge M1000e enclosures
and PowerEdge M620 blade servers

Virtual Machine
Manager 1

Virtual Machine
Manager 2

Operations
Manager 1

Operations
Manager 2

SQL Server 1

SQL Server 2

Operations Manager
Reporting Server

Dell
management tools

App Controller

Orchestrator 1

Orchestrator 2

Service
Manager 1

Service
Manager 2

Service Manager
Data Warehouse

Service Manager
Self-Service Portal

Microsoft Private Cloud Fast Track
fabric management virtual machines

Data center
network

Workload virtual machines

Dell Force10 S4810 network switches

Fibre Channel and iSCSI SAN
Dell Compellent Storage Center SAN

with Series 40 controller

Microsoft Hyper-V
management clusters

Dell PowerEdge R620 servers

Microsoft Private Cloud
Fast Track infrastructure fabric

Note: The Dell Force10 S55 switch (not shown) serves as an out-
of-band management node for all servers, switches, and storage.

Brocade 5100 Fibre Channel switches

10GbE connection

Fibre Channel connection

Figure 1. Dell vStart 1000m infrastructure fabric consisting of physical hardware and virtual machines hosting tools for fabric management
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with two 10GbE ports and connected with the 

same Force10 S4810 switches. Link aggregation 

group is configured on the Inter-Switch Link 

between the two Force10 S4810 switches. 

On both the PowerEdge M620 and 

PowerEdge R620 servers, each of their 

10GbE ports is partitioned into four logical 

ports and allocated with appropriate 

bandwidth. Four NIC teams are created on 

each server, and different virtual LAN (VLAN) 

IDs are assigned to these teamed NICs 

to segregate traffic types such as cluster 

management, live migration, Cluster Shared 

Volumes (CSVs), virtual machine, and so on.

Storage architecture

Compellent storage arrays with the Compellent 

Series 40 controller are integrated into 

the vStart 1000m infrastructure for shared 

storage. The storage features high bandwidth 

and low latency for storage data flows with 

8 Gbps Fibre Channel and 10GbE Internet 

SCSI (iSCSI) front-end storage I/O ports. This 

bandwidth is complemented in the attached 

SAS enclosure by a wide range of drive 

options in multiple speeds and sizes.

Fibre Channel is used for hypervisor 

connectivity and provides a dedicated SAN 

fabric for the storage traffic. This dedicated 

bandwidth enables hypervisors to provide the 

virtual machines a very low latency and high 

throughput option for storage connectivity. 

The Fibre Channel ports are connected to the 

Brocade 5100 switches, and the front-end 

iSCSI ports are connected to the Force10 

S4810 switches. The iSCSI connectivity 

provides the virtual machines direct access to 

the SAN and enables guest failover clustering.

The Compellent storage array is 

configured with dual controllers and 

features virtual ports. All front-end I/O 

ports, including both Fibre Channel and 

iSCSI ports, are virtualized and used at the 

same time for load balancing and failover 

to another port. To maintain continuous 

availability of stored data from the server, the 

controller-level fault domains are established 

to create redundant I/O paths for both Fibre 

Channel and iSCSI connectivity.

On the fabric compute node, each 

PowerEdge M620 blade server is configured 

with a dual-port 8 Gbps Fibre Channel 

mezzanine card and connected to the two 

Brocade 5100 switches through two Dell  

8/4 Gbps Fibre Channel SAN modules. On the 

fabric management node, each PowerEdge 

R620 server is also connected to the 

Compellent storage array through a QLogic 

dual-port 8 Gbps Fibre Channel adapter. 

To build the guest clusters, the PowerEdge 

R620 servers pass iSCSI traffic through the two 

Force10 S4810 switches to the Compellent 

array. Microsoft Multipath I/O is enabled to 

provide the redundant and independent 

paths for storage I/O. The iSCSI traffic is 

segregated from other types of LAN traffic by 

VLANs, jumbo frames are enabled on the iSCSI 

network, and quality of service is provided by 

the bandwidth settings in the NIC partitioning.

Understanding the fabric 

management architecture

Fabric management in the Dell vStart 1000m 

infrastructure is implemented on two dedicated 

Dell PowerEdge R620 servers in a failover 

cluster. It provides a high-availability platform for 

the management components, which include 

Microsoft System Center 2012—comprising App 

Controller, Operations Manager, Orchestrator, 

Service Manager, Microsoft SQL Server® 

database, and Virtual Machine Manager—

together with Dell systems management 

tools including Dell OpenManage Essentials 

and Dell Compellent Enterprise Manager. 

These components are deployed on a 

number of virtual machines configured with 

the effective high-availability option well 

suited to their capacity (see Figure 2). For 

instance, SQL Server and Virtual Machine 

Manager are deployed as guest clusters. 

Operations Manager and Orchestrator 

utilize their native high-availability features. 

And App Controller, Service Manager, 

Dell systems management tools, and the 

optional deployment server—Microsoft 

Windows Server Update Services (WSUS) 

and Windows Deployment Services (WDS)—

are deployed as high-availability virtual 

machines on the management cluster. 

Figure 2. Dell vStart 1000m fabric management deployment
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Note: The Microsoft Active Directory® Domain Services server role is required for deploying fabric management.
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A two-node guest cluster is implemented 

for Microsoft SQL Server to deploy System 

Center and maintain its high availability.  

The SQL Server cluster hosts the databases 

for each System Center component in 

discrete instances by product and function. 

For the Operations Manager Reporting 

Server instance, the required SQL Server 

Reporting Services (SSRS) is installed on the  

Operations Manager Reporting Server. 

The SSRS is configured with the remote 

database hosted on the component 

instance of the SQL Server cluster.

Fabric management

Virtual Machine Manager 2012 servers 

provide virtual machine management 

and services deployment with support 

for multiple-hypervisor environments that 

help build a flexible and cost-effective 

private cloud. Virtual Machine Manager 

in the vStart 1000m infrastructure is the 

primary management tool for the fabric. 

It can be used to provision and manage 

the virtualization host, networking, and 

storage resources to create and deploy 

virtual machines and services. Two virtual 

machines are deployed as a failover cluster 

for Virtual Machine Manager. Given the 

high-availability implementation, the Virtual 

Machine Manager library share resides on 

the SQL Server cluster.

Enabling large-scale rapid provisioning 

and de-provisioning of virtual machines 

requires tight integration with storage 

architecture and robust automation. Using the 

Storage Management Initiative Specification 

(SMI-S) protocol, Virtual Machine Manager 

can automate storage provisioning by 

discovering, classifying, and assigning Dell 

Compellent storage to a PowerEdge M620 

blade server host or cluster.

Intelligent Platform Management Interface 

(IPMI) 2.0–compliant PowerEdge M620 

blade servers support power optimization 

in Virtual Machine Manager to help save 

energy. For example, when the workload 

decreases in the vStart 1000m infrastructure, 

Virtual Machine Manager can automatically 

relocate virtual machines and power down 

the unused PowerEdge M620 blade servers in 

scheduled periods. Virtual Machine Manager 

can turn these blade servers back on when 

the workload increases and redistribute the 

workload among blade servers. In addition, 

the PowerEdge M620 blade server can be 

discovered and provisioned remotely by 

Virtual Machine Manager over the network.

Fabric health

Operations Manager 2012 provides a  

single management console to monitor 

services, devices, and operations across 

multiple systems. The vStart 1000m 

infrastructure deploys two Operations 

Manager management servers and one 

Operations Manager Reporting Server in a 

single management group. 

The Microsoft Private Cloud Fast Track 

program is designed to monitor every major 

component in the cloud infrastructure and 

generate alerts based on performance, 

capacity, and availability metrics. Dell Server 

Management Pack Suite 5.0 is deployed in 

the vStart 1000m infrastructure to enable 

Operations Manager to monitor PowerEdge 

M620 and PowerEdge R620 servers, 

including the health of the individual server, 

Integrated Dell Remote Access Controller 

(iDRAC), and CMC. Dell Compellent Storage 

Center Management Pack for Microsoft 

System Center Operations Manager can be 

implemented to monitor storage.

Virtual Machine Manager and Operations 

Manager integration within the vStart 1000m 

infrastructure enables Virtual Machine 

Manager to use Operations Manager to 

monitor the health and availability of the virtual 

machines, their hosts, and other management 

servers. This integration enables Performance 

and Resource Optimization (PRO) in Virtual 

Machine Manager. The Dell Server PRO-

enabled Management Pack for Microsoft 

System Center Virtual Machine Manager 

can be deployed to manage Dell servers 

and virtual machines using their available 

health information. Dell PRO Pack can 

recommend remedial actions in Virtual 

Machine Manager when the monitored 

objects transition to an unhealthy state in 

Operations Manager.

IT services

Service Manager 2012 provides an integrated 

platform for IT service management including 

change control, incident management, and 

resource allocation in private cloud computing 

environments. It maintains a configuration 

management database (CMDB) that, with the 

System Center Cloud Services Process Pack 

deployed, includes Virtual Machine Manager 

resources such as virtual machine templates 

and virtual machine service templates. 

The virtual machines and authorized users 

can be tied to Orchestrator run books for 

automated request fulfillment, metering, 

chargeback, and more. The vStart 1000m 

infrastructure deploys two Service Manager 

servers and one Service Manager Data 

Warehouse server.

Workflow orchestration

Orchestrator is implemented to automate 

the creation, monitoring, and deployment 

of resources in the private cloud and 

enable workflow management. Utilizing its 

Runbook Designer capability, Orchestrator 

ties together disparate tasks and procedures. 

Two Orchestrator Runbook servers are 

deployed in the vStart 1000m infrastructure, 

utilizing the built-in failover capability. When 

an Orchestrator Runbook server fails, any 

running workflows will start on another 

Orchestrator Runbook server. The two-node 

design also provides scalability because 

each Orchestrator Runbook server can run a 

maximum of 50 simultaneous workflows.

On-demand self-service

On-demand self-service is an essential 

characteristic of cloud computing. The 

vStart 1000m infrastructure offers this 

feature by implementing Service Manager 

Self-Service Portal, App Controller, and 
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Cloud Services Process Pack. Using the 

CMDB, Service Manager can create a 

service catalog that shows the services 

available to a particular user. When a 

virtual machine request is made on the 

Self-Service Portal, Service Manager starts 

a workflow instead of passing it directly to 

Virtual Machine Manager. Once the request 

is approved by the appropriate manager, the 

workflow starts an Orchestrator run book to 

create the virtual machine. After the request 

is fulfilled, App Controller becomes the 

self-service portal for end users to access 

and manage their virtual machines and 

services. App Controller connects directly to 

Virtual Machine Manager to display the end 

user’s virtual machines and services, and it 

provides a configurable set of actions.

Cloud Services Process Pack enhances 

the self-service experience for the private cloud  

environment. Implementing effective 

cloud services can be challenging and 

time-consuming for IT departments. 

Cloud Services Process Pack enables 

IaaS and incorporates domain expertise 

and best practices from enterprises that 

have successfully deployed IaaS. Cloud 

Services Process Pack is deployed in the 

vStart 1000m infrastructure on the Service 

Manager management server, and the 

associated Cloud Services run books are 

deployed on the Orchestrator server.

Fabric systems management

The Dell Server Management Pack Suite 

and Dell Compellent Storage Center 

Management Pack are deployed in the 

vStart 1000m infrastructure to enhance 

management capability for private 

cloud implementations. In addition, Dell 

OpenManage Essentials and Dell Compellent 

Enterprise Manager are both deployed 

on a single, dedicated virtual machine. 

Compellent Enterprise Manager provides 

a centralized management console to 

monitor, manage, and analyze Compellent 

storage. Dell OpenManage Essentials 

automates the systems management tasks 

on all server, networking, and storage 

devices from a single, easy-to-use, one-to-

many console (see Figure 3). 

Dell OpenManage Essentials can manage 

PowerEdge M620 and PowerEdge R620 

servers with or without a systems management 

agent. When using agent-free remote 

management, Dell OpenManage Essentials 

communicates directly with the iDRAC 

to monitor server hardware components. 

Agent-free management helps reduce the 

computing and network overhead created by 

the agent and also enhances system security.

Deploying a rich private cloud 

experience

Private cloud computing is designed to 

simplify infrastructure management and 

automate routine tasks in a virtualized 

environment. The Dell vStart 1000m 

infrastructure provides a preengineered, 

prebuilt IaaS approach utilizing Microsoft 

Private Cloud Fast Track. 

Microsoft System Center 2012 and  

Dell systems management software extend 

this cloud computing offering, which  

helps organizations to deploy a scalable, 

reliable, and flexible private cloud 

infrastructure. Dell Server Management 

Pack Suite, PRO-enabled Management 

Pack, and Dell Compellent Storage Center 

Management Pack work tightly with 

System Center tools to provide end-to-

end management and task automation in 

a rich, robust IaaS private cloud solution. 

In addition, Dell OpenManage Essentials 

and Compellent Enterprise Manager help 

simplify systems management within the 

vStart 1000m infrastructure.

Figure 3. Dell OpenManage Essentials for comprehensive vStart 1000m infrastructure management
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