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T
he usage demands of 

mobile devices, cloud 

computing, virtualization, and 

other bandwidth-intensive 

environments have spurred the rapid 

growth of enterprise networks. IT 

organizations are looking for efficient ways 

to manage their expanding networks in 

what can be a very complex environment. 

Keeping track of the health of network 

devices and ensuring that device 

configurations comply with regulations 

and internal policies can be difficult and 

time-consuming. Network administrators 

are also tasked with keeping costs under 

control while meeting the performance 

requirements of end users.

A key strategy for easing the load 

on busy network administrators is the 

automation of important day-to-day 

tasks, such as switch firmware updates, 

configuration backup, and performance 

reporting. In addition, enterprise-wide 

network monitoring and proactive 

balancing of bandwidth utilization can help 

administrators optimize performance as 

well as operational efficiency.

To help simplify the management 

of Dell-based network environments, 

Dell OpenManage Network Manager 

offers a unified console that integrates a 

comprehensive set of network management 

tools into a Web-based interface. (For 

more information, see the sidebar, “Bird’s-

eye view.”) It offers a centralized view for 

configuring, managing, monitoring, and 

automating critical network requirements.

Keeping pace with evolving  

network challenges

To manage their networks effectively, 

administrators must first be confident that 

they have a correct view of the network 

topology: what devices they have, how 

they are connected, and how the network 

is configured. They also need to make 

sure that any configuration changes 

made to switches and controllers comply 
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with regulations and internal policies. 

Administrators must find and remediate any 

unauthorized, unsupervised, or nonstandard 

changes and provide proof that switches 

are configured in a compliant fashion.

Optimizing network performance and 

operation is another key responsibility. 

The ability to generate regular reports 

on network performance and other 

key metrics enables the administrator 

to understand how the network is 

performing over time and correlate 

network changes to their effects on 

network operation. If administrators spot 

degraded performance and bottlenecks 

in the network, they must be able to track 

down and correct the causes.

Because network downtime is 

unacceptable in today’s busy enterprise 

environments, administrators must also 

be prepared to quickly handle problems 

such as switch or port failures and 

excessive memory or processor utilization. 

Monitoring and alarm capabilities are 

essential for rapid response.

Automation of updates, firmware 

upgrades, and common maintenance 

tasks help increase administrator 

productivity and reduce support costs.  

For example, maintenance and  

backups can be scheduled in advance 

to take place automatically after regular 

business hours or over the weekend. 

These operations could also be  

executed or scheduled against a group 

of devices at one time, simplifying 

these tasks and maximizing use of the 

administrator’s time.

Providing centralized, Web-based 

management 

Centralized management helps organizations 

unify network device management in the 

face of rising costs and declining resources. 

Techniques that make it easy for administrators 

to gain control of the enterprise network 

include simplifying device configuration, 

tracking the health and performance of 

network devices, and managing change in 

the network infrastructure.

These capabilities are delivered through 

the Web-based graphical user interface (GUI) 

of Dell OpenManage Network Manager. The 

management console enables organizations 

to efficiently troubleshoot network problems 

and simplify the configuration of Dell-based 

network environments. Administrators can 

customize scripts, change report formats, and 

create dashboards to display trends over time. 

Automating a wide range of tasks

Dell OpenManage Network Manager 

is designed to take the complexity out 

of many administrative activities. First, a 

resource discovery wizard helps simplify 

discovery of IP-based network elements. 

The wizard automates discovery of 

network devices, providing detailed device 

information that administrators can use to 

create network topology maps.

After device discovery, administrators can 

view the managed resources and alarms at 

a glance from the OpenManage Network 

Manager console, with quick access to a 

menu of management actions. By clicking 

on a network switch, administrators can 

easily view details such as performance 

alarms, processor and memory utilization, 

learned Media Access Control (MAC) 

addresses, and an audit trail of configuration 

changes. Details specific to each Dell 

PowerEdge™ server in the network can 

also be viewed, such as information about 

the server’s memory, processor, BIOS, and 

on-board network interface cards.

Active performance monitors enable 

network administrators to keep tabs on the 

Bird’s-eye view 
Dell OpenManage Network Manager 5, a major platform update, heightens 

operational efficiency and organizational agility with the introduction of several 

powerful features:

•	 Comprehensive support for Dell networking products, including Dell Force10™ data 

center networking devices, Dell PowerConnect™ switches, and Dell PowerConnect 

W-Series wireless controllers, access points, and instant access points

•	 Web-based graphical user interface (GUI) that is easy to use and customizable

•	 Ability to manage the network from any place with a Web connection to the 

OpenManage Network Manager server

•	 Enhanced tools for traffic flow analysis, deployment, monitoring, and management 

•	 No charge for up to 10 managed Dell switches, switch stacks, or controllers*

A fully configured OpenManage Network Manager server is designed to handle up 

to approximately 2,000 devices, depending on the size and configuration of the server 

and the OpenManage Network Manager features in use.

For installations requiring management of more than 2,000 devices—or of non-

Dell networking switches—organizations can upgrade to the Dorado Software Redcell 

product suite. Redcell is designed to provide the same set of enterprise network 

management features as OpenManage Network Manager, together with support for 

third-party network devices and optionally for management of other parts of the IT 

infrastructure, including servers and storage devices.

* Download a copy of OpenManage Network Manager at dell.com/networkmanager.

http://dell.com/networkmanager
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health and performance of their Dell-based 

network with customizable dashboards 

for fault, availability, and performance 

monitoring (see Figure 1). A traffic flow 

analysis feature enables administrators to 

get detailed information on the bandwidth 

consumption of key users, applications, 

and devices.

ProScan configuration auditing enables 

administrators to track down and correct 

configuration problems. Using ProScan, 

administrators can define configuration rules 

and periodically scan network devices to 

help ensure that device configurations are 

compliant with those rules. Administrators 

can also compare current configurations to a 

known good-configuration baseline. To help 

ensure security compliance, administrators can 

configure role-based user access to various 

OpenManage Network Manager capabilities.

Many network operations can be 

scheduled for single Dell switches or 

groups of switches. Advanced scheduling 

capability allows administrators to automate 

and schedule key tasks such as backup 

operations and firmware updates. 

Proactive alerting helps administrators 

respond rapidly to network problems (see 

Figure 2). Administrators can set thresholds 

for a variety of issues ranging from 

dropped packets to spikes in bandwidth or 

processor utilization. Alarms can be sent 

through an e-mail or a page if a threshold 

is exceeded. 

Enabling a strategic focus

Dell OpenManage Network Manager helps 

free up time for administrators to work on 

strategic, forward-looking activities rather 

than routine management. Tools such 

as OpenManage Network Manager help 

organizations lower total cost of ownership 

(TCO) by proactively monitoring for 

network problems, automating common 

configuration actions, and enabling easy 

firmware deployment. Moreover, these 

tools help improve network compliance 

and performance. As a result, network 

administrators can focus on value-added 

initiatives that advance business and 

organizational objectives.
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Figure 1. Customized dashboards displayed in the Dell OpenManage Network Manager console for 
network device monitoring

Figure 2. A signal alerting the administrator to an error or fault
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