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IT at the speed 
of business 

Groundbreaking insights: Translate raw  
data into actionable information with  
the Dell Toad Business Intelligence Suite
 
Big data analytics: Unearth intuitive content
mining with the Kitenga Analytics Suite
 

Transformative new role for the CIO:
Enter the chief innovation officer
 
New order for remote offices: Servers, storage,
networking and management converge
in the Dell PowerEdge VRTX platform

Intuitive, integrated software empowers line-of-business users to 
stay productive on the go and act immediately on strategic insights. 
Industry-standard platforms lighten the load — and accelerate  
the return on your IT investment.
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What identity and access management 
can learn from trail running.
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Running on a smooth track is one thing, but trails are full of surprises: rocks, 
sticks, mud. But with the right shoes, it’s like running on a bed of feathers. 
The lesson? Be ready for anything. Quest One Identity Solutions avoid 
the rigid framework approach of other IAM vendors. Even if your path is 
unpaved, you’ll still finish in record time with Dell.

Learn More at quest.com/BeReady
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 10 Unlocking insights through integrated  
business intelligence

By Joanna Schloss

To help organizations translate raw data into 

actionable information, the Dell™ Toad™ Business 

Intelligence Suite combines streamlined data 

access to traditional and nontraditional sources with 

powerful, easy-to-use query and analysis tools.

 16 Big data analytics, simplified

By Joanna Schloss

Intuitive content mining and analytics can transform 

a wealth of big data resources into timely strategic 

insights. The Kitenga Analytics Suite from Dell 

integrates natural-language processing, search and 

visualization tools to analyze big data.

Special section: Business intelligence

 22 Capturing big data for rapid analytics

By Peyman Blumstengel, Marc Crespell, Sylvie Kadivar,  

Yogev Shimony and Jessica Titus

Timely analysis of information derived from big data 

volumes depends largely on how fast the data can  

be accessed. Dell, Samsung and Microsoft put access 

speed to the test using advanced servers with  

energy-efficient memory and solid-state drives.

 24 Time to tap into the burgeoning data economy

By Evan Quinn

IT providers that gather, aggregate, purify and 

redistribute big data are spawning a fresh  

economy. Deploying comprehensive, intelligent  

data analytics platforms helps decision makers  

gain untold competitive advantages.
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31 Converged infrastructure

Bringing order to IT chaos 
in remote offices
By Tad Walsh, Chad Fenner and Brad Lawrence

Many distributed offices are eager to simplify 

a complex, unwieldy mix of heterogeneous IT 

equipment. The Dell PowerEdge™ VRTX platform 

converges servers, storage, networking and 

management into an office-optimized chassis  

the size of a tower server.

Departments
Editor’s comments

 6 ROBO convergence

By Tom Kolnowski

Recent citings

 8 Services to suit an evolving business landscape

Converged infrastructure

 36 Streamlining access for unified  

communications infrastructure

By Fred Johnson and Kamesh Kothuri

 40 Accelerating network convergence in virtualized 

and cloud data centers

By Saleem Muhammad

Evolving workforce

 52 Consolidating identity and access management

By Todd Peterson

27 Managing the business of IT

Transformative  
new role for the CIO:  
Chief innovation officer
By Jim Stikeleather

Fundamental changes across the modern enterprise 

are reshaping the way business is conducted and 

how IT must operate as a result. Now, 6 key trends 

indicate the time is ripe for business-savvy CIOs to 

take their place among the other C-suite leaders.
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Unified communications  
for an on-the-go workforce
By Michael Przytula

Novel ways of working empower employees with the 

freedom to be productive anytime, anywhere. The 

Dell Unified Communications solution, based on the 

Microsoft® Lync® platform, stokes workplace creativity 

and collaboration while helping to cut costs.

44 Evolving workforce

Solution showcase

 35 Dell OpenManage systems management  

tools: Flexible management options  

for Dell PowerEdge VRTX

 47 Dell rack infrastructure solutions: Holistic 

approach to data center efficiency

 66 Samsung solid-state drives for Dell computers: 

Fast, durable and energy-efficient

 76 Dell PowerVault tape solutions: Cost-effective 

data protection and preservation

Server spotlight: Dell PowerEdge R720
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IT infrastructure

Customer perspective: Focus on software

 58 Total Petrochemicals: Application  

migration, refined

 60 Wet Seal: Shining the light on performance

 62 Ashford Capital Management: Sound investment

 64  Dell SecureWorks: Closing the breach

48 Evolving workforce

Safeguarding mobile device 
access across enterprise 
networks
By Patrick Sweeney

Organizations adopting bring-your-own-device 

(BYOD) policies can secure sensitive data and  

protect their networks by following some key 

guidelines and best practices.
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77 Storage solutions

Boosting storage 
performance for  
I/O-intensive enterprise 
applications
By Julita Kussmaul, Dan Bock, Justin Braun,  
Doug Bernhardt, Mark Boeser and Darin Schmitz

The business-critical applications that keep enterprises 

humming place ever-increasing I/O demands on 

storage. The Dell Compellent™ Storage Center™ 

platform optimizes I/O-intensive workloads in virtual 

desktop, messaging and database environments.
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 68 Optimizing storage architecture  

for vital database applications

By Magi Kapoor, Jim Salvadore and Darren Miller

 72 Optimized storage for today’s virtualized  

data centers

By Chhandomay Mandal

Going mobile?  
Take us with you

Dell Power Solutions — your 

guide to maximizing IT 

efficiency — offers the latest  

in expert advice, solutions  

and technology for the 

enterprise. The digital edition 

enables anytime, anywhere 

interaction from any device supporting the  

Zinio reader app.

For instant access to Dell Power Solutions on 

Zinio, scan this QR (quick response) code using 

a mobile device equipped with a camera and QR 

reader app, or visit zinio.com/powersolutions.

Dell Power Solutions Magazine and special 

edition articles are also available online at dell.com/

powersolutions. Check our website for early-release 

articles, how-tos, case studies, best practices and 

expert tips you won’t find anywhere else.
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Our step and repeat approach 
Now, grow your facility-level power and cooling 
capacity in 500 kW increments as you need it.

> Pretested, prewired, and UL-rated to 
reduce overall data center design and 
deployment time to weeks

> CapEx cost savings range from 10 to 20 
percent, and OpEx savings range from 
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Fast, easy, cost-effective deployment
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of cooling (water chiller or air) units, complement IT containers to give companies 
the complete infrastructure support they need to add capacity to existing data 
centers or to turn available space (e.g., former warehouses or manufacturing 
plants) into highly available, energy-effi cient, world-class data centers in just 
weeks. This scalable approach speeds up deployment, lowers costs, and 
simplifi es the build process. Accordingly, data centers can move at the speed 
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Schneider Electric data center facility modules represent the future of large data 
centers — delivered today!
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H
yperscale data centers, those megasized computing dynamos often associated 

with hosting cloud services or running mainstream social media infrastructures, 

are at the extreme end of the server computing continuum from that of typical 

remote office/branch office (ROBO) locations. Those converged, hyperscale 

data centers subscribe to a computing paradigm that specifies purpose-built facilities and 

endless, carefully arranged rows and columns of racked, enterprise-caliber servers, storage 

and networking. In vivid contrast, the ROBO scenario often has no dedicated space for 

computing infrastructure and a heterogeneous mix of downgraded components. 

With the debut of the Dell™ PowerEdge™ VRTX platform, upgraded data center–class 

performance and robustness can be realized for ROBO environments by converging 

servers, storage, networking and management into a 5U form factor. Designed from the 

ground up to be acoustically friendly and small enough to sit beside a desk or under a 

countertop, PowerEdge VRTX is a flexible, compact powerhouse that can also be rack 

mounted in an IT closet if desired. It is a fitting enhancement for satellite sites that are often 

located geographically close to paying customers or end users of the technology.

Beneath the surface of its sleek, tower server–sized chassis, PowerEdge VRTX supports 

up to four PowerEdge M-Series half-height blade servers — the very same server nodes used 

in many corporate data centers. These nodes enable delivery of high-end consolidation, 

virtualization and business application workloads to distributed locations. Also integrated into 

the chassis are up to 48 TB of secure, shared storage; networking components; and support 

for the same Dell OpenManage™ systems management tools used in the data center at 

headquarters. Discover more about how VRTX is changing the lay of the land for ROBOs in 

our feature article, “Bringing order to IT chaos in remote offices,” beginning on page 31.

As we readied this issue for press, Microsoft confirmed that an update to the 

Windows® 8 OS is on the drawing board — a code release the company is referring to 

internally as Windows Blue (see qrs.ly/ga3co3b). While many organizations are taking a 

cautious approach to broad deployments of Windows 8, it makes sense for IT to be test-

driving the current version of this OS, ideally on the latest generation of touch-enabled 

devices. For late-breaking information on Windows 8 and a nice collection of getting-

started videos, visit Dell.com/windows8.

ROBO 
convergence
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Services to suit an evolving 
business landscape

E
scalating volumes of data, expanding 

workloads for enterprise applications 

and multiplying devices with disparate 

platforms keep IT organizations 

hopping. To stay in step with dynamic business 

requirements, many IT leaders are adopting 

new technologies at a steady clip. This cutting-

edge approach also contributes to growing 

complexity in maintaining today’s virtualized 

and converged IT infrastructures, which often 

require a high level of service to optimize 

performance and operational efficiency. 

Comprehensive services suite

In response, Dell has unveiled the Dell™ 

ProSupport Enterprise Suite of services, which 

are designed to enhance hardware performance 

and data center stability. In addition, insights 

gained from the suite’s intelligent, automated 

support technology help organizations increase 

the productivity of their IT teams.

“Infrastructure complexity is rising, and so 

are data center maintenance costs,” says Doug 

Schmitt, vice president, Global Support Services, 

Dell Services. “The Dell ProSupport Enterprise 

Suite provides a new level of proactive support 

and automation designed to improve customer 

performance with reduced effort.”

The suite includes a range of advanced 

services offerings, including Dell ProSupport 

Plus, Dell SupportAssist, Dell ProSupport Flex for 

Data Center and Dell TechDirect.

ProSupport Plus

By combining environmental intelligence, 

highly experienced engineers and technical 

account management, ProSupport Plus 

helps organizations proactively improve 

the performance and stability of important 

enterprise IT systems. Dedicated technical 

account managers provide monthly reporting 

and performance recommendations to 

organizations based on insights gained through 

remote monitoring, data collection, trends 

and best practices identified across the Dell 

customer base. 

For organizations that have procured the 

services suite, ProSupport Plus provides direct 

access to a team of Dell support engineers 

possessing detailed expertise in Dell enterprise 

products. This expertise extends to the hypervisors 

and operating systems that are in wide use 

across today’s data centers. As a result, problems 

can be resolved quickly and expertly when they 

arise. Now available in 70 countries, ProSupport 

Plus allows organizations to confidently adopt 

advanced technologies with the knowledge they 

are backed by leading-edge Dell resources.

SupportAssist

The opportunity to spot problems before they 

become severe — and in some cases even 

before they happen — is an immense advantage 

for IT administrators. To help organizations 

ensure data center stability, SupportAssist 

automated support technology remotely 

monitors enterprise systems. When a problem is 

identified, SupportAssist collects and transmits 

information to Dell and automatically creates 

a support case, which allows ProSupport 

engineers to gain insight into the problem and 

begin troubleshooting before they contact the 

customer. SupportAssist is available in Chinese, 

English, French, German, Japanese and Spanish 

languages to all ProSupport Enterprise Suite 

customers worldwide. 

ProSupport Flex for Data Center

Large, dynamic data centers have support 

requirements that typically cannot be met with 

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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off-the-shelf services. ProSupport Flex for 

Data Center offers the flexibility to build a 

support plan that complements the skills 

of internal resources and provides tailored 

support. A dedicated technical account 

manager and dedicated phone and field 

support teams are trained to understand  

the specific data center environments  

and their procedures within the organizations  

they service. This familiarity enables the Dell 

team to offer fast resolution to problems 

when they arise. In addition, multi-vendor 

support capabilities in 43 countries enable 

Dell to comprehensively support large data 

centers worldwide. 

TechDirect

The TechDirect online case management 

and self-dispatch tool offers an easy-to-

use, online portal designed to increase the 

efficiency and productivity of teams that 

support their organization’s IT environment. 

The tool provides online case management 

and self-service options for requesting  

parts and labor. By helping minimize 

phone-based troubleshooting, it can reduce 

the time required to reach a resolution. 

TechDirect is available around the world in 

Arabic, Chinese, English, French, German, 

Italian, Japanese, Korean, Portuguese, 

Russian and Spanish languages to 

organizations that procure the ProSupport 

Enterprise Suite.

Highly recommended protection

The Dell SonicWALL™ SuperMassive™ 

E10800 Next-Generation Firewall 

running SonicOS 6.0 has earned the 

outstanding Recommend rating from 

NSS Labs, which provides independent 

validation for IT administrators who seek 

the optimal performing security required 

for their modern corporate network and 

deployment scenarios. To achieve this 

ranking, SonicWALL SuperMassive E10800 

Next-Generation Firewalls excelled in one 

of the industry’s most comprehensive real-

world tests of Next-Generation Firewalls 

and secured a leading position in the NSS 

Labs Security Value Map for the second 

consecutive year.1

The SonicWALL SuperMassive 

E10800 achieved an extremely high 

security effectiveness rating and scored 

100 percent in stability and reliability, 

firewall, application control and identity 

awareness tests. Resistance to known 

evasion, obfuscation and fragmentation 

techniques was also perfect in the 

NSS Labs evaluation. The SonicWALL 

SuperMassive E10800 was tested and 

rated by NSS Labs at 16.6 Gbps of Next-

Generation Firewall throughput, and it was 

able to scale into multi-gigabit throughput 

in the computationally expensive Secure 

Sockets Layer (SSL) decryption tests while 

maintaining extremely competitive total 

cost of ownership. 

According to NSS Labs analysis, a 

Next-Generation Firewall must provide 

granular control based on applications, 

not just ports. This capability is needed to 

reestablish a secure perimeter in which 

unwanted applications are unable to tunnel 

over the HTTP over SSL (HTTPS) protocol. 

As such, granular application control is a 

requirement of Next-Generation Firewalls 

because it enables administrators to define 

security policies based on applications 

rather than ports alone. 

The SonicWALL SuperMassive E10800 

also earned scores of 100 percent for 

Block Unwanted Applications and Block 

Specific Action operations. NSS Labs testing 

found that the SonicWALL SuperMassive 

E10800 correctly enforced complex 

outbound and inbound policies consisting 

of multiple rules, objects and applications. 

The SonicWALL SuperMassive E10800 is 

capable of enforcing application control on 

every port, including nonstandard ports for 

a particular application.

According to the NSS Labs Next-

Generation Firewall product analysis, 

“Resistance to known evasion techniques 

was perfect, with the Dell SonicWALL 

SuperMassive E10800 SonicOS 6.0 

achieving a 100 percent score across the 

board in all related tests. IP fragmentation, 

TCP stream segmentation, [Remote 

Procedure Call] RPC fragmentation,  

URL obfuscation, HTML evasion and  

FTP evasion all failed to trick the product 

into ignoring valid attacks.”

 Learn more

Dell ProSupport:

Dell.com/prosupport

Dell SonicWALL SuperMassive Series:

qrs.ly/je3c66b

1 Based on independent testing performed in 2013 at the NSS Labs facility in Austin, Texas, on the Dell SonicWALL SuperMassive E10800 Next-Generation Firewall running SonicOS 6.0 and based on the 
Next-Generation Firewall methodology version 5.2.

 Services ally

When IT organizations blend new technologies into existing operations, they often introduce additional challenges 
to monitoring, managing and maintaining data centers. View this video to explore innovative, proactive, end-to-end 
support services from Dell ProSupport that help free IT teams to focus on the enterprise business at hand.

qrs.ly/593c6b5

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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O
rganizations are collecting more data than ever 

before from a rapidly expanding variety of traditional 

and nontraditional sources, spanning relational 

database management systems (RDBMSs) such as 

the Microsoft® SQL Server® and Oracle® platforms, cloud-based 

applications such as Salesforce.com, unstructured databases such 

as Apache™ Hadoop™ clusters and social media sources such as 

Facebook and Twitter.

Although this data has the potential to create tremendous 

value and boundless competitive advantages, organizations may 

find it challenging to extract useful intelligence from such a wide 

and variable array of sources. Many organizations deploy business 

intelligence (BI) tools that use data stored in a data warehouse 

to provide a standardized view of the data. Although IT-centric 

BI tools are typically designed to ensure that organizational data 

meets governance, security and compliance requirements, line-

of-business users may face a steep learning curve to extract the 

information they need. Also, IT-centric tools may lack the flexibility 

to adapt to nontraditional data sources.

To meet immediate data access or BI needs, business users 

often procure, deploy and adopt their own departmental tools. 

To help organizations translate raw data into actionable information, the Dell™ Toad™ 

Business Intelligence Suite combines streamlined data access to traditional and 

nontraditional sources with powerful, easy-to-use query and analysis tools.

By Joanna Schloss

Unlocking insights through integrated 
business intelligence

 Enhanced  
decision making

See how the Toad Business Intelligence Suite 
enables business analysts to improve decision 
making. The suite boosts productivity by 
empowering both technical and nontechnical 
users to easily access the data they need, 
when they need it.

quest.com/intoadvention

http://quest.com/intoadvention
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These self-service BI tools may provide 

an easy-to-use reporting and analysis 

environment that helps business users 

make informed decisions. At the same 

time, ad hoc tool deployments create a 

burden on IT resources to manage and 

maintain, as well as to deliver the required 

data. For example, because of the time 

and effort needed to extract, process and 

deliver data, IT may not be able to refresh 

the data in a timely fashion. 

Through its recent acquisition of Quest 

Software, Dell offers the Toad Business 

Intelligence Suite, which introduces next-

generation BI capabilities that help business 

users quickly and efficiently navigate data 

access, integration and analysis tasks. 

Using the Toad Business Intelligence Suite, 

organizations can gain valuable insights into 

customers, processes, opportunities and 

challenges. Powerful analytic capabilities 

of the Toad Business Intelligence Suite — 

combined with its data-agnostic, virtual 

analytic architecture — help organizations 

enhance operational efficiency and minimize 

total cost of ownership (TCO) while enforcing 

corporate standards and governance. (For 

more information, see the sidebar, “Case in 

point: Self-service business intelligence.”)

Streamlining delivery of BI data 

For many data provisioners, delivering data 

to business analysts can be a cumbersome, 

manual, multistep process. First, data 

is extracted from individual sources — 

such as customer data from a cloud 

application, order data from an enterprise 

database application and historical data 

from a data warehouse — and then it 

is combined manually. Next, manual 

data cleansing and other preparatory 

procedures are performed to help ensure 

that data complies with organizational 

governance requirements. Data then is 

packaged in an analyst-friendly format, 

such as a Microsoft® Excel® spreadsheet, 

and forwarded to the business analyst. 

Relying on such manual processes is slow, 

inefficient and error-prone — leading to 

inaccuracies and inconsistencies.

The Toad Business Intelligence Suite is an 

integrated, unified solution that streamlines 

the process of accessing traditional and 

emerging data sources, as well as analyzing 

and visualizing data (see figure). Common 

user-specific interfaces enable both line-

of-business and IT users to work in familiar 

views and securely access data from a variety 

of sources. In addition, the suite provides 

powerful tools that help data provisioners 

quickly prepare and share governed content 

with business analysts. Also, the suite’s tool 

sets enable business users to connect easily 

to their required data sources — extracting 

valuable intelligence from that data 

without compromising IT standards. The 

suite comprises three components: Toad 

Intelligence Central, Toad Data Point and 

Toad Decision Point.

Creating a virtual analytic data layer

At the heart of the Toad Business Intelligence 

Suite is Toad Intelligence Central, a 

Big data: Cloud and NoSQL
sources, Salesforce.com, Hadoop

Corporate BI layers:
Oracle Business Intelligence Suite
Enterprise Edition, SAP® Business

Objects, Microsoft cubes

Excel spreadsheets

Traditional RDBMS:
Oracle Database,

Microsoft SQL Server, MySQL

Toad Intelligence
Central

Toad Decision Point:
Graphical user interface

for business users

Toad Data Point:
SQL interface

for technical users

The Toad Business Intelligence Suite offers business analysts and data provisioners direct access to tools 
that streamline daily activities.
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Case in point: Self-service 
business intelligence
The Portland, Oregon, branch of Concordia University serves more than 3,000 

students. This private liberal arts school has a four-person business-intelligence 

(BI) department responsible for supporting 200 faculty and full-time staff. 

The university’s ongoing need to extract meaningful information from 

multiple databases and diverse data sources created a bottleneck for the BI team. 

Additionally, the BI team was tasked to work with an outside vendor in support 

of university efforts to recruit online students and faculty. The vendor required 

access, analysis and provisioning of data for online students, which was not 

readily available. Equally problematic was providing other external contractors 

and internal teams with access to relevant data sources for producing a variety of 

reports and analysis.

After evaluating traditional BI solutions, Director of Business Intelligence 

Rebekah Anderson found them incapable of connecting multiple data sources 

easily, as well as lacking the desired intuitive interface. Anderson turned to the Toad 

Business Intelligence Suite to help the university’s ecosystem of recruiting partner, 

outside contractors and internal staff get the most from existing information. 

The Toad Business Intelligence Suite lets Concordia offer the right tool to the 

right user, which helps improve productivity for both technical and nontechnical 

users while adhering to governance requirements. The suite also provides a BI 

tool that connects to diverse data sources, including the university’s Banner® 

system by Ellucian, MySQL-based customer relationship management system, 

Blackboard Analytics™ data warehouse and Salesforce.com® application.

“Toad BI had everything I was looking for in a self-service BI tool,” says 

Anderson. “For the more-technical data consumers, I enable them to provision 

data, make changes and run reports on demand. For the less-technical business 

consumers, it’s super easy for them to browse and visualize data without having 

the ability to make changes. With Toad BI, I have a single solution for everything 

that comes up.”

powerful, virtual analytic layer designed 

to integrate easily with existing IT 

infrastructures. This integration enables 

organizations to simply and securely create 

a single, current, consistent view of the 

data. Toad Intelligence Central connects 

to a wide range of data sources, including 

RDBMSs, big data, cloud-based data and 

departmental Microsoft Excel spreadsheets 

or Microsoft® Access® database data marts, 

as well as existing BI deployments.

Toad Intelligence Central features 

an easy-to-use interface that facilitates 

the creation of data sets, data views and 

snapshots. Data views are queries that 

are run and cached in memory, enabling 

client tools to interact directly with cached 

content. Snapshots are queries that are 

performed on demand for a real-time 

view of the data. Organizations can 

decide which types of queries are most 

appropriate for the situation. For example, 

data that is relatively static can be persisted 

in Toad Intelligence Central while other 

data may require real-time extraction for 

great accuracy. 

Because Toad Intelligence Central 

utilizes a fast, in-memory, virtual analytic 

layer, extensive data sets can be created 

while avoiding the proliferation of data 

marts. Also, Toad Intelligence Central is 

easy to deploy and is optimized to deliver 

outstanding performance. Data sets 

created through Toad Intelligence  

Central are designed to be accessed  

and manipulated through the powerful 

Toad Data Point and Toad Decision  

Point analysis tools, which facilitate 

querying, analysis, reporting and sharing.

Empowering provisioners to deliver 

consistent, governed data

Getting the right data set to the right 

business analyst at the right time is an 

essential function for data provisioners. 

To achieve this goal, data provisioners 

typically must access multiple data 

sources, integrate the data correctly 
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and deliver the data to the appropriate 

stakeholders in a timely manner. This 

process often requires knowledge of 

several different systems and depends 

on having the appropriate access to the 

desired data sources.

To easily connect, join, transform and 

provision data, provisioners can use the 

cross-platform query and data integration 

capabilities of Toad Data Point. The tool 

is designed to provide a streamlined 

and automated way to accomplish tasks 

associated with accessing, integrating and 

provisioning data. Toad Data Point features 

a robust analysis graphical user interface 

that facilitates data manipulation, including 

advanced querying, data reconciliation and 

other data massaging tasks (see figure).
Toad Data Point provides a unified interface that enables data provisioners to manipulate traditional and 
nontraditional data sources. 

Accelerating the return on investment  
in end-to-end information management
The intensifying volume, variety and 

velocity of data flowing into and across 

enterprise networks is evolving business 

analytics and business intelligence (BI) 

strategies. But as the torrent swells, 

the prospect of deriving value quickly 

and cost-effectively from all this data 

becomes ever more challenging. To 

expedite the process, IT leaders seek 

best practices, systems and solutions 

that streamline lengthy and labor-

intensive information management 

projects without costly replacements of 

prior enterprise investments. 

Part of the Dell Software Information 

Management portfolio, the Dell Toad 

Business Intelligence Suite helps 

bridge the gap between IT analysts and 

business analysts. The Toad Business 

Intelligence Suite is designed to respect 

and accommodate the requirements of 

enterprise compliance and governance 

mandates. In a single solution, the 

Toad Business Intelligence Suite allows 

organizations to develop, build and 

manage a business analytics framework 

that meets the needs of both IT and line-

of-business users while coexisting with 

established enterprise BI deployments. 

In addition to the Toad Business 

Intelligence Suite, Dell Software provides a 

comprehensive tool chain to help simplify 

end-to-end information management. 

The tool chain addresses the needs of 

today’s surging data landscape through  

a diverse range of capabilities:

•	 Toad productivity software for 

managing environments that support 

traditional data sources

•	 Turnkey appliances that provide 

tremendous efficiency through  

the convergence of hardware, 

software and services that are 

optimized for fast return on 

investment (ROI) and low total  

cost of ownership (TCO) 

•	 On-site and in-the-cloud data 

integration or replication that 

enables data movement to meet 

the needs of business analysis and 

performance management 

•	 Big data analytics to separate 

the signal from the noise in the 

mountains of data being generated  

by myriad systems

The Dell Software Information 

Management portfolio provides both 

the breadth and the depth of solutions 

that enable organizations to advance 

beyond static enterprise reporting to 

dynamic business analytics and insight —  

while complying with governance 

requirements and integrating with 

existing BI investments.
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Through the virtual analytic layer 

enabled by Toad Intelligence Central, Toad 

Data Point can access data from traditional 

and nontraditional sources in a secure, 

consistent and timely fashion. Toad Data 

Point also includes an automation engine 

that allows provisioners to specify and 

automate routine tasks. These capabilities 

contribute to dramatic efficiency 

improvements that could potentially 

enable individual provisioners to support 

thousands of analyst stakeholders easily 

and efficiently. Once data is provisioned, 

it can be shared through Toad Intelligence 

Central so other users may analyze and 

collaborate with the data set.

Providing rich functionality  

for business analysts

In many organizations, business analysts are 

required to access data through difficult-to-

use, inflexible BI tools. They struggle with 

limited access to sanctioned data sources, 

which may not be current. They also need 

an easy way of turning query results into the 

reports or visualizations that they send to 

business stakeholders for taking important, 

urgent actions. Also, to derive the most 

value from the data, analysts may need to 

apply advanced techniques using different 

tools and a variety of skill sets. This analysis 

process is typically iterative in nature, 

requiring high levels of data integrity and 

analytical consistency.

Toad Decision Point combines the rich 

functionality of a robust analytics tool with 

up-to-date access to a wide variety of data 

sources. These capabilities enable business 

analysts to excel in their job functions 

without affecting security and governance 

standards. Toad Decision Point features an 

intuitive interface that allows business users 

to explore, analyze and present data and 

results without extensive specialized training 

(see figure).

Through Toad Intelligence Central, 

Toad Decision Point supports secure, 

real-time access to both traditional and 

nontraditional data sources. Analysis 

results can be represented easily through 

tabular, dimensional and graphical 

views and then readily shared with other 

stakeholders in the organization. Easy to 

learn and easy to use, Toad Decision Point 

empowers business analysts to deliver 

value quickly while minimizing IT  

support requirements.

Informing decision makers  

with quick, efficient analysis 

In today’s IT environment of expanding 

data volumes, organizations are 

looking to gather valuable insights and 

intelligence from myriad sources without 

compromising security and governance 

requirements. (For more information, see 

the sidebar, “Accelerating the return on 

investment in end-to-end information 

management.”) Through easy-to-use 

provisioning and analysis capabilities  

that are supported by a flexible virtual 

analytic layer, the Toad Business 

Intelligence Suite bridges the gap 

between analysts and the data they 

need — enabling enterprises to turn raw 

data into actionable information and 

opportunities into reality.

 Author

Joanna Schloss works in the Dell Software Group 

as a business intelligence and big data subject-

matter expert and evangelist, contributing strategic 

content to the Dell Information Management 

Center of Excellence.

 Learn more

Business analytics/business intelligence:

quest.com/UnlockBI

Toad Business Intelligence Suite:

quest.com/ToadBISuite

Toad Decision Point facilitates self-service data integration for business analysts.

http://quest.com/UnlockBI
http://quest.com/ToadBISuite
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C
ompetitive differentiators change 

quickly in a fast-moving world. 

Organizations of all sizes are 

looking for a cost-effective way 

to tap into the plethora of data available in 

massive repositories and then extract valuable 

nuggets to help guide strategic planning. For 

example, comprehensive analyses of structured 

and unstructured data may help inform new 

product or services development, heighten 

understanding of consumer buying habits and 

preferences, or increase the quality of healthcare 

and other services.

Even so, a surprising number of thought 

leaders still wonder how big data fits into their 

organization’s big picture — and whether they 

have the in-house skill set to manage it. In this 

information-rich era, opportunities abound 

for mining an apparently unending stream of 

unstructured data that is expanding rapidly in 

countless directions. At the same time, the 

capabilities required for extracting, manipulating and 

analyzing unstructured data to derive meaningful 

insights traditionally require costly system platforms 

and data scientists with highly specialized skills.

Meanwhile, technology advances such as 

social media are swelling big data repositories at 

an astonishing rate. Facebook, Twitter and other 

social media outlets have emerged only within the 

last several years, but they are generating reams of 

unstructured textual data. Although much of the 

data generated by social media may be considered 

noise because of its often trivial nature, some of 

that data has the potential to be extremely valuable 

to specific audiences and organizations.

Mining social media data sources has 

tremendous potential for organizations to 

discover information that may help grow their 

business or sharpen their competitive edge. 

For example, a tweet about where people ate 

lunch may not be of much interest in general. 

However, that post may mention a specific food 

product that appeals to a certain segment of 

the audience. The posting may even generate 

a conversation in which participants comment 

about the product and express an opinion about 

whether they like it or dislike it. 

These seemingly trivial postings may contain 

information that is valuable to the manufacturer 

of the food product. By mining nuggets of data 

from this posted conversation, the manufacturer 

may learn whether or not people like the product, 

discover suggestions for improving it or obtain 

ideas that foment creating a new product. The 

challenge, however, is finding those valuable 

informational nuggets within massive repositories 

of unstructured data — possibly petabytes and 

even exabytes of data. 

Big data is often defined by three fundamental 

characteristics: volume, variety and velocity. It 

encompasses data sets that are so extremely 

large and complex that traditional database 

Intuitive content mining and analytics can transform a wealth of big data resources 

into timely strategic insights. The Kitenga Analytics Suite from Dell integrates 

natural-language processing, search and visualization tools to analyze big data.

By Joanna Schloss 

Big data analytics, simplified 
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management tools are often not equipped 

to store and process the data effectively. And 

of course, big data is not limited to data sets 

generated by social media. In healthcare 

settings, for example, the proliferation of 

scanned and often handwritten information 

such as medical records dramatically 

swells data volumes. Financial services 

organizations also collect extremely large 

volumes of varied data for system logs, risk 

management and market trends. In addition, 

big data generated at extremely high speeds 

includes information collected from millions 

of daily back-end operations that support 

web retailers and service providers, sensor 

devices or streaming video from cameras 

operating 24x7.

Through its recent acquisition of 

Quest Software, Dell offers the Kitenga 

Analytics Suite, a comprehensive big data 

platform for searching and analyzing 

massive amounts of data through natural-

language processing, machine learning, 

search and visualization capabilities. The 

platform’s content mining and analytics 

help organizations transform complex and 

time-consuming manipulation of large data 

resources into a rapid and intuitive process.

Bridging the data analytics skill gap 

A number of technologies including 

the Apache™ Hadoop™ framework have 

emerged to handle the massive storage 

requirements of big data sets. These 

technologies are designed for working 

with very large volumes of unstructured 

data. The Hadoop framework comprises 

the MapReduce paradigm and the Hadoop 

Distributed File System (HDFS).

Amassing huge data sets is just the first 

step. To derive valuable insights from big 

data, organizations must be able to extract 

actionable information. Preparing massive 

volumes of collected data for meaningful 

analysis involves the following steps:

•	 Integrating unstructured data with carefully 

constructed and managed existing data 

sets, such as enterprise resource planning 

(ERP), customer relationship management 

(CRM) databases and data warehouses

•	 Sorting, characterizing and classifying 

data within big data sets — for example, 

finding product references in social 

media feeds and tying them to 

sentiments, opinions or suggestions, or 

identifying specific health characteristics 

within a sea of medical records

•	 Presenting information visually in a 

useful, compelling manner that  

makes it easy to reveal insights and 

identify opportunities

The capabilities required to expand an 

enterprise’s knowledge base often call for a 

rare individual who can bridge the skills gap 

within traditional IT organizations. The IT 

administrator who may have implemented 

the organization’s Hadoop clustering is 

often tasked with collecting the data. 

However, that administrator may not have 

the expertise, befitting a data scientist, to 

effectively manipulate and analyze big data 

once it has been captured.

Theoretically, individuals responsible  

for gathering, analyzing and formulating 

the data into meaningful information 

should possess the characteristics of the  

following roles: Like IT professionals, they  

must be data savvy. Like statisticians, 

they need the knowledge and insight for 

numbers to be able to understand data 

at a very granular level. And like business 

analysts, they need the business know-

how to synthesize massive amounts of 

data into information. These skills, which 

are frequently attributed to a mythical 

data scientist, may not be readily available. 

As a result, many organizations may 

underutilize the data they collect from 

repositories such as Hadoop clusters.

The Kitenga Analytics Suite is designed 

to help organizations distill key data from 

enormous volumes of data and then 

analyze it to extract actionable insight. In 

this way, Kitenga helps bridge the gap in 
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the data scientist skill set and heighten returns 

on the big data investment. It provides advanced 

capabilities such as natural language processing 

and sentiment analysis to sort, characterize and 

classify data within large data sets. And it offers 

advanced visualization capabilities — including 

treemaps, heatmaps and more — to help 

line-of-business users spot patterns or trends 

in the data they are analyzing. Moreover, the 

Kitenga Analytics Suite provides visualizations 

on a platform that can be easily deployed on 

cost-effective, industry-standard infrastructure 

consisting of Dell™ servers, networking, storage, 

clients and software.

The importance of big data to an 

organization lies in the analysis and insight 

derived from the data. Organizations that find  

the valuable information within extracted data 

have the opportunity to act on fresh insights, 

identify emerging opportunities and achieve 

competitive advantage.

Bolstering existing data sets 

While big data analytics holds the promise 

of unprecedented insights, the amount of 

useful data from social media, blogs and other 

unstructured object repositories is often quite 

small relative to the amount of data stored in 

them. For example, a particular person may post 

thousands of tweets. But in 1,000 tweets, the 

number that may be pertinent to an organization 

is generally quite small. And of those relevant 

tweets, the number that may provide meaningful 

insights may be smaller still.

This potentially low signal-to-noise ratio for 

unstructured data is often in sharp contrast to the 

carefully structured data created from traditional, 

structured systems such as applications and 

data warehouses. Conventional data stored in 

relational databases is often highly governed, highly 

qualified, carefully managed and costly to maintain. 

Organizations seeking to combine large volumes 

of unstructured data with existing structured data 

can run the risk of inadvertently minimizing the 

value of that well-maintained data.

Organizations should, therefore, take care  

to sort, characterize and classify their 

unstructured data before combining it with 

existing data to help preserve the quality of  

their data repository and its capabilities for 

expanding insight and knowledge. If done 

skillfully, the marriage of large volumes of 

unstructured data and existing data stores 

can significantly enhance the value of an 

organization’s knowledge base.

Searching big data to identify opportunities 

Large data sets — whether they are derived 

from social media, Hadoop clusters or locally 

created repositories — offer tremendous 

opportunities for organizations across a wide 

range of industries. Big data resources can be 

searched for applications in consumer products, 

healthcare, financial services, manufacturing and 

many other industries. Organizations may face 

particular, industry-specific challenges, but many 

share the common challenge of extracting the 

precise, actionable insights they need from the 

mining and analysis of big data.

Enhancing healthcare management 

The healthcare field is one industry that is actively 

involved in big data initiatives. A growing number 

of healthcare organizations — from hospitals, 

clinics, physician groups and medical offices 

to specialized practices and other healthcare 

networks — have digitized their records and are 

beginning to engage in big data analysis. Many 

such organizations have scanned vast amounts of 

unstructured, often handwritten patient records 

into large data repositories. In addition, many 

healthcare organizations are utilizing traditional, 

structured electronic medical record (EMR) 

database systems.

A rising challenge that many healthcare 

organizations face is identifying useful patient 

information from the enormous data sets 

of medical records, and then merging that 

information with existing EMR data. Extracting 

actionable insights from volumes of patient 

records helps improve patient care and enhance 

health practices in communities. For example, 

correlating patient identity and health information 

from scanned, handwritten forms and records 

with EMR data helps foster well-informed patient 

care decisions.
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Healthcare data also can be mined to 

determine patients with a predisposition 

to a particular condition such as diabetes. 

Equipped with that information, physicians 

and healthcare professionals can proactively 

encourage patients to make lifestyle 

changes that help them mitigate potential 

health problems.

Understanding consumer sentiment

Consumer research is another area in which 

the application of big data analytics can be 

quite helpful to manufacturers, retailers, 

vendors and financial service providers, 

among many others. Organizations that 

manufacture a wide range of products, 

including clothing, cleaning supplies and 

other sundries, are mining social media 

outlets such as Facebook and Twitter to 

unearth consumer sentiment in regard to 

products and their use.

Conducting sentiment analyses of 

unstructured data culled from social 

media sites can offer valuable information 

for organizations focused on consumer 

satisfaction and buying habits. Sentiment 

data involves capturing text that conveys 

how consumers feel about a product, such 

as whether they like it or dislike it; how 

satisfied or dissatisfied they are with the way 

it works, the way it feels, how it looks, and 

how it tastes; or other reactions.

Analyzing sentiment data can provide 

insight into a specific way in which a 

product is used that may in some cases 

spark further innovation. A consumer 

might blog or tweet about a successful 

outcome by using a product for a purpose 

other than the one the manufacturer 

intended — for example, using dishwashing 

detergent to remove a stain from a wall. 

Further analysis of conversation stemming 

from that experience may reveal a 

consumer need and initiate a research and 

development project for reformulating 

an existing product into a new one with a 

different purpose. Organizations that can 

tap into huge stores of unstructured data 

and derive consumer sentiment data for 

analysis gain a valuable tool for helping 

improve both the functionality of existing 

offerings and identifying opportunities 

previously unimagined.

Transforming data  

into valuable insights

The Kitenga Analytics Suite is designed  

to help organizations rapidly, easily 

and cost-effectively transform large 

data volumes into actionable, insightful 

information. The suite offers powerful 

analytics designed to sort, characterize, 

classify and visualize massive data sets. 

Kitenga Analytics Suite works with multiple 

Hadoop distributions. By supporting 

analysis of high-volume, high-velocity 

data from a variety of sources, Kitenga 

Analytics Suite extends big data analytics 

well beyond the realm of traditional 

business intelligence (BI) tools and 

analytic engines (see figure).

Powerful data analysis solutions 

available in Kitenga help analysts 

categorize and classify data. Automated 

indexing of Hadoop clusters and other 

data sources transforms unstructured, 

semi-structured and structured data into 

searchable categories and relationships. 

Powerful natural language processing 

capabilities extract meaning from written 

text beyond traditional tagging methods 

typically utilized in big data deployments. 

Advanced sentiment analysis harvested 

from social media sources helps assess 

and determine the feelings and state of 

mind an individual may be experiencing 

based on a written statement, and then 

group those sentiments into meaningful 

categories. Additionally, named entities 

such as people, places and organizations 

can be projected onto timelines for 

temporal tracking.

The Kitenga Analytics Suite also helps 

organizations ensure that insights derived 

from big data sources enhance precious 

existing data sets rather than diluting their 

Kitenga Analytics Suite: Extending analysis of massive data sets beyond the realm of traditional BI tools
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Heatmaps: Analyzing sentiments with color-coded visualizations

Treemaps: Representing data from frequent monitoring of complex activity in a hierarchical visualization of nested rectangles
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value. An easy-to-use graphical user interface 

enables categorized and classified data to be 

combined with existing data in a relational 

database management system (RDBMS). Data 

elements can also be blended with contextual 

information such as demographic, geographic 

and econometric data to further enhance the 

potential of analysis.

The interface provided in Kitenga 

Analytics Suite is easy to use and includes key 

visualization capabilities designed to unlock 

the meaning behind extracted data. Treemaps 

display hierarchical data in nested rectangles 

to represent data sets such as sales cycles, 

manufactured units and supply chain activity, 

and heatmaps are well suited for sentiment 

analysis (see figures).

As a result, this intuitive interface enables 

line-of-business users to effectively visualize 

and efficiently perform deep analyses of big 

data that has been rigorously extracted from 

diverse sources and carefully integrated into their 

enterprise knowledge base. 

Bringing big data analytics  

into the mainstream 

Timely BI that illuminates emerging trends 

and helps decision makers envision creative 

new opportunities is key to strategic research 

and planning efforts — and crisp competitive 

differentiation in a fast-changing marketplace. A 

cost-effective big data analytics platform allows 

organizations to extract valuable data from rich, 

far-reaching information repositories to expand 

their knowledge base in a meaningful way.

Analyzing collections of unstructured, 

semi-structured and structured data may 

also involve mining massive volumes of data 

from social media along with huge in-house 

data stores, extracted from Hadoop clusters 

and other sources. Though much of the data 

gleaned from blogs, tweets and Facebook 

pages may seem trivial, selectively extracted 

data nuggets can be successfully woven into 

an organization’s well-maintained, structured 

information database. This fresh information 

may contribute to innovative product 

development, enhanced efficiency of services 

delivery or imaginative ways for advancing 

business and organizational outcomes. 

Today, the diverse skill sets required to 

derive insightful information from enormous 

data repositories are often costly and difficult 

to find in a single individual. Through its 

acquisition of Quest Software, Dell offers the 

Kitenga Analytics Suite, a comprehensive big 

data analytics platform that runs on cost-

effective, industry-standard Dell hardware. 

The suite enables organizations to bridge the 

IT skills gap and empower line-of-business 

users with information modeling, visualization 

and many other tools that heighten business 

acumen — along with the return on investment 

in big data analytics.

“ Timely business intelligence that 

illuminates emerging trends and  

helps decision makers envision  

creative new opportunities is key  

to strategic research and planning  

efforts — and crisp competitive 

differentiation in a fast-changing 

marketplace.”

http://quest.com/SimplifyKitenga
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I
nnovative devices, sensors, streaming 

video and many other sources are 

accelerating the volume, variety and 

velocity of data that is ripe for big data 

analytics. Characterized by enormous data 

sets beyond the capabilities of conventional 

software tools to capture, manage and 

process within acceptable time periods, 

big data offers unprecedented insight into 

strategic planning and growth opportunities. 

As a result, IT leaders across many industries 

are responding to the competitive urgency 

for launching big data initiatives that tap  

into massive repositories of structured, 

semi-structured and unstructured data.

At the outset, many IT organizations 

are discovering that they do not have 

the computing technology or power to 

adequately collect, sort and categorize data 

mined from stores containing terabytes, 

petabytes and even exabytes of data. To 

capitalize on these rich information sources, 

organizations require scalable technologies 

that enable them to store, manage and access 

data designed to improve business intelligence 

without increasing operating expenses.

Accelerating data capture

In today’s business environment where 

decisions are based on dispersed, dynamic 

information sources, access to big data for 

analytics must keep pace. An in-memory 

approach expedites data capture by loading 

an entire database into main memory on 

the database server. Access to data stored 

in a database server’s RAM is substantially 

faster than access to data stored on hard 

disk drives (HDDs) — typically measured in 

nanoseconds, versus milliseconds.

Another highly efficient alternative is 

flash-based storage or solid-state drives (SSDs) 

that are designed to significantly increase the 

performance of servers, such as those used 

for big data tasks. And compared to HDDs, 

SSDs help reduce power consumption. 

Moreover, SSDs are significantly faster, with 

access time in microseconds, than traditional 

disk-based arrays — even high-performing 

arrays. They are designed to provide an 

optimal solution for organizations that want 

rapid access to frequently used data taken 

directly from memory — or a warm cache — 

and access to data used less frequently from 

disk drives — or a cold cache.

Dell™ PowerEdge™ servers — equipped 

with fast, power-efficient Samsung® Green 

Double Data Rate 3 (DDR3) dynamic RAM 

(DRAM) and Samsung Green SSDs — can 

run database software capable of handling 

large amounts of warm and cold cache data. 

These servers, in particular, offer scalable 

platforms for database-intensive applications 

and help deliver the bandwidth needed for 

moving data quickly across the enterprise.

Comparing warm and cold cache access

To test data access and analysis capabilities, 

Samsung and Microsoft performed proof-of-

concept (POC) testing in June 2012 at  

the Microsoft Technology Center (MTC) in  

Timely analysis of information derived from big data 

volumes depends largely on how fast the data can be 

accessed. Dell, Samsung and Microsoft put access speed 

to the test using advanced servers with energy-efficient 

memory and solid-state drives.

By Peyman Blumstengel, Marc Crespell, Sylvie Kadivar,  
Yogev Shimony and Jessica Titus 

Capturing big data  
for rapid analytics

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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Paris, France. In addition to power 

consumption efficiency, the testing 

measured the duration of queries in four 

scenarios that represent key data access and 

analysis tasks using the TCP Benchmark™H 

(TCP-H) decision support benchmark.

The test configuration consisted of two 

Dell PowerEdge R910 servers powered 

by Intel® Xeon® E7-4870 processors with 

Samsung Green DDR3 DRAM. One server  

was set up with 1 TB Samsung Green  

20 nm–class DDR3-1066 memory modules 

in a high-performance, energy-efficient 

configuration; the other server was 

equipped with mainstream, 50 nm–class 

DDR3-1066 memory modules in a standard 

configuration. Each server was set up to dual 

boot Microsoft® Windows Server® 2008 R2 

Service Pack 1 (SP1) and Windows Server 2012 

Release Candidate operating systems, and 

each ran the Microsoft® SQL Server® 2012 

database engine. The high-performance, 

energy-efficient configuration included 

Samsung Green SSDs and Samsung PM830 

Serial ATA (SATA) SSDs for a total capacity of  

4 TB. The standard configuration was 

equipped with 15,000 rpm Serial Attached 

SCSI (SAS) HDDs for a total capacity of 3.2 TB.

The test results demonstrated that the high-

performance, energy-efficient configuration was 

15 times faster than the standard configuration 

for data access in a cold cache environment. 

This configuration saved 94 percent of system 

power consumption (see figure).

The high-performance, energy-efficient 

system demonstrated 2 percent faster data 

access than the standard configuration in a 

warm cache environment in which almost 

all the data was located in memory. This 

configuration saved 30 percent of system 

power consumption (see figure).

Mining big data quickly and efficiently 

In this test study, a Dell PowerEdge R910 

server in a high-performance, energy-efficient 

configuration with Samsung Green DDR3 

and Samsung Green SSDs running Microsoft 

software demonstrated a data access speed 

well suited for big data analytics. These 

test results indicate that the POC test 

configuration is designed to deliver rapid 

access, management and processing of 

data that can be mined for enterprise-scale 

big data analytics within a cost-efficient 

power envelope.
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H
orizontal segmentation in 

the overall IT market today 

typically maps to five industry 

areas: semiconductors, 

hardware, software, telecommunications 

and professional services. Dell, for 

example, participates in the hardware, 

software and professional services areas. 

But an anomaly buried in the usual 

segmentation has existed for several 

decades, glossed over because data 

providers represented such a slender slice 

of the IT market. That slice has widened 

considerably since 2000, and now the 

time has come to recognize that market 

segment: the data economy.

Even though many of these IT suppliers 

operate as not-for-profit entities, Enterprise 

Strategy Group (ESG) estimates the aggregated 

revenues of data providers in the data 

economy market now run in excess of 

US$100 billion in annual revenues. By 

comparison, ESG estimates that the software 

and core services revenues associated with 

business intelligence (BI) and data analytics 

platforms are around US$20 billion.1 

BI analytics platforms, including the 

Toad™ Business Intelligence Suite from the 

recent Dell acquisition of the Quest Software 

portfolio, are the foundational software for 

big data. Altogether, the adjunct products 

and services required to harness big data —  

such as servers, networking, storage and 

professional services — likely still trail the 

data economy in terms of market size. ESG 

believes the data economy is growing even 

faster than big data.

Time to tap into the burgeoning  
data economy

IT providers that gather, aggregate, purify and redistribute 

big data are spawning a fresh economy. Deploying 

comprehensive, intelligent data analytics platforms helps 

decision makers gain untold competitive advantages.

By Evan Quinn

1 ”Is Big Data the Tail Wagging the Data Economy Dog?” by Evan 
Quinn, ESG blog, April 2013, qrs.ly/tz3bu3x.

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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Identifying key data providers

A number of large providers populate this 

expanding data economy, including Acxiom 

and LexisNexis. Other large providers that may 

not be as familiar are Interactive Data, focused 

on the securities arm of the financial services 

industry, and Zyme, focused on channel data 

for global technology organizations. And some 

data providers focus on a particular industry 

or role. DataLab USA, for example, offers data 

spanning the insurance, credit, healthcare and 

real estate industries.

Organizations looking to classify industries — 

for example, to optimize search capability — can 

use the World Access Network Directory (WAND). 

They can also consult the Bureau of Labor Statistics  

of the U.S. Department of Labor to help gain 

an understanding of job taxonomies and data 

thereof. In addition, as part of the movement to 

democratize data, Data.gov provides a portal for 

U.S. government–sourced data from 39 states, 

41 countries and a host of other governmental 

organizations. The Open Archives Initiative 

is another example of data democratization. 

While not-for-profit organizations are important 

participants in the data economy, the U.S. Postal 

Service also offers data products for a price to 

help offset its rather notorious unprofitability.

Provisioning comprehensive  

information flow

Many commercial providers such as LexisNexis 

offer a variety of products to help understand 

the data they provision. These offerings include 

metadata, guidelines on how to efficiently 

ingest and use the data, and even tools to 

perform data analysis on a scale befitting big 

data. Many data providers offer information 

about the data they distribute, including 

metadata, or at least how to interpolate  

the metadata. Data providers generally gather, 

aggregate, qualify, refine and distribute data, 

preferably with enhanced ease.

In many ways, data can be referred to as the 

new oil — a metaphor that can be extended to 

other raw materials or natural resources. The 

basic idea that data acts as the raw material for 

an increasing number of business, government 

and consumer pursuits is the fundamental driver 

behind the data economy.

Why should business professionals, data 

analysts or chief information officers (CIOs) care 

about the data economy? One big reason is 

that their competitors may have already jumped 

ahead of them by tapping into it. For example, an 

organization that is highly dependent on channel 

partners with little visibility into the performance 

of individual resellers, other than some simple 

monthly reports and word of mouth, may be 

significantly over- or under-investing in various 

channels. Meanwhile, a competitor working 

with a BI platform to analyze data provided 

by Zyme might have a far clearer grasp of 

reseller performance than the channel partner–

dependent organization, and making effective 

workflow and investment decisions accordingly. 

In this example, if an organization is not plugged 

into the data economy, what it doesn’t know may 

indeed be hurting it.

Capitalizing on data economy opportunities

Data analysts, with help from their IT departments, 

may have done a fantastic job culling all the 

internal data available for BI and data analytical 

purposes. However, that internal data may 

lack context, or perhaps it could be further 

enriched with third-party data. Some big data 

BI and data analytics platform vendors, such as 

Alteryx, make it easy to tap into data providers 

by offering relevant, built-in data services from 

those providers. The third-party data looks just 

“ CIOs should think of the data economy 

as another external resource, like  

public cloud computing or professional 

services, that may be brought to  

bear to help the IT department  

deliver the best possible information 

technology for the business.”

 Data economy 
insights

Visit the ESG Slice and Dice blog  
to follow Evan Quinn and read 
more about his insights and 
findings on the data economy, 
data management and the 
analytics technology segment.

bit.ly/slice-dice-blog
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like an internal data source to data analysts using such a 

feature, except they may have to pay for the data. Regardless, 

the data analyst or scientist who regularly scans and 

potentially uses external data for BI and data analytical model 

development is using a best practice. Data analysts who mine 

only internal data sources are potentially overlooking major 

insight opportunities. 

CIOs should think of the data economy as another external 

resource, like public cloud computing or professional services, 

that may be brought to bear to help the IT department deliver 

the best possible information technology for the business. 

If the CIO has a chief data officer (CDO), the CDO should 

certainly track potential external sources for the data needs of 

the organization. If the organization has a chief digital officer, 

that individual should likewise be tapping into third-party data, 

as applicable, and perhaps consider using the organization’s 

internal data as a revenue-generating asset.

The big data movement has largely been technology-

based. But the innovation for much of the core technology 

for big data, such as the Dell | Cloudera Hadoop Solution, 

was originally developed by Web 2.0 organizations including 

Yahoo and Google for business purposes. BI and data 

analytics platforms offer the tools to gain deeper insights 

into business performance, market opportunities, research 

and development, and customer understanding. However, 

like an automobile, they are merely the tools. Data is the fuel 

they need to run on, and expanding that data will come from 

outside the firewall.

Overseeing data repositories

For IT departments, a technology stewardship role is no 

longer enough. IT leaders and their data professional partners 

in the lines of business increasingly carry the responsibility to 

ensure that their enterprise has all the right data, from inside 

and outside the organization. This data helps accelerate 

organizational outcomes, from daily tactical operations through 

strategic decision making.
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M
any businesses are 

bombarded by a 

preponderance of data 

on tap for analysis. At 

the same time, the quickening pace of 

hardware and software advances at their 

disposal is enhancing the efficiency of 

IT operations. These developments are 

creating opportunities to transform the 

way organizations meet the needs of their 

customers. But they are also calling upon IT 

and line-of-business decision makers to make 

significant transformations of their own. 

During the last two years, considerable 

research has focused on understanding how 

the roles of the chief information officer (CIO) 

and the IT department are changing (see figure 

on next page). CEB, formerly the Corporate 

Executive Board, provides one example. The 

advisory organization recently updated its 

comprehensive “Future of Corporate IT” study,1 

which augments other research in which Dell 

is engaged to study this transformation. The 

Dell global survey, for example, comprises 

research from Dell, Intel and TNS Global; 

Harvard Business Review; and The Economist. 

The survey questioned CIOs about their 

experience in the workplace and what 

changes were surprising or bewildering them. 

A top-level summary of the work 

suggests that CEOs believe CIOs are not 

in synch with the new issues CEOs face. 

Moreover, the survey analysis indicates that 

CEOs believe that CIOs do not understand 

the direction in which the business needs 

to go, and that they do not have a strategy 

in support of the business for pursuing 

opportunities or addressing challenges.

Key indications from the research 

suggest that almost half of CEOs surveyed 

feel IT should be a commodity service that is 

purchased as needed. Almost half of CEOs 

surveyed rate their CIOs negatively in terms 

of understanding the business and how to 

apply IT in new ways to the organization.  

Fundamental changes across the modern enterprise are 

reshaping the way business is conducted and how IT must 

operate as a result. Now, 6 key trends indicate the time is 

ripe for business-savvy CIOs to take their place among the 

other C-suite leaders.

By Jim Stikeleather

Transformative  
new role for the CIO:  
Chief innovation officer

1 The CEB “Future of Corporate IT” study was completed  
in 2010 and updated in August 2011. To read the report, visit  
qrs.ly/z43cf47.
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For example, 57 percent of the executives 

surveyed expect their IT function to change 

significantly over the next three years, and  

12 percent predict a complete overhaul of IT.  

Only a quarter of executives surveyed feel their 

CIO is performing above his or her peers.2

The main observations from the survey reveal 

that CEOs are demanding an increase in visible 

value from their CIOs, in terms of generating 

revenue, gaining new customers and increasing 

customer satisfaction. Increasingly, CIOs and 

IT must be seen less as merely developing and 

deploying technology, and more as a source 

of innovation and transformation that delivers 

business value — leveraging technology instead 

of directly delivering it. CIOs must be held 

responsible if technology enables, facilitates or 

accelerates competition that the C-suite didn’t 

see coming, or if they allow the enterprise to 

miss opportunities because the C-suite did not 

understand the possibilities technology offered.  

In short, CIOs today must adapt to these changes 

or risk being marginalized.

6 business trends CIOs cannot  

afford to ignore 

As the survey data was analyzed, the why element 

was shown to be clearly missing: Why is this 

dissonance between the CIO and the C-suite 

happening? The rapid pace of technological 

change could be the reason, but historically 

that factor only facilitates or accelerates change 

already desired or underway. Seemingly, an 

impasse had been reached until changes that 

were happening not in IT but in business became 

evident. To understand the future of enterprise 

IT, the evolving future of business itself must be 

considered (see figure).

1. Traditional products are simply becoming 

windows into information-based, services-

delivered value. The value of a cell phone 

is based more on its app ecosystem than its 

function and features. Running shoes are 

differentiated by their sensors, supporting web 

analytics and user networks. Many 3D printers 

email themselves updates, which they then 

print out for an end user to install. Even games 

have become comprehensive ecosystems of 

innovation, collaboration and adaptation.

2. Value is becoming highly individuated.  

This evolutionary consideration for business  

is a consequence of introducing the  

horizontal enablement of social media, for 

which value is a function of time, place, 

participants and other factors beyond the 

control of supplier individuals or organizations. 

Value is not just financial; it is also social  

and emotional. Witness the apps marketplaces 

that generate new, instantaneous worth and 

profits through collaboration — for example, 

Comprehensive research to validate changing roles for CIO and IT

Dell, Intel and
TNS Global: The

Evolving Workforce

• No business isolation

• Digital business 
 ecosystems

• Identify, assess 
 and manage risk

Harvard Business
Review: Innovation

from E�ciency

• Efficiency is 
 paramount and 
 comes first

• Create specific 
 customer and 
 business value

• Drive revenue

The Economist:
The C-Suite

Challenges IT

• A strategy for 
 tomorrow

• Business enablement

• Customer, staff and 
 partner engagement

CEB: The Future
of Corporate IT

• New technology 
 for old processes

• New processes

• New business 
 models

• New opportunities, 
 products and 
 services

Business changes contributing to dissonance between CIOs and the C-suite

Low
CEO value of CIO

Diminishing
CIO role in the C-suite
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budgets CIO irrelevance

E�ciency of scale
How well it works

E�ective at the moment
Achieves the desired result

Scale

E�ciency

Discipline

Today and the past

Adaptability

Engagement

Innovation

Tomorrow

Organizations need to
focus on being e�ective

at the moment to
create new value.

 Fresh 
management 
insights

Simply put, innovative 
information and communications 
technologies help organizations 
succeed. Read Management 
Innovation eXchange blog 
posts from Jim Stikeleather to 
explore strategic applications for 
digital infrastructure, emerging 
technologies and more.

qrs.ly/v63cefg

2 “ The C-Suite Challenges IT: New Expectations for Business Value,” 
Economist Intelligence Unit, The Economist, 2012, qrs.ly/r83cf49.

http://qrs.ly/v63cefg
http://qrs.ly/r83cf49
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the act of liking on Facebook may cause  

five friends to visit a new restaurant for  

lunch that day. 

3. The nature of competition is changing. With 

the evolution of cloud computing, even a 

small, least-funded organization in a remote 

location or rural town can appear to be a 

large enterprise and deliver like one. Today, 

anyone can have a new idea, sketch it out 

using world-class design software through the 

cloud, and then find and route it to the best 

possible prototype manufacturer anywhere 

in the world. In turn, the manufacturer 

can produce plans for the prototype using 

3D printers and deliver those plans to the 

creator’s door in an overnight package. If the 

idea gains momentum, the small entity can  

do everything from crowdsourcing business 

plans to turning customers into a superior 

support organization through companies  

with self-service websites — all from the 

comfort of a desk and with a personal credit 

card. The organizations that enable these 

capabilities — such as InnoCentive, Tongal, 

99designs, TopCoder and Kickstarter — are 

being used by enterprises large and small. 

This way of business is great for consumers 

worldwide: Just about any need or demand 

can be met faster than ever, but which in  

turn is a significant challenge for many 

established enterprises.

4. Goods and services are becoming rapidly 

commoditized. Products are being created 

and distributed with diminished economic 

frictions, and supply-and-demand curves are 

approaching equilibrium. These changes are 

causing decreasing margins, so executives are 

desperately seeking fresh ways to differentiate 

their company, products and services. Still, 

even though they know they must innovate in 

response, they don’t know how to do so in the 

complex global market.

5. Barriers to entry have been destroyed. The 

same diminished economic frictions, along 

with emerging business models, organizational 

structures and enabling technologies, have 

accelerated the appearance of advanced, 

unanticipated competitors. Their fresh value 

propositions — or their spin on the old  

value propositions — are presented faster, better 

and cheaper than they were once portrayed. As 

a response, business leaders relentlessly drive 

down costs to maintain market share. 

6. The nature of the workforce and 

management is shifting. The business 

and economic landscape has shifted from 

industrialization and its focus on reliability, 

predictability, discipline, alignment, control, 

repetition, scale and efficiency. Now, the 

emphasis is on value creation with a focus 

on originality, adaptability, innovation, 

engagement, collaboration and efficacy. As a 

result, the nature of work and the workforce 

is changing. Many assumptions about what 

motivates and dissuades people are wrong —  

especially when knowledge, creativity and 

innovation are desired. Management is trying to 

adapt to these new workforce realities.

Ripple effect throughout the enterprise

As a reaction to these business changes, the 

enterprise is beginning to respond in a number 

of ways, including outsourcing, partnerships, 

customer focus and structure.

Large organizations are beginning to 

outsource or break themselves up into smaller, 

more agile enterprises to perform services such 

as payroll and IT support. Interestingly, even 

“ Organizations are starting to 
realize that they should zero 
in on what creates value for 
customers, and along with this 
focus on customers they should 
concentrate on what they do 
better than anyone else.”
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employees are starting to pursue this path, with 

many preferring to be independent and focused 

on delivering value rather than feeding an 

organizational structure.

Increased partnerships and rising 

numbers of relationships are forming among 

organizations, and even among competitors, 

to enhance customer service. For example, an 

interesting ecosystem has developed among 

organizations such as Apple, Amazon, Google, 

Yahoo and even Microsoft with their mobility 

businesses, apps and services to better engage 

and serve customers. Making a commitment 

to be highly focused and utilize other highly 

focused firms — even competitors and other 

customers — to service customer needs is 

better than trying to go it alone. Otherwise, 

flexibility, agility and adaptability can be lost, 

and even scale economics begin to reverse. 

Finding other enterprises that can add value to 

a company’s worth is the key to responsiveness, 

individualization and meeting the market’s needs 

in a moment.

Organizations are starting to realize that 

they should zero in on what creates value 

for customers, and along with this focus on 

customers they should concentrate on what 

they do better than anyone else. As management 

consultant, educator and author Peter Drucker 

said in his classic book, “On the Profession of 

Management”: “There is surely nothing quite so 

useless as doing with great efficiency what should 

not be done at all.”

Future successful enterprises are expected 

to be socially enabled, and they will operate as 

digital business ecosystems. Structurally, these 

ecosystems are very different from today’s 

contemporary hierarchical, fixed, integrated and 

transactional entities. Both of these characteristics 

are necessarily but not sufficiently driven by the 

CIO (see figure). 

Unlimited potential to drive  

business value 

The role of the CIO is changing before  

our eyes. Not only are there emerging systems, 

business and delivery models; types of 

information; technologies; and the like, but  

there are also entirely new roles for IT  

in the enterprise ecosystem. These new  

business insights, tied to the emergence  

of new technologies, are creating an  

opportunity for IT to lead transformational  

efforts — especially in this challenging  

economic environment. 

CIOs must be aware of the changes in the 

business world and the enterprise, and how 

these changes are affecting the roles in the 

C-suite along with their own leadership role. 

How companies are run today can best be 

described in a well-repeated phrase: Maximize 

efficiency by minimizing deviations from 

standard practices. But to succeed in the new 

business environment, enterprises must be  

more than well-oiled machines; they must be 

adaptive and innovative.

 Learn more

The evolving workforce:

qrs.ly/fc3cefi

 Author

Jim Stikeleather is chief 

innovation officer for Dell Services, 

where his team enables, facilitates 

and accelerates advanced 

technologies, business models 

and processes to address evolving 

business, economic and social 

forces for Dell and its customers. 

He has more than 30 years of 
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Socially enabled, digital business ecosystems necessarily driven by the CIO

Twentieth-century
organizations minimized

transaction costs
and achieved

scalable e�ciency.

Twenty-first-century
organizations accelerate

capability building
and e�ectively apply it
to innovation to create

new value.

New view:
Socially enabled

enterprises operating
in a digital business

ecosystem
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P
icture the IT systems of a typical remote 

office/branch office (ROBO) site: two or 

three virtualized servers, perhaps a fourth 

one for backup or standby, a shared 

external storage system and a network switch 

or two. All too often, the servers are different 

technology generations and brands — the result 

of growth over time. Along the way, external 

storage may have been installed to accommodate 

expanding data and a network switch acquired 

to concentrate networking. The result is a 

complicated jumble of equipment that takes up  

a considerable amount of floor or rack space and 

is complex to manage. 

Accordingly, IT administrators and business-

unit managers alike are seeking simplified, flexible 

and efficient solutions that enable — rather than 

hinder — business success while boosting worker 

productivity and customer satisfaction. 

To heighten simplicity, efficiency and 

versatility in ROBO sites, the Dell PowerEdge 

VRTX shared infrastructure platform integrates 

servers, storage, networking and management in 

a single chassis. (For more information, see the 

Many distributed offices are eager to simplify a complex, unwieldy mix of heterogeneous IT 

equipment. The Dell™ PowerEdge™ VRTX platform converges servers, storage, networking 

and management into an office-optimized chassis the size of a tower server.

By Tad Walsh, Chad Fenner and Brad Lawrence

Bringing order to IT chaos  
in remote offices 

Converged infrastructure
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Proactive support for mission-critical systems
Keeping mission-critical systems 

such as the Dell PowerEdge VRTX up 

and running at peak performance is 

essential to business continuity and 

organizational success. To minimize 

disruptions and maximize productivity, 

the Dell ProSupport Plus plan is both 

proactive and personalized to specific 

organizational needs.

While Dell ProSupport 24x7x365 

phone support and on-site response 

options are well suited for routine 

systems support, ProSupport Plus adds 

several important features designed 

for mission-critical environments. In 

particular, ProSupport Plus includes  

a dedicated technical account  

manager who is familiar with the 

organization; Dell SupportAssist 

automated proactive monitoring and 

performance intelligence; and access  

to expert ProSupport Plus engineers  

for problem resolution (see figure).  

Next-business-day, two-hour or  

four-hour parts-and-labor response 

options are also available. 

A dedicated technical account 

manager partners with an organization 

to gain expertise in its business 

operations and mission-critical IT 

infrastructure, providing a familiar and 

accountable point of contact. For quick 

problem resolution, organizations 

have direct access to elite ProSupport 

Plus engineers, who are trained to 

troubleshoot across all Dell server, 

storage, networking and converged 

products, including PowerEdge VRTX. 

ProSupport Plus engineers also provide 

hypervisor and OS support.

The SupportAssist intelligence 

engine is designed to collect and analyze 

information across all Dell customers to 

spot trends and quality issues as the basis 

for customized monthly performance 

recommendations and health checks. 

The technical account manager  

reviews these recommendations  

with the organization and helps plan  

for implementation.

SupportAssist remote monitoring 

streamlines problem resolution by 

automatically detecting faults and 

opening cases with ProSupport Plus 

experts, saving time and enhancing the 

organization’s productivity by avoiding 

several manual steps.

Monthly contract renewal and support 

history reporting, along with as-needed 

systems maintenance, optimize the 

computing environment and minimize the 

burden on an organization’s IT resources. 

These efficiencies are particularly valuable 

in remote office/branch office (ROBO) 

environments with little or no IT staff.

So whether mission-critical 

workloads are running in a data center 

or in ROBO environments where the 

PowerEdge VRTX acts as a data center, 

organizations can take advantage of top 

experts armed with intelligence gathered 

from across the Dell support base. 

Over 7,000 Dell support engineers have 

received advanced enterprise technical 

education and hold certifications to 

support mission-critical data center 

environments. With this level of support, 

organizations can adopt advanced 

technologies for accelerated business 

growth with confidence.

Find out more at qrs.ly/yv3c9p6.Dell ProSupport Plus delivers proactive, personalized support for mission-critical systems. 

Intelligence

Expertise

Technology
• SupportAssist

• Intelligence engine

• Proactive
 recommendations

• Health checks

• System maintenance

• Dedicated technical 
 account manager

• Elite ProSupport
 Plus engineers Performance

and stability

“ Organizations can take advantage of top 

experts armed with intelligence gathered 

from across the Dell support base.” 

http://qrs.ly/yv3c9p6
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sidebar, “Big power, small package.”) PowerEdge 

VRTX is designed for rapid deployment and 

smooth ongoing operations. In addition, Dell 

ProSupport offerings help ensure system uptime. 

(For more information, see the sidebar, “Proactive 

support for mission-critical systems.”)

Integrated servers, storage and networking

In mathematics, vertex means the intersection 

of multiple lines into a single point. Likewise, 

PowerEdge VRTX (pronounced ver-teks) converges 

servers, storage, networking and management into 

an optimized 5U rack-mount chassis. 

Whether installed upright on the office floor 

or rack-mounted in an IT closet, PowerEdge 

VRTX is well suited for office environments 

ranging from a single, stand-alone small business 

location to hundreds of distributed offices serving 

large enterprises and public organizations. The 

requirements of these environments differ from 

those of headquarters data centers, where ample 

floor space, cooled air and a trained, dedicated 

IT support staff can be found. Consequently, 

simply bundling data center servers, storage and 

networking into full-height or half-height racks 

and offering them as packaged solutions for 

ROBOs may not address the specific needs of 

these environments. 

On the other hand, with its customer-inspired 

design and innovative engineering, PowerEdge 

VRTX was purpose-built to meet ROBO 

requirements. Support for up to four PowerEdge 

M-Series half-height blade server nodes, internal 

storage up to 48 TB and a built-in network 

connection provides remote offices with ample 

resources for virtualization, backup and growth. 

Along with a locking front bezel for security and 

office-quiet acoustics, PowerEdge VRTX fits 

unobtrusively into ROBO sites.  

The PowerEdge M-Series blade server nodes 

driving compute performance in PowerEdge 

VRTX are the same PowerEdge M520 and 

PowerEdge M620 servers that are used in 

data centers. The PowerEdge M620, with its 

large memory capacity, powerful performance 

and extensive high-availability features, is 

a workhorse server for consolidation and 

virtualization. The resilient PowerEdge M520 

is an outstanding platform for mainstream 

business applications. By supporting these 

servers both in the data center and in remote 

offices, organizations can standardize on field-

tested technologies while data center staff 

can minimize training time by leveraging their 

existing product knowledge.

The large, integrated shared-storage 

capacity of PowerEdge VRTX not only permits 

remote offices to grow at their own pace, it also 

supports the explosion of data in areas such as 

customer information management and business 

intelligence in the retail industry; medical imaging 

in healthcare; and financial modeling in banking 

and accounting. Moreover, internal storage 

enables ROBOs to protect their workloads 

with high-availability capabilities including live 

migration, VMware vSphere® Storage vMotion® 

technology and high-availability clustering, all 

inside the chassis. These capabilities not only 

help protect workloads and maintain uptime, they 

also avoid the cost and complexity of external 

storage devices. The integrated, internal storage 

of PowerEdge VRTX enables ROBOs to reduce 

both up-front capital expenditures (CAPEX) and 

ongoing operational expenditures (OPEX). 

Big power,  
small package
The Dell PowerEdge VRTX platform is designed to 

seamlessly deliver big-time data center performance 

and capacity in remote office/branch office  

(ROBO) environments.

•	 Innovative	space-saving	design helps eliminate 

hardware sprawl by converging servers, storage, 

networking and management into a single, sleek 

chassis that fits beside a desk or under a countertop.

•	 Easy	deployment	and	management enables exceptional IT efficiency, 

including automated updates and unified management that frees 

administrators to reclaim valuable time for strategic initiatives.

•	 Versatile,	virtualization-ready	platform allows extensive scalability and 

flexible workload provisioning to optimize performance and uptime. 
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Consistent systems management 

across the enterprise

PowerEdge VRTX also brings consistency 

to the realm of systems management. 

It is managed using the same Dell 

OpenManage™ systems management tools 

as other members of the PowerEdge family. 

For example, headquarters data center staff 

who are already managing PowerEdge 

M-Series blades and the PowerEdge M1000e  

chassis with the Dell Chassis Management 

Controller (CMC) experience the same 

look and feel with the CMC for PowerEdge 

VRTX installed in remote offices. Just like 

in the data center, CMC for PowerEdge 

VRTX helps eliminate the traditional 

model of managing servers, storage 

and networking with separate tools and 

consoles. Instead, it unifies and presents 

hardware management in a single 

console. Streamlining management in this 

way brings time-saving efficiency to IT 

administration tasks and helps reduce the 

potential for error. Consistency between 

data center management and remote 

systems management also allows IT 

administrators to use existing knowledge 

and minimize training time.

Another option for managing 

remote PowerEdge VRTX systems is the 

Dell OpenManage Essentials console. 

OpenManage Essentials enables IT 

administrators to monitor up to 400 remote 

VRTX systems, providing a vast view of 

networked IT resources all the way out to 

the distributed offices. 

Geographic View, a tool offered 

exclusively for PowerEdge VRTX, helps 

simplify the distributed infrastructure 

even further (see figure). Geographic 

View is a color-coded map that gives 

IT administrators an instant, at-a-glance 

assessment of remote system health and 

location. Compared to the traditional, 

hierarchical tree view of remote systems, 

Geographic View helps greatly reduce the 

time it takes for IT staff to become aware 

of remote system problems and to begin 

problem diagnosis and resolution. For 

example, maximizing uptime enables retail 

enterprises to capture revenue streams 

in their retail outlets, medical facilities to 

ensure continued patient care in their 

distributed clinics and logistics companies 

to keep packages moving from their 

warehouses to their ultimate destinations. 

Agile IT for remote offices

PowerEdge VRTX is a 5U data center that 

is designed to bring simplicity, efficiency 

and versatility to ROBO environments. The 

space-saving chassis of the PowerEdge 

VRTX enables organizations to eradicate 

hardware sprawl, reduce CAPEX and OPEX, 

and deliver extensive scalability within 

a stable platform to support enterprise 

growth. Its unified management helps 

reduce the number of tools and consoles 

needed, minimizing complexity and freeing 

IT administrators to spend time on strategic 

initiatives that advance business and 

organizational outcomes.   

Geographic View provides a color-coded, real-time view of remote system health.

 Learn more

Dell PowerEdge VRTX:

qrs.ly/wy3cbok

 Authors

Tad Walsh is outbound marketing manager 

for server platforms in the Enterprise Solutions 

Group at Dell.

Chad Fenner is director of PowerEdge product 

marketing at Dell.

Brad Lawrence is the PowerEdge VRTX 

product marketing manager at Dell.

http://qrs.ly/wy3cbok


For more information, visit  
qrs.ly/it3bwv4

Solution showcase

Dell OpenManage 
systems 
management  
tools

The efficiency and versatility of Dell™ PowerEdge™ VRTX  

platforms are augmented by Dell OpenManage™ tools 

that make possible local, remote and large-scale systems 

management. For local management, the Chassis 

Management Controller (CMC) provides a unified interface 

to manage all VRTX internal components: server nodes, 

shared storage and networking. For one-to-many remote 

management, OpenManage Essentials enables administrators 

to discover, monitor, inventory and update distributed 

VRTX systems. And for organizations with existing systems 

management frameworks, OpenManage functionality can be 

integrated with third-party consoles. 

Whether operations are performed in band, out of band, 

locally, remotely or within virtual or physical environments, 

OpenManage tools help reduce IT complexity and errors —

enhancing productivity while maximizing uptime.

Flexible management options for Dell PowerEdge VRTX
Intuitive embedded tools 
The CMC leverages each VRTX server node’s 

Integrated Dell Remote Access Controller 7  

(iDRAC7) with Lifecycle Controller to provide 

agent-free or agent-based discovery, 

inventory and monitoring of up to nine  

VRTX systems. 

Simplified remote management  
Through the Geographic View feature, 

OpenManage Essentials maps dispersed 

VRTX systems for rapid identification of 

location and health status.

Seamless console integration 
OpenManage integration with Microsoft® 

System Center and VMware® vCenter™ 

frameworks enables uniform management  

of VRTX systems in both physical and  

virtual environments.

http://qrs.ly/it3bwv4
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T
he opportunities to heighten 

workplace productivity often 

include a blend of advanced 

communication technologies 

that enhance coworker interaction and 

collaboration. Many organizations are 

moving in this direction by embracing the 

Dell Unified Communications solution, 

which integrates innovative communications 

services into a single platform designed 

to support anytime, anywhere sharing of 

information on any device. 

Real-time collaboration and 

communications significantly enhances 

productivity by providing immediate access  

to coworkers and support teams during 

business hours. End-user presence — the 

capability to see a coworker’s current status 

as available, busy or away — facilitates easy 

access to the right colleague when interaction 

is necessary to resolve a problem or obtain 

vital information, even while multitasking.

A converged communications 

infrastructure also enables end users to 

readily utilize an appropriate or preferred 

method for contacting others who may 

be either inside or outside the enterprise 

network. Feature-rich interfaces significantly 

enhance productivity and minimize costs 

associated with communications and 

travel by helping to simplify access — from 

instant messaging (IM) and voice, video or 

conference calls to shared applications, 

virtual desktops and many combinations of 

these communication channels. For many 

organizations, such efficiencies are driving 

adoption of a converged infrastructure for 

communications and application delivery that 

is designed to fundamentally change the way 

people interact in the workplace.

To successfully deploy integrated 

communications technologies such 

as IM, social networking, voice mail, 

conferencing, telephony and video, 

organizations need an intelligent and 

flexible network that binds voice and data 

functions together for easy access to 

dependable services. F5 Networks® and 

Boost productivity and empower collaboration with 

anytime, anywhere access. The Dell™ Active Infrastructure 

family includes advanced networking, VMware vSphere® 

virtualization and F5® BIG-IP®–based load balancing of 

Microsoft® Lync® Server workloads. 

By Fred Johnson and Kamesh Kothuri 

Streamlining access for 
unified communications 
infrastructure

 Dive deeper

Microsoft Lync Server enables organizations to consider 
an investment in voice over IP (VoIP) to elevate workforce 
productivity. View this DevCentral webcast to learn  
more about deploying Lync server roles and how  
F5 BIG-IP networking helps ensure their high availability 
for unifying communications.

qrs.ly/dc3bw8d
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dell.com/powersolutions | 2013 Issue 02 37

Converged infrastructure

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved. Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.

Microsoft technologies integrated within 

the Dell Active Infrastructure family enable 

converged platforms for supporting a 

unified communications approach that 

helps simplify deployment and enrich the 

end-user experience.

Integrating innovative technologies  

for enterprise-scale communications

Putting a strategy for unifying communications 

into action poses potential challenges for 

IT administrators. Different administrative 

teams have traditionally managed voice and 

data networks separately. The Dell Unified 

Communications solution brings together 

systems and networking protocols, such 

as the Session Initiation Protocol (SIP), for 

voice and video with the internet’s HTTP 

or HTTPS [HTTP with Secure Sockets Layer 

(SSL)] encryption. Until recently, these 

systems and protocols have not typically 

coexisted within the same infrastructure. 

They can be successfully integrated through 

comprehensive solutions that neatly bind 

these technologies and help simplify service 

delivery for any device no matter where 

resources are located.

The Unified Communications solution 

helps organizations avoid deployment 

complexities by implementing an 

enterprise messaging infrastructure 

designed to consistently deliver easy 

and reliable communications and 

productivity gains. Dell and Microsoft 

have worked together to deploy Unified 

Communications for Microsoft Lync 

Server. Large deployments of Lync Server 

web services that support high workload 

levels often require external hardware 

for virtual load balancing. Organizations 

can use F5 BIG-IP Local Traffic Manager™ 

(LTM®) systems that are designed to offer 

mission-critical availability, intelligent traffic 

management, scalability and enhanced 

security for Lync Server deployments.

Implementing communications 

delivery on converged infrastructure

Virtualization has in part advanced 

consolidation and availability in data centers 

to enable the coexistence of different tiers  

of enterprise applications on large clusters of  

hardware resources that can be managed 

efficiently. Converged infrastructure builds 

on this premise by combining servers, 

networking, storage and management  

tools into integrated, optimized systems  

that provide a foundation for virtualized 

resource pools with Dell Unified 

Communications initiatives. 

The Dell Global Solutions Engineering 

team designed a framework for 

implementing Microsoft Lync Server 2010 

on Dell Active System 800 converged 

infrastructure for application delivery and 

networking1 that can support up to 5,000 

end users. Dell provides a methodology 

for this solution that offers implementation 

guidelines, recommended architectures, 

best practices, and performance testing 

and results.2 The converged infrastructure 

consists of Dell PowerEdge™ R620 servers 

in a PowerEdge M1000e blade chassis, Dell 

networking switches and Dell EqualLogic™ 

PS Series storage. VMware vSphere 

virtualization provides an environment for 

F5 BIG-IP LTM Virtual Edition (LTM VE) virtual 

machines that were deployed for load 

balancing the Lync Server workloads.

Services and proxies

Through strategic awareness of 

applications, resources and end users, F5 

provides an Intelligent Services Platform 

and full-proxy technologies designed for 

application delivery and security in complex 

data center environments. This platform 

enables provisioning of key services for 

Lync Server deployments that help ensure 

infrastructure reliability for internal and 

external deployments.

Load balancing, a single namespace or 

Domain Name System (DNS) namespace, 

TCP optimizations and high-availability 

services are well suited for fundamental 

internal access in Lync Server deployments. 

Traffic management policies help ensure 

that requests from client devices are 

properly distributed and persisted to the 

web front end (WFE) and Lync Director 

servers. Advanced SIP and HTTP health 

checks continuously monitor the Lync 

Server–based services for availability and 

responsiveness. In the event that a Lync 

Server–based service goes down, the F5 

application delivery controller (ADC) routes 

client devices around the problem to 

minimize the impact. The service can then 

be repaired and brought back online — a 

process that appears seamless to end users.

For Lync Server deployments that 

provide external access, BIG-IP LTM 

systems act as a reverse proxy to help 

provide secure communications with 

outside entities (see figure on next page). 

Because many organizations have deployed 

(the recently discontinued) Microsoft® 

Forefront Threat Management Gateway 

(TMG) as a Lync Server reverse proxy, 

BIG-IP LTM can replace TMG. F5 supports 

the Lync Edge server, WFE and Director 

server traffic requirements such as internal 

and external interfaces. It also supports 

forwarding simple URLs in addition to 

providing SSL offload and acceleration, a 

single namespace across sites and critical 

network security protections for Lync 

Server resources. Easy access enabled by 

BIG-IP functionality offers robust support 

for client device types, whether they are 

desktop PCs, laptops, tablets, mobile 

phones or virtual desktops.

Programmability and customization

Programmability is a key feature that is used 

widely in BIG-IP LTM deployments. As data 

1 For more information on complementary Dell and F5 networking technologies, see “Accelerating Application Delivery With Nimble Networking Platforms,” by Melanie Christiansen and Fred Johnson,  
in Dell Power Solutions, 2011 Issue 4, qrs.ly/hq3bu0a.

2 “Microsoft Lync Server 2010 Implementation on Dell Active System 800v,” Dell Global Solutions Engineering, February 2013, qrs.ly/wu3bu0h.

http://qrs.ly/hq3bu0a
http://qrs.ly/wu3bu0h
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centers make the transition to increasingly 

efficient and automated environments 

that minimize human interaction, they 

tend to be more heavily dependent on 

programmability than traditional data 

centers. F5 provides built-in customization 

with an extensible and programmable 

architecture that is based on open 

application programming interfaces (APIs), 

templates and scripting. For example, F5 

iApps® deployment for Lync Server is a 

template that helps simplify and accelerate 

configuration for BIG-IP in Lync Server 

implementations. iApps is accessible 

in several ways including the Traffic 

Management Shell (TMSH), the F5 iControl® 

API and the web management graphical 

user interface (GUI). When using the GUI, 

BIG-IP administrators can access the  

iApps menus on the active unit through 

their web browser.

Creating a Lync Server application service 

on BIG-IP launches the iApps template and 

displays the interview screen (see figure on 

next page). Administrators can answer the 

questions presented on this screen, and 

when they are done they can complete the 

configuration simply by clicking Finished.

Many iApps templates are available in 

recent releases of the F5 Traffic Management 

Operating System® (TMOS®) platform. 

However, iApps templates can be updated 

independently of TMOS releases, and they 

are customizable. 

An updated iApps template for Lync 

Server is available for download to registered 

F5 DevCentral™ community members. The 

recent version contains a comprehensive 

range of up-to-date policies that support 

Lync Server deployments based on F5 

and Microsoft collaboration and testing. 

Additionally, organizations can create 

their own iApps templates from scratch 

or by exporting, modifying, renaming and 

reimporting templates that are based on 

existing templates.

Organizations can also download the F5 

Management Plug-In for VMware vSphere 

from the F5 Networks website and install 

it to enhance managing the VMware® 

virtualization environment.

Supporting infrastructure deployment 

for application delivery

Recent advancements in servers, networking 

and storage have enabled organizations 

to build efficient infrastructure for private 

clouds. The Dell hardware portfolio together 

with innovative F5 technologies is well suited 

to take advantage of these advancements 

and help build converged network 

infrastructure for optimal application delivery. 

Many organizations aim to optimize 

data center fabrics for handling high 

volumes of data traffic that often move 

through a mix of networking islands 

catering to different parts of the data 

center infrastructure. Deploying innovative 

networking switch capabilities is one way 

to advance networking infrastructure for 

managing data center traffic. Dell provides 

converged, intelligent and scalable 

networking switch capabilities for 10 Gigabit 

Ethernet (10GbE) and 40 Gigabit Ethernet 

(40GbE) fabrics. Dell also offers a range 

of topologies and converged networking 

fabrics for high-volume data center traffic 

throughput that supports modular,  

scalable and cost-effective server and 

storage infrastructure.

Dell networking switches comply 

with standards-based interoperability and 

adaptive workload intelligence. They also 

efficiently scale to enable IT organizations 

to deploy a single physical network 

infrastructure that provides deterministic 

performance and quality of service. These 

switches are designed to work seamlessly 

with Dell EqualLogic PS Series storage 

and Dell Compellent™ Storage Center™ 

storage area network (SAN) arrays built on 

the Dell Fluid Data™ architecture. These 

storage platforms are designed to deliver 

automated, optimized performance.

Consistent, programmatic integration 

across traditional, software-defined 

networking (SDN)–enabled and virtualized 

infrastructure from Dell provides a robust 

framework for orchestrating, integrating 

and managing network operations. Dell 

Active Fabric, a flexible, streamlined 

and cost-effective networking underlay, 

Deploying a redundant-pair BIG-IP LTM system for internal and external Lync Server services 

Internal and external end users
and bring-your-own-device (BYOD) support

F5 BIG-IP LTM

Lync Director servers pool

Front-end enterprise servers pool

Consolidated Lync Edge servers

Microsoft Lync environment
Dell servers, networking, storage, software and services
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and Dell Active System Manager can 

be deployed for a comprehensive, 

automated, elastic private cloud. This 

cloud implementation facilitates dynamic 

network reconfigurations in real time to 

deliver an optimal end-user experience.

Dell Services provides a portfolio of 

professional support and consulting services 

for deploying and configuring Dell Active 

System 800 converged infrastructure in data 

centers. Through its Dell Agile Consulting 

Service for Microsoft Lync service, 

experienced technical consultants from Dell 

IT Consulting offer high-level expertise on 

Lync Server engagements and deploying Dell 

Unified Communications–based systems 

worldwide for meeting organizational 

business requirements cost-effectively. This 

service also addresses balancing business 

needs with IT requirements while helping 

ensure regulation compliance and security.

For large or complex Unified 

Communications–based initiatives, best 

practices include accurate scoping and 

sizing for Microsoft Lync Server deployments 

running F5 BIG-IP technology. Dell Services 

can collaborate with organizations to 

plan, assess and implement Unified 

Communications–based engagements, 

helping enterprises keep projects focused 

and on schedule. Dell offers a wide range 

of customized consultation services for 

robust design and implementation that helps 

organizations achieve successful application 

delivery deployments.

Unifying communications  

for heightened productivity

While implementing a Dell Unified 

Communications–based infrastructure may 

call upon IT administrators to address some 

organizational challenges, the decision to 

combine voice and data technologies into 

one infrastructure enables considerable 

workplace benefits. For example, the Unified 

Communications solution can make it easier 

than ever before to jump on a quick phone 

call, join a group chat with coworkers or 

reach out to others in a variety of ways for 

efficient, convenient collaboration. 

Microsoft Lync Server deployments 

help consolidate communications services 

onto a unified platform — thereby avoiding 

the cost and complexity of supporting a 

wide range of technologies from different 

vendors across the data center infrastructure. 

Utilizing Dell networking switches for a 

robust networking infrastructure substrate, 

F5 Networks provides an Intelligent Services 

Platform for an application delivery network 

that is programmable and efficiently 

manages comprehensive Lync Server 

communications in a single point of control. 

Tight integration of Dell, F5 Networks, 

Microsoft and VMware technologies offers 

IT organizations a Unified Communications 

platform that is designed to deliver enhanced 

end-user experience, increased performance 

and simplified access and management in a 

highly scalable infrastructure. 

Successful implementation of a 

Unified Communications solution provides 

an intelligent, flexible infrastructure 

for communication technologies that 

facilitates efficient access to dependable 

services. In addition, Dell Services provides 

a comprehensive portfolio of support and 

consultation services to help organizations 

implement a Unified Communications 

strategy efficiently to streamline enterprise 

communications for heightened 

productivity and collaboration.

 Learn more

Lync server on Active System:

qrs.ly/wu3bu0h

Deploying BIG-IP LTM with Lync Server:

qrs.ly/o33bu0n

Reverse proxy access to Lync Server:

qrs.ly/pa3bu0q

Unified communications and collaboration:

qrs.ly/4n3bu19

Dell Unified Communications solution:

qrs.ly/gy3bu1d

Unified infrastructure:

qrs.ly/ni3bu1v

Microsoft Lync Server:

qrs.ly/k43bu20

Network planning for Lync Server:

qrs.ly/7a3bu22

 Authors

Fred Johnson is a partner engineer at F5 Networks 

dedicated to Dell Product Group sales and 

technology services.

Kamesh Kothuri is a product management and 

solutions development manager at Dell currently 

focused on network virtualization, application 

delivery and infrastructure management.

Configuring a Lync Server application service using an iApps template

http://qrs.ly/wu3bu0h
http://qrs.ly/o33bu0n
http://qrs.ly/pa3bu0q
http://qrs.ly/4n3bu19
http://qrs.ly/gy3bu1d
http://qrs.ly/ni3bu1v
http://qrs.ly/k43bu20
http://qrs.ly/7a3bu22


40 2013 Issue 02 | dell.com/powersolutions

Converged infrastructure

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved. Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.

T
o meet escalating I/O workload demands 

for business-critical applications, many 

organizations are transitioning their data 

centers to virtualized environments on 

converged infrastructure. This approach enables 

significant strides toward increased performance 

levels and reduced latency beyond what IT teams 

have already achieved through resource consolidation 

and convergence — notably streamlining operations, 

enhancing efficiency and boosting return on 

investments in data center infrastructure. 

Now, IT leaders are looking to apply similar 

convergence innovations to networking. Adopting 

a converged networking strategy enables 

organizations to traffic server and storage I/O 

workloads on consolidated data throughput 

channels. Intelligent software helps optimize 

management of separate network architectures in 

converged network channels. 

Optimizing network traffic flow and bandwidth has 

important implications for IT staff and their organizations. 

Chief information officers (CIOs) and enterprise decision 

makers need to ensure that existing IT assets and 

investments work efficiently and reliably for ongoing 

business operations. Virtualization administrators need 

high-performance platforms for connecting multiple 

server racks to accelerate virtual machine mobility 

while maintaining management visibility. Storage 

administrators are looking to converge internet SCSI 

Unifying disparate storage and data networks is a natural progression in many 

virtualization and cloud deployments. Dell™ converged networking innovations 

offer advanced switching capabilities and intelligent traffic management for 

these environments.

By Saleem Muhammad

Accelerating network convergence  
in virtualized and cloud data centers

Modular, unified 
networking

The Dell Networking S5000 switch provides a comprehensive 

platform and modular design that supports leading-edge networking 

protocols — enabling IT organizations to converge LAN and SAN 

throughput in high-I/O, virtualized environments.

•	 Modular 1U top-of-rack form factor

•	 Integrated automation, scripting and programmability

•	 High port density
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(iSCSI), Fibre Channel, Fibre Channel over 

Ethernet (FCoE) and network attached 

storage (NAS) traffic as well as manage it 

efficiently. And network administrators need to 

streamline capabilities for IT teams managing 

servers and storage without compromising 

the operational integrity of the organization’s 

network architectures.

For these reasons, many organizations 

are looking to converge Ethernet-based 

local area network (LAN) and Fibre Channel– 

based storage area network (SAN) traffic 

within a single cable. Dell continues to 

develop modular, scalable solutions for 

virtualized environments and converged 

infrastructure that are based on open 

standards, thereby helping organizations 

enhance data center flexibility and avoid 

proprietary hardware and software lock in. 

The Dell Networking S5000 1U top-

of-rack switch offers innovative modular 

converged networking capabilities that 

use the recent FCoE protocol. The switch 

converges LAN and SAN traffic over a single 

10 Gigabit Ethernet (10GbE) connection 

to help optimize server and storage 

connectivity in enterprise-scale data centers 

that deploy separate networks based on 

different networking protocols.

Protocols for evolving data center 

infrastructure

Traditional data centers that deploy 

virtualization and cloud computing 

often support separate server layers for 

applications, databases and web-based 

content delivery. The Fibre Channel or 

iSCSI protocol is used to connect the 

servers to external, shared storage, and 

both protocols use separate, dedicated 

Fibre Channel or Ethernet SAN fabrics 

simultaneously. As a result, considerable 

networking components — adapters, 

optics, cables and switches — are 

deployed in data centers to maintain 

separate networking infrastructures.

IT organizations have for some time 

considered options to help simplify 

switching, cabling and connections  

within separate networks. Several protocols 

have emerged for networking servers  

and storage.

The InfiniBand® protocol, for example, 

continues to be narrowly adopted. It 

generally requires procuring specialized 

physical media and is mainly applied 

to niche deployments necessary in 

environments that require ultrahigh 

performance and extremely low latency.

The iSCSI protocol, on the other hand, 

continues to experience growing adoption 

because it capitalizes on the ubiquity of 

Ethernet connectivity, and it adds a layer 

over TCP in the TCP/IP stack. After initial 

deployments in small and medium business 

environments, iSCSI is now increasingly 

used in enterprise-scale networking.

FCoE, a more recent protocol than 

InfiniBand and iSCSI, is generally used for 

SAN fabrics. By helping resolve challenges 

that arise because Fibre Channel is not 

easily ported to iSCSI, FCoE deployments 

enable organizations to preserve their 

existing investments in Fibre Channel. 

Many IT leaders today view the FCoE 

protocol as a cost-effective opportunity 

to transition from separate Ethernet-

based LAN and Fibre Channel–based SAN 

connections to converged LAN and  

SAN networks that maintain separate  

data traffic functions.

Convergence of separate networks

Traditional networking in a straightforward, 

conventional data center environment 

often requires servers to be equipped 

with both network interface cards (NICs) 

for LAN connectivity and host bus 

adapters (HBAs) to facilitate Fibre Channel 

connections to SAN fabrics. For example, 

if two Ethernet NICs are dedicated to the 

LAN and two Fibre Channel HBAs are 

required for separate SAN fabrics, then 

maintaining the necessary separation 

in this networking architecture requires 

multiple switches, optics, cables and 

adapters. Such connectivity considerations 

may add significant complexity and cost to 

an organization’s networking infrastructure 

(see figure). 

Alternatively, by converging LAN and 

SAN traffic on the same wire, the number 

of switches, optics, cables and adapters 

for server connections may be reduced by 

half. Each server utilizes converged network 

adapters to connect single cables to the 

two FCoE-aware Ethernet switches. The 

Complex, costly connections in a traditional data center with separate LAN and SAN traffic

Fabric
A

Fabric
B

LAN

NIC 1

Dell PowerEdge™ server Dell PowerEdge server

Ethernet
switch 1

Ethernet
switch 2

NIC 2 HBA 1 HBA 2 NIC 1 NIC 2 HBA 1 HBA 2

Fibre Channel
switch 1

Fibre Channel
switch 2
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converged LAN and SAN architectures are 

designed to maintain the same networking 

separation between the dedicated LAN and 

SAN connections (see figure).

Converging LAN and SAN traffic in 

this way promotes several important 

efficiencies. Decreasing the number of 

top-of-rack switches for each consolidated 

server rack helps reduce capital expenses 

and simplify the networking architecture. In 

addition, a decreased number of operating 

switches and adapters helps reduce the 

cost of cooling and power consumption. 

Moreover, deploying fewer physical 

components helps IT administrators simplify 

configuration and management.

An innovative, scalable design enables 

organizations to deploy modular networking 

technology based on open standards. 

This approach also enhances operational 

efficiency cost-effectively through intelligent 

software–based orchestration.

Robust, scalable connectivity

The Dell Networking S5000 switch is 

designed to deliver converged LAN and 

SAN 10GbE, 40 Gigabit Ethernet (40GbE) 

and native Fibre Channel connectivity in  

a single networking platform for Layer 2,  

Layer 3 and storage throughput. Its 

modular design provides flexibility and 

pay-as-you-grow networking for non-

blocking performance, low latency and 

stacking. The Dell Networking S5000 

switch includes support for iSCSI, FCoE 

and bridging to Fibre Channel SAN in 

addition to NAS and Remote Direct 

Memory Access (RDMA) over Converged 

Ethernet (RoCE).

Open, multi-protocol standards for 

Ethernet and Fibre Channel fabrics enable 

enhanced flexibility and scalability. The Dell 

Force10™ OS (FTOS) provides a powerful, 

robust software platform, an industry-

standard command-line interface (CLI) 

and smooth interoperability with open 

standards–based hardware and software 

from other vendors.

The switch’s 1U form factor offers IT 

organizations a leading-edge, modular 

switch that is designed to optimize 

throughput even in data centers that 

do not need to converge LAN and SAN 

traffic. Organizations can deploy the Dell 

Networking S5000 switch for Ethernet-only 

traffic without needing to use the switch’s 

Fibre Channel capabilities.

The switch is available with two 

connectivity options. One option provides 

a 12-port Gigabit Ethernet (GbE) and 10GbE 

module with a small form-factor pluggable +  

(SFP+) port interface, support for optics or 

direct attach cable and support for stacking 

ports. The other option offers a 12-port  

8 Gbps Fibre Channel unified port module 

with a Fibre Channel interface for 2, 4 and  

8 Gbps connectivity and support for optics 

or direct attach cable.

Intelligent management software

Customization of the networking 

infrastructure often complements 

customized server and storage 

networking configurations to help 

data center operations run efficiently. 

Intelligent software integrated into the 

Dell Networking S5000 switch facilitates 

management through each part of the 

network architecture’s lifecycle. It also helps 

simplify switch configuration and minimize 

the time necessary to deploy the network.

In addition, the intelligent software 

enables comprehensive visibility into 

network operations and helps simplify 

management tasks. The software also 

enhances scalability and broadens  

traffic monitoring capabilities to help 

optimize operations.

The modular design of the Dell 

Networking S5000 switch gives IT 

organizations the flexibility to customize 

networking environments to meet specific 

needs. The switch is also designed to 

facilitate the transition to next-generation 

I/O connectivity alternatives.

Moreover, the Dell Networking S5000 

switch is a key component that augments 

the Dell Active Fabric initiative. (See the 

sidebar, “Creating an open, scalable 

networking fabric.”) Active connectivity 

within highly virtualized data centers 

smooths the way for building next-

generation-capable fabrics. The Dell 

approach to providing an open fabric for 

Converged LAN and SAN connections that significantly reduce network components and maintain traffic 
separation cost-effectively

Fabric
A

Fabric
B

LAN

Dell PowerEdge server Dell PowerEdge server

FCoE switch 1 FCoE switch 2
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active connectivity helps organizations avoid 

proprietary lock in to a single vendor.

The Active Fabric Manager component 

provides a single, easy-to-navigate console for 

end-to-end networking management, from the 

blade server I/O to the top-of-rack switch to the 

spine layer of the network. Active Fabric Manager 

is designed to simplify switch configurations, and 

it helps IT organizations significantly reduce the 

time required for network deployment.

In addition, the FTOS software platform 

is well suited to meet demanding networking 

requirements in virtualized and cloud computing 

environments. It is designed to provide highly 

dependable intelligent software support that helps 

meet the storage demands in large, enterprise-

scale environments utilizing converged LAN and 

SAN connectivity.

Scale-out infrastructure  

for converged networking

Many IT leaders have already completed a 

transition or are in the process of transitioning 

their data centers to virtualized or cloud 

computing environments. These advances 

enable enterprises to take advantage of resource 

consolidation and convergence.

A logical next step calls for optimized 

networking to help meet the performance 

demands of intensifying I/O server and storage 

workloads for business-critical applications. 

Converging iSCSI Ethernet-based LAN traffic 

with Fibre Channel–based SAN traffic on 

a single 10GbE cable offers organizations 

tremendous opportunities for scaling out 

networking infrastructure quickly and  

cost-effectively.

The Dell Networking S5000 modular 

switch provides an innovative platform for 

converging LAN and SAN traffic over a single 

10GbE connection. This top-of-rack switch 

complements the Dell Active Fabric initiative 

for accelerating networking convergence in 

virtualized and cloud-based data centers.

Creating an open, scalable networking fabric
Deploying virtualization or provisioning 

virtual machines helps IT organizations 

run operations smoothly in virtualized 

and cloud computing environments. 

However, implementing networking 

services for a virtual machine can 

be complex and time-consuming. 

Proprietary networking systems may lock 

organizations into inflexible architectures 

that are difficult to scale — thereby 

limiting potential cost-efficiencies.

Alternatively, Dell offers an open, 

innovative platform designed to 

accelerate networking convergence in 

virtualized and cloud computing data 

centers. The Dell Active Fabric portfolio 

offers multiple rack and scale-out 

connectivity options that advance 

network virtualization with software-

defined networking (SDN). An Active 

Fabric Manager component provides 

advanced networking orchestration 

capabilities from a single console.

The Dell Networking S5000 switch 

augments the Active Fabric family with 

robust, modular switching designed to 

deliver converged networking. Modular 

hardware and software capability in 

Active Fabric enables administrators to 

cost-effectively scale out the network 

architecture and optimize emerging east-

west — server-to-server — traffic flow.

The Dell Networking S5000 switch 

complements Active Fabric through 

integrated automation, software 

programmability and scripting. Smart 

scripting enables network administrators 

to expose only the portion of the switch 

that is necessary in customized views for 

a storage or server administrator, or other 

IT staff member. In this way, network 

administrators can preserve the integrity 

of the networking infrastructure while 

providing relevant views for customizing 

throughput to meet specific needs.

Active Fabric is built on a foundation 

of robust components designed for 

SDN environments. It is well suited 

for stitching together server, storage 

and software in virtualized and cloud 

computing–based data centers.

 Learn more

Dell network hardware and devices:

Dell.com/networking

Dell Networking S Series  

managed switches:

qrs.ly/ai3c8g2
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Evolving workforce

T
he modern-day workplace is evolving 

as organizations adapt to highly 

mobile work styles and diverse modes 

of communication. Employees are 

seeking the freedom to collaborate and connect 

with colleagues in real time, wherever they may 

happen to be: at the office, at home or on the 

go. Whether identifying colleagues with specific 

skills, freely sharing information with remote team 

members or responding quickly to customer 

demands, workers need advanced collaboration 

tools to heighten organizational success in 

today’s highly competitive marketplace.

As a result, enterprises are looking for 

cost-effective ways to deploy comprehensive 

collaboration tools that help optimize business 

processes while minimizing IT expenses and 

operational costs. These tools must boost the 

flexibility and efficiency of end-user connectivity 

while making it easy for IT teams to manage and 

maintain multiple communication modes. 

To support changing workplace dynamics, 

many organizations are adopting a unified 

approach to communications. By combining 

email, voice mail, telephony, conferencing and 

other common modalities into one integrated 

platform, unified communications helps reduce 

capital investments and IT resource demands 

while enabling rich options for anywhere, 

anytime connectivity from any device. Adopting 

a unified approach to communications also 

helps organizations secure information, enforce 

governance and meet business objectives faster 

and at lower cost than before.

Dell and Microsoft have worked together to 

develop the Dell Unified Communications solution, 

which embraces a powerful but easy-to-use set of 

collaboration tools that support a broad range of 

communication modes on a single platform.

Foundation for unified workplace 

connectivity 

Dell Unified Communications, a core component 

of the Dell Flexible WorkStyle solution, centers 

on the Microsoft Lync platform. Lync integrates 

email, group chat, voice mail, telephony, instant 

messaging (IM) and audio/video conferencing 

with core Microsoft® productivity tools, such 

as the Microsoft® Office suite and Microsoft® 

SharePoint® collaboration software. It provides a 

common framework that interconnects diverse 

environments for sharing knowledge, ideas and 

documents with employees located virtually 

anywhere around the world.

Through the Dell Unified Communications 

solution, Microsoft Lync Server can be 

integrated with an existing time-division 

multiplexing (TDM) private branch exchange 

(PBX) or IP PBX system. Organizations have the 

choice of a long-term coexistence between the 

PBX and Lync Server or a full migration to the 

unified communications system. Combining 

multiple communication modes in a unified 

interface over an IP network enables innovative 

Unified communications  
for an on-the-go workforce

Novel ways of working empower employees with the freedom to be 

productive anytime, anywhere. The Dell™ Unified Communications 

solution, based on the Microsoft® Lync® platform, stokes workplace 

creativity and collaboration while helping to cut costs.

By Michael Przytula

 Creating a  
highly mobile,  
agile workforce

Organizations can streamline 
workforce collaboration through 
unified communications. 
Discover how Dell Services 
helps organizations implement 
a flexible work style, enabling 
employees to stay connected 
anywhere, anytime. 

qrs.ly/dy3bu4y

http://qrs.ly/dy3bu4y
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Boosting efficiency and rapport 
across a changing workplace
Deployed internally, the Dell Unified Communications solution gave 

Dell employees firsthand experience with the benefits of unified 

communications. Dell replaced many of its aging and costly-to-

maintain private branch exchange (PBX) systems with the Dell 

Unified Communications solution based on Microsoft Lync Server. 

Lync Server replaced PBX functionality for more than 18,000 

Dell employees with enterprise telephony capabilities, along with 

enhancements in features such as presence, instant messaging (IM) 

and conferencing. Today, more than 150,000 employees are using 

Lync to connect with colleagues worldwide. Dell employees were 

immediately impressed with the Lync Server user interface, which 

integrates multiple communication modes in one place. They also 

have taken advantage of additional communications options to 

heighten the efficiency of communication and collaboration. 

“Instant messaging has become the primary tool for team 

communication,” says Kenneth Oballa, IT director at Dell. “Team 

members can find each other and connect immediately with 

instant messaging. Many project tasks that used to take hours to 

coordinate now take minutes.” No longer tethered to an office 

desk, employees have the flexibility to work from a downtown 

coffee shop, a hotel room in Chicago or a customer event in Taipei —  

whatever location lets them be the most productive. 

By embracing a comprehensive unified communications 

solution, Dell realized a number of key benefits. These include 

avoiding costly maintenance on its aging PBX system and voice-

mail appliances; slashing long-distance and roaming charges for 

traveling employees; cutting web conference expenses by avoiding 

the need for external services; and elevating employee morale by 

optimizing work-life balance.
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business processes and helps boost the 

efficiency of employee interactions.

After Dell replaced its own PBX and voice-

mail systems with Lync Server, the company 

significantly cut expenses related to telecom 

systems and outside services. At the same 

time, Dell enhanced employee productivity. 

(See the sidebar, “Boosting efficiency and 

rapport across a changing workplace.”)

Collaboration anytime, anywhere 

As organizations adopt bring-your-own-

device (BYOD) policies to accommodate 

personalized work styles, they also 

can stimulate collaboration across an 

increasingly fluid workplace. The Dell 

Unified Communications solution 

supports Microsoft Lync 2013 mobile 

clients, enabling on-the-go workers to 

use the solution on Windows Phone, 

Apple® iPhone®, Apple iPad® and Google® 

Android™ devices. Employees can view 

colleagues’ availability in real time, connect 

to conference calls with a single touch 

and send IMs from their preferred mobile 

device, regardless of location. 

In addition to presence and IM functions, 

Lync 2013 mobile apps provide the ability 

to make voice and video calls over WiFi or a 

cellular data network. By using the voice and 

video over WiFi capability, international travelers 

can avoid cell-phone roaming charges.

Microsoft also plans to implement 

connectivity between Lync and the Skype™ 

platform, allowing users to share presence, 

IM and voice across the two services. 

Whether through a mobile or desktop 

device, enabling employees to connect 

quickly and collaborate flexibly anytime, 

anywhere significantly advances workforce 

productivity and innovation. Unified 

communications lets remote and mobile 

employees share documents in real time, 

interact easily with customers and enjoy 

smooth access to the organizational network. 

(For more information, see the sidebar, 

“Strengthening business presence while 

enhancing productivity.”)

Streamlined, tailored implementation

The Dell Unified Communications solution 

is part of the Flexible WorkStyle initiative, 

which is aimed at creating a highly mobile 

and flexible workforce. Dell Services IT 

Consulting for Communications and 

Collaboration works with organizations to 

create a Flexible WorkStyle environment, 

including design and deployment of a Dell 

Unified Communications solution with 

the right mix of technical architectures, 

locations and delivery styles. Based on 

tested methodologies and best practices, 

consultants can provide a custom unified 

communications strategy while helping 

reduce the risks, costs and time associated 

with implementation. 



Strengthening business presence 
while enhancing productivity
Many organizations worldwide rely on unified communications as an 

approach that enables their local, remote and mobile workforces to 

optimize their productivity. Take the professional infrastructure and 

environmental services company Cardno Limited.

Cardno implemented a unified communications approach to help 

improve its business communications. Working with Dell Consulting 

Services, Cardno deployed Microsoft Lync across its Australian offices 

in Brisbane, Melbourne and Sydney. Features such as instant messaging 

(IM), voice, video and web conferencing have helped Cardno boost 

employee productivity for its geographically dispersed workforce. 

For example, its social infrastructure division often travels 

to developing countries such as Papua New Guinea, where 

employees previously relied on costly international phone calls. 

Now, with the standardized Lync infrastructure, team members 

can stay in touch and collaborate through a combination of 

voice-over-IP (VoIP) communications, desktop sharing and video 

conferencing — which helps reduce travel time and expenses and 

improve business communications.

Gazprom Marketing & Trading Limited (GM&T) deployed a 

Lync-based unified communications environment to support rapid 

growth. In its first 10 years, the energy-trading business expanded 

from a single office in London, England, to a global operation with 

around 600 personnel and offices in the United States, Europe 

and Asia. Expecting fast growth to continue, GM&T updated its 

communications infrastructure with the help of Dell consultants. 

Today, Lync enables the company’s workforce to complete 

collaborative tasks at a much faster pace than before. For instance, 

teams in different offices can now share, review and amend 

applications during web conferences in real time. In addition, staff can 

pinpoint a colleague’s whereabouts using the presence awareness 

feature and launch an IM conversation, phone call or video conference.
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Furthermore, Dell’s extensive partner ecosystem 

enables a broad range of unified communications 

functionality that can be introduced into an 

organization’s existing communications environment. 

Consider contact centers, for example. These critical 

customer-engagement touch points represent 

an increasing source of revenue for many large 

organizations. However, outdated telephony 

infrastructures may compromise the customer 

experience, leading to lost sales opportunities and a 

tarnished brand. 

Thanks to Dell’s relationship with customer-contact 

solutions provider Aspect, organizations can obtain the 

technology, services and expertise required to implement  

a unified communications strategy for the contact center, 

all from a single source.

Dell is also working with Polycom to integrate 

telepresence and video conferencing estates with 

Lync through the Polycom® RealPresence® platform. 

RealPresence enables cost-effective, productive video 

conferencing and voice collaboration in a unified 

communications environment. Organizations can use  

their existing Polycom RealPresence voice and video 

solutions to directly communicate with Lync users. 

Integrated communications for flexible work styles 

Today’s changing workplace demands top-flight connectivity. 

To sharpen their competitive edge, enterprises require 

versatile, cost-efficient ways to expedite information sharing 

and provide employees with the flexibility they need to 

solve problems from anywhere, in real time. 

The Dell Unified Communications solution enables 

organizations to be truly connected, with team members 

freely sharing insight and innovation. This flexible work 

style maximizes individual productivity and fosters team 

collaboration while helping reduce travel, communications 

and IT expenses.

 Learn more

Dell Unified Communications:

qrs.ly/dg3bu58

 Author

Michael Przytula is the managing director of the Global 

Communications and Collaboration Practice for Dell IT 

Consulting Services. He is a 15-plus-year veteran of Microsoft 

and communications technologies.
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For more information, visit  
Dell.com/poweredge/rack

Whether your IT systems reside 

in a small data closet or a 

massive colocation facility, you 

need the right rack infrastructure 

to contain and connect them. 

Dell helps you complete your 

data center deployment with a 

comprehensive portfolio that 

addresses your organization’s 

rack, power and systems 

management needs.

Dell rack infrastructure solutions

Holistic approach to data center efficiency

Solution showcase

Maximize available space
Choose from nine models to find the rack enclosure best suited to 

house your equipment. Compatible rack accessories help manage 

airflow and cables. Find more details at dellracks.com. 

Simplify power management
Dell™ uninterruptible power supply (UPS) products support 

continuous uptime for physical and virtual servers. And Dell power 

distribution units (PDUs) help simplify power monitoring and 

deployment. Power management software integrates with common 

virtualization platforms. Configure your solution at dellups.com.

Streamline console management
Use Dell console switches to connect your servers to the Dell 

FPM185 1U console monitor for a systems management view  

at the rack or from anywhere through the switch’s browser-based 

remote access capability. Select the one that works with your 

configuration at dellkvm.com. 

http://Dell.com/poweredge/rack
http://dellracks.com
http://dellups.com
http://dellkvm.com
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M
any employees bring personally 

owned mobile devices to work 

for accessing enterprise data and 

applications. Organizations are 

rapidly embracing this bring-your-own-device 

(BYOD) approach as a way to increase worker 

productivity, and for good reason. However, 

before permitting access to the enterprise 

network, IT must find a way to safeguard the 

corporate environment by ensuring that the 

myriad of employee mobile devices do not 

introduce malware and bots. 

Just as importantly, the organization must 

control who can have access to which data. For 

example, all employees do not need permission 

to view confidential personnel files or sensitive 

business information. Further, the introduction 

of unmanaged devices may diminish network 

productivity by consuming bandwidth needed by 

business-critical applications.  

Before extending current remote-access 

policies to include mobile devices, organizations 

are well-advised to identify the similarities and 

differences between portable-computer remote-

access security and smartphone remote-access 

security. With these distinctions in mind, IT 

organizations can implement best practices to 

help ensure the confidentiality and security of 

communications from both inside and outside the 

network perimeter.

Organizations adopting bring-your-own-device (BYOD) policies can secure sensitive data 

and protect their networks by following some key guidelines and best practices.

By Patrick Sweeney

Safeguarding mobile device access 
across enterprise networks
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Security distinctions between 

portable computers and smartphones

Given their compute power, today’s 

smartphones could be considered a class of 

portable computer. Yet, portable computers 

such as laptops and notebooks differ from 

smartphones in several important ways, 

some of which affect security. To maintain 

a safe network, IT administrators first must 

consider key remote-access issues and then 

identify when to make similar provisions for 

both portables and smartphones and when 

to make separate or specialized provisions.

The fundamental security practice 

for remote-access devices, including 

portables and smartphones, is to start 

with an enterprise-level Secure Sockets 

Layer (SSL) virtual private network (VPN). 

By acting as an intermediary between the 

enterprise network and the mobile device, 

a reverse proxy via SSL VPN allows a high 

degree of control over end users and data. 

Moreover, it helps insulate the enterprise 

environment from the effects of malware. 

In this scenario, portables and smartphones 

benefit from the same solution.

For end users who require direct access 

to the enterprise network, SSL VPN via 

tunnel access should also be considered. 

But in this situation, the enterprise becomes 

susceptible to an attack unless appropriate 

precautions have been instituted; all traffic 

must be scanned for malware and intrusions. 

Therefore, one basic strategy is to deploy 

a next-generation firewall situated after or 

integrated into the point of termination 

of the SSL VPN tunnel. A next-generation 

firewall is designed to decrypt and then 

scan content from remote devices and 

decontaminate threats before they enter the 

network. It is equally effective on traffic from 

portables and smartphones. 

Applications on portables and 

smartphones are also important to consider 

when securing remote access. With 

company-issued, IT-controlled laptops, 

IT has the option of locking down the 

operating system to prevent the installation 

of potentially insecure applications. 

However, for employee-owned laptops 

running standard Microsoft® Windows®, 

Macintosh® and Linux® operating systems, 

consumerization and BYOD have resulted 

in an open, uncontrolled application 

environment. In effect, end users can install 

practically any application, even those that 

are potentially insecure, compromised or 

malicious in nature.

If a laptop that is compromised by 

insecure applications logs in to the network 

through remote access, it presents a direct 

threat to an organization’s resources. The 

highly flexible nature of laptops allows end 

users to download any desired application. 

Accordingly, enterprises should perform 

device interrogation on remote laptops 

to determine whether inappropriate 

applications are active and the proper 

security applications are running. 

Endpoint-control and interrogation 

software helps enforce security policies by 

correlating information about the device,  

the person using it, what is on the device 

and what is absent from the device. This  

correlation enables the software to 

automatically modify security on the fly 

to open or narrow access to information. 

Powerful tools are available that allow for 

this deep interrogation of laptops without 

requiring additional infrastructure beyond 

an enterprise-level SSL VPN solution. 

In contrast, issues arising from the 

presence of random apps on smartphones 

are different from those on portable 

computers because of the devices’ disparate 

distribution models. Most smartphone apps 

are downloaded through white-listed online 

stores. The store operators perform code 

inspections that help make the apps trusted, 

though it must be noted that they cannot 

guarantee the apps are secure. Provisioning 

tools, enterprise distribution software and 

mobile device management (MDM) solutions 

may also help strengthen security. 

However, smartphones can be rooted 

or jailbroken so that any app can be loaded 

on the device. Once compromised, the 

mobile phone becomes as dangerous as 

an unmanaged, uninspected laptop. So, as 

part of a fundamental security approach for 

employee-owned smartphones, remote-

access systems should perform device 

interrogation and check for jailbroken 

devices before allowing network access. 

The systems should automatically block 

connectivity for compromised smartphones.

Connections from inside the network 

The rise in popularity of remote computing 

puts significant security pressures on remote 

access. Yet mobile devices are used not only 

remotely, but also from inside the network 

perimeter. As a result, IT organizations also 

must consider what impact these devices 

may have from the inside.

Mobile devices can introduce 

malware into networks, intentionally or 

not. Problems may occur when portable 

computers compromised outside the 

corporate network are later introduced 

back inside the perimeter. Many client-side 

technologies help remediate issues before 

they generally spread. Still, for robust 

security, the inside perimeter requires a 

layered strategy. Organizations should take 

advantage of the capability provided by 

a next-generation firewall to scan traffic 

inside the network — especially from WiFi —  

as well as traffic entering the network from 

outside the perimeter. 

Although uncompromised smartphones 

may appear to pose fewer security 

concerns than laptops because of their 

white-listed app distribution system, 

smartphones do serve as a conduit for 

malware and intrusions. For example, 

uncompromised, non-jailbroken 

smartphones can pull in malware from 

personal email accounts over the cellular 

connection and then forward the contents 

inside the network through the internal 

wireless connection. 

To help safeguard against these 

malware threats, IT must scan traffic from 
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portable computers and smartphones 

that connect from within the perimeter. 

A next-generation firewall is designed to 

provide stringent protection from inside the 

environment by scanning every packet of 

traffic coming over the internal wireless LAN 

through anti-virus, intrusion prevention and 

anti-spyware gateway services (see figure). 

A serious threat to enterprise productivity 

may result from the introduction of hundreds 

of mobile device applications vying for 

bandwidth. Although many applications 

may be used productively, others may be 

unsanctioned applications that consume vital 

bandwidth. Organizations must rein in and 

control these applications to avoid latency 

and contention issues that affect business-

critical applications. 

Next-generation firewalls allow 

organizations to control malware and set 

policy on what constitutes acceptable 

and unacceptable applications. In this 

way, a next-generation firewall helps IT 

manage how mobile devices consume 

critical resources. The application control 

functionality in the firewall is designed to 

allocate bandwidth to critical applications 

and to constrain or eliminate bandwidth for 

wasteful applications. Bandwidth allocation 

can be set at per-user and per-group levels, 

which dramatically helps improve the 

experience and productivity of internal users.

For example, IT can set a simple policy 

that prevents employees with Apple® 

iPhone® mobile devices from streaming 

movies for personal entertainment within 

the perimeter, while at the same time 

allowing an optimized training video to 

run on that same device. Accordingly, the 

policy enhances productivity and minimizes 

wasteful activities. Next-generation firewalls 

also provide content filtering on the wired 

and wireless network, allowing IT to 

consolidate the functionality of a secure 

web gateway with the firewall.

Best practices for securing  

mobile devices 

Based on years of experience, the Dell 

SonicWALL team has developed the 

following best practices to help IT groups 

implement a secure BYOD solution. Since 

each organization has its own particular 

requirements, these best practices should 

be considered as guidelines, subject to an 

organization’s internal assessment. 

Remote access

The following best practices apply to portable 

computers and smartphones connecting to 

the network from outside the perimeter:

•	 Establish	a	reverse	web	proxy: By 

providing standard browser access, 

reverse proxies can authenticate  

and encrypt web-based access to 

network resources for both laptops  

and smartphones.

•	 Implement	SSL	VPN	tunnels: Agent-

based tunnels add easy network-level 

access to critical client-server resources.

•	 Utilize	endpoint	control	and	

interrogation: Powerful tools are 

available to enforce security policies via 

the VPN by correlating what device is 

being used, who is using it and what is or 

is not on the device.

•	 Assume	smartphones	are	running	

more	than	white-listed	apps: IT should 

apply jailbreak or root detection and 

automatically block connectivity for 

compromised smartphones.

•	 Scan	all	remote-access	traffic: A next-

generation firewall should be deployed 

to control malware, set policy on 

acceptable applications and manage how 

smartphones and portable computers 

consume critical resources. 

•	 Add	authentication:	The solution should 

integrate with standard authentication 

methods such as two-factor authentication 

and one-time passwords.

Inside the perimeter

Organizations should consider the following 

best practices for portable computers and 

smartphones connecting to the network 

from inside the perimeter:

•	 Integrate	a	next-generation	firewall:	

The firewall should scan all traffic, 

even from employee-owned laptops 

and smartphones, to protect the 

network from intrusions, malware  

and spyware.

•	 Define	which	applications	are	critical:	

The application intelligence and control 

functionality of next-generation firewalls 

should be used to allocate prioritized 

bandwidth to critical applications and  

to throttle or eliminate bandwidth for 

low-priority applications. 

SSL VPN platform provides
identification and access control

SonicWALL Aventail
Secure Remote Access Appliance

Next-generation firewall
provides deep packet inspection

SonicWALL Network
Security Appliance

Campus network

Directories

Lightweight Directory
Access Protocol (LDAP)

LDAP

Microsoft® 
Active Directory®

directory service

Remote Authentication
Dial-In User Service

(RADIUS)

Applications

Web apps

Client/server apps

File shares

Databases

Voice over IP
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clean tra�c

Scanning network traffic inside the enterprise perimeter through a next-generation firewall
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•	 Monitor	network	bandwidth:	IT should 

be aware that smartphones are basically 

portable computers with the ability to 

generate vast amounts of video and 

game traffic while on the enterprise  

WiFi network.

•	 Enable	content	filtering:	Because 

mobile devices can create a hostile work 

environment through inappropriate 

content, the content-filtering capabilities 

of next-generation firewalls should 

be enabled to comply with company 

browsing policies, as well as regulatory 

and legal mandates.

Integrated platforms for 

implementing BYOD security 

Smartphones have joined laptops as de 

facto network endpoints in organizations 

ranging from businesses to academic 

institutions and government entities. When 

employees use their own laptops and 

smartphones for work, securing mobile 

device access is an imperative. (For more 

information, see the sidebar, “Advancing 

workplace flexibility while protecting 

corporate resources.”)

For heightened mobile device security, 

organizations can deploy solutions such 

as Dell™ SonicWALL™ appliances, which 

have the capability to enforce suggested 

best practices. SonicWALL next-generation 

firewalls are appliance-based devices that 

provide application intelligence, control 

and visualization. The SonicWALL SSL VPN 

solution comes either as a stand-alone 

appliance or as a virtual appliance that 

runs in a VMware® environment on Dell 

PowerEdge™ servers. 

SonicWALL appliances minimize the 

complexity of delivering anywhere, anytime 

access to applications from a broad range of 

devices, helping to increase the productivity 

of both end users and IT staff.

Advancing workplace flexibility  
while protecting corporate resources
As a large enterprise with an increasingly mobile workforce, Dell 

faced challenges similar to those of many other organizations. 

The company wanted to provide employees with the flexibility 

and freedom to work when and where they need to, using their 

own devices. At the same time, Dell sought to efficiently manage 

network access and safeguard its corporate resources.

However, the Secure Sockets Layer (SSL) virtual private 

network (VPN) approach that Dell had been using became 

unstable, preventing employees from using it reliably for remote 

access. Fortunately, while looking for an SSL VPN replacement, 

Dell acquired network security company SonicWALL. With the 

SonicWALL Aventail E-Class Secure Remote Access Series now 

in-house, the Dell IT team collaborated with the SonicWALL 

team to enhance the product to meet Dell’s demanding large-

enterprise requirements for scalability and manageability. 

After Dell successfully deployed the resulting SSL VPN 

solution globally, the company was able to address its 

employees’ needs for the flexibility to enhance work-life 

balance. Now, the Dell workforce can be productive from 

virtually anywhere using a solution designed to provide reliable, 

secure remote access to internal resources. Moreover, the 

solution enables Dell IT to support global organizational growth 

with a scalable VPN deployment.

 Learn more

Secure mobility:

qrs.ly/5j3bu5a

 Author

Patrick Sweeney is executive director at Dell, 

where he oversees the Dell SonicWALL network 

security, content security and policy management 

product lines.
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N
o question, end users must have 

quick, secure access to business-

critical information. To support that 

need, enterprises have diligently 

established processes for managing identities and 

governing access in compliance with the relevant 

industry regulations. And yet, seemingly every day, 

organizations experience an external system break-

in or security breach — and as a result, sensitive 

information gets into the wrong hands. 

Moreover, when the wrong people with access 

to strategic data or mission-critical applications work 

within the enterprise, the consequences of an internal 

breach often far exceed losses accrued from external 

attacks. Internal vulnerabilities expose organizations 

to harmful information leaks, damaged reputation, 

financial injury and other risks — not to mention the 

high costs to remedy them.

Adopting a comprehensive, unified identity and 

access management strategy helps organizations 

ensure that the right end users — and only those  

people — have access to the right data and applications —  

and only those assets. Of course, that is easier said 

than done, particularly in a complex enterprise IT 

environment that serves thousands of end users who 

play diverse roles. In these settings, individual workers 

frequently must create a separate password to access 

each application among the dozens they use. In turn, each  

access credential represents the entry point to a 

specialized system that performs security procedures 

independently of other systems. 

To help address complex internal security challenges, 

IT organizations need to manage end-user identity and 

access requirements through four fundamental processes:

•	 Authentication: Ensure end users are who they  

say they are when they log in to a system.

•	 Authorization:	Control what end users are  

allowed to do after they are authenticated.

•	 Administration:	Manage the processes that enable 

end users to correctly authenticate and be authorized.

•	 Audit: Test authentication, authorization and 

administration to verify that these functions are 

being performed at the requisite security level to 

comply with established policies.

In practice, IT organizations often implement 

multiple single-point solutions to address current 

Unifying end-user identity and access helps 

organizations protect sensitive information, 

improve productivity and uphold compliance.  

The Dell™ family of identity and access management 

solutions streamlines cross-platform identity and 

access management.

By Todd Peterson

Consolidating 
identity and access 
management

Streamlined access 
across the enterprise
Quest One Identity Solutions from Dell comprise a cohesive software 

suite designed to simplify identity management and access 

governance for line-of-business users. In particular, Quest One 

Identity Manager — also available in Active Directory and Data 

Governance editions — provides key features such as the following to 

streamline identity, privilege and security management:

•	 Access	Governance enables business managers to understand 

and control who has access to what in their environment. 

•	 Visionary	Architecture optimizes and expedites end-user  

access enterprise-wide without costly, cumbersome and  

complex customizations. 

•	 Self-Service	Lifecycle	Identity	Management	lets authorized 

non-IT end users provision accounts and physical assets, and 

control and audit access rights and permissions. 

•	 Compliance-Ready	Management	provides comprehensive 

visibility into identity and access management for anyone who 

needs it to help maintain compliance through governance using 

security policies established by the organization. 

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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challenges or the latest audit finding, but do 

nothing for the rest of the enterprise or the 

next audit finding. Alternatively, they may 

attempt to create a comprehensive identity 

and access management system from the 

ground up that can be extremely costly, 

highly inflexible and often delivers only the 

minimum functionality the organization can 

afford. However, point solutions and complex 

frameworks present drawbacks that can be 

avoided by unifying cross-platform identity 

and access management. Quest One Identity 

Solutions from Dell can unify identity and 

access management on its own, with existing 

frameworks or in conjunction with point 

solutions to help reduce complexity, minimize 

deployment time and enhance security.

Point solution challenges

Deploying independent identity and access 

management functionality for different 

enterprise systems such as financial, customer 

relationship management and databases 

offers limited advantages for enterprises. 

Isolated solutions generally require their 

own rights and policy information, which 

cannot be shared with other systems; and 

multiple passwords and access points for 

individual end users erode productivity. In 

turn, inflated collections of identities and 

access rights for privileged user accounts, 

such as administrators, may not be governed 

by consistent policies. Plus, isolated processes 

tend to heighten security vulnerabilities, 

jeopardize compliance and increase costs.

Complexity grows when authentication, 

authorization, administration and auditing 

processes are executed independently 

on dozens, hundreds or even thousands 

of systems — and all too often, by just as 

many specialized IT resources. Now, IT 

organizations can avoid that complexity 

by deploying a modular, integrated and 

business-focused approach. This cost-

effective alternative enables seamless 

identity and access management across 

the enterprise, helping to simplify processes 

for end users, improve security and uphold 

compliance with regulatory standards.

Integrated identity  

and access management

A robust enterprise identity and access 

management solution puts control of 

organizational information directly into  

the hands of enterprise decision makers 

who need to act upon it. This approach 

heightens cost-efficiency as well as 

business response, because it allows the  

IT organization to focus on maintaining  

and enhancing systems rather than 

determining who should have access to 

the data and applications running on those 

systems. Implementing flexible cross-

platform identity and access management 

with Quest One Identity Solutions enables 

organizations to consolidate roles, actions, 

policies, rights and resources into a single 

highly manageable identity and access 

management ecosystem. 

The Quest One Identity Solutions suite 

of tools, including Quest One Identity 

Manager, offers the following capabilities:

•	 Identity	administration: Managing identity 

lifecycles helps simplify the process of 

creating, modifying and terminating 

accounts; managing and resetting 

passwords; and deploying single sign-on 

and strong authentication.

•	 Access	governance:	Governing access 

rights to business-critical data and 

applications includes managing access 

requests and certification, administering 

data access, defining user roles, 

provisioning identities and access privileges, 

and applying granular application security.

•	 Privileged	account	management:	

Understanding and controlling 

administrator activities can be 

accomplished by providing least-

privilege access, creating separation 

of duties, utilizing privilege-safe 

technologies, performing session 

auditing and logging keystrokes.

Identity and access management  

for the real world

For IT organizations in complex and diverse 

enterprises, identity and access management 

may be a tricky and time-consuming 

undertaking. Quest One Identity Solutions from 

Dell offer a cost-effective, comprehensive, 

modular and integrated approach to identity 

and access management. It enables non-IT 

decision makers throughout the enterprise 

to control end-user access to operational 

data and applications in the real world. It also 

boosts efficiency by freeing IT teams to focus 

on managing and maintaining systems. Quest 

One Identity Solutions are also designed to avoid 

potential vulnerabilities from internal access 

infringements as well as external security 

breaches that may occur in environments 

using isolated point solutions or complex 

frameworks to manage identity and access.

 Learn more

Identity and access management:

quest.com/ConsolidateIAM

 Author

Todd Peterson is a senior product marketing 

manager at Dell and has 20 years of experience  

in the security software industry.

 Dive deeper

View this video and discover how Quest One Identity Solutions 
software from Dell enhances IT efficiency cost-effectively by 
consolidating identity and access management processes designed 
to improve security and end-user productivity.

qrs.ly/5t34vgx

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.

http://quest.com/ConsolidateIAM
http://qrs.ly/5t34vgx


54 2013 Issue 02 | dell.com/powersolutions

Server spotlight | Dell PowerEdge R720

Powerful, flexible building blocks  
for critical IT infrastructure

Virtual desktops, mobility, cloud-based services, 

engineering and many other vital applications excel on 

flexible, next-generation platforms. Dell™ PowerEdge™ 

R720 servers have the IT muscle to optimize scalable 

performance in a range of endeavors.

Accelerating throughput  
and performance scalability
Dell PowerEdge R720 servers are 

engineered with 12th-generation 

technology designed to deliver an 

exceptional combination of features 

and scalable performance to handle 

tough workloads for both large and 

small data center environments.

•	 Power: The Intel® Xeon® processor 

E5-2600 product family provides 

up to eight cores per processor for 

computing-intensive tasks.

•	 Data	reliability: Up to two internal 

RAID controllers enhance throughput 

and storage reliability.

•	 Enhanced	I/O:	LSI® CacheCade® 

technology accelerates database 

performance by caching the most 

frequently accessed data.

•	 Extensibility: Seven PCI Express 

(PCIe) 3.0–capable expansion  

slots enable capabilities such  

as graphics processing unit  

(GPU) acceleration.

•	 Flexible	networking:	Dell PowerEdge 

Select Network Adapters provide a 

choice of Gigabit Ethernet (GbE) or  

10 Gigabit Ethernet (10GbE) speed.

•	 Availability:	Dual embedded fail-safe 

hypervisors help ensure maximum 

productivity for virtualization.

•	 Easy	management:	The Dell 

OpenManage™ tool set, which 

features the Integrated Dell Remote 

Access Controller 7 (iDRAC7) with 

Lifecycle Controller, is designed to 

simplify, streamline and automate 

everyday management tasks.

1 “ Winner Dell PowerEdge R720 Rack Server,” CRN 
Products of the Year 2012, i.ubm-us.net/crn/custom/
Dell2012ProductofYearAdvertorial.pdf.

2 “ Battle of the Titans: HP’s ProLiant DL380p Versus Dell’s 
PowerEdge R720,” by Edward J. Correia, CRN, July 12, 2012, 
crn.com/news/data-center/240003565/ battle-of-the-titans-
hps-proliant-dl380p-vs-dells-poweredge-r720.htm.

B
usiness success today often 

hinges on the right IT foundation. 

High compute capacity and 

outstanding versatility are 

key characteristics that make the Dell 

PowerEdge R720 12th-generation server 

a mainstay in highly efficient data centers. 

PowerEdge R720 servers are designed 

to play an important role in heightening 

performance and productivity across a wide 

spectrum of real-world environments that 

range from small server clusters to large, 

infrastructure-wide deployments. (See 

the sidebar, “Accelerating throughput and 

performance scalability.”) Several specific 

use cases highlight how organizations 

around the world are advancing business 

outcomes to gain a competitive edge by 

deploying PowerEdge R720 servers.

Performing in the test lab  

and on the job

The use cases touched on here offer just 

a few of the successes that organizations 

of all sizes have achieved with Dell 

PowerEdge R720 12th-generation servers. 

In addition to delivering tangible real-

world results, the PowerEdge R720 server 

was named CRN 2012 Product of the 

Year,1 turning in the fastest Geekbench 

score seen in the CRN Test Center up to 

that time.2 With its versatility, flexibility 

and exceptional management tools, 

the PowerEdge R720 server is enabling 

outstanding value and reliability in 

environments worldwide.

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.

http://i.ubm-us.net/crn/custom/Dell2012ProductofYearAdvertorial.pdf
http://i.ubm-us.net/crn/custom/Dell2012ProductofYearAdvertorial.pdf
http://crn.com/news/data-center/240003565/ battle-of-the-titans-hps-proliant-dl380p-vs-dells-poweredge-r720.htm
http://crn.com/news/data-center/240003565/ battle-of-the-titans-hps-proliant-dl380p-vs-dells-poweredge-r720.htm


dell.com/powersolutions | 2013 Issue 02 55

Improving CAD performance
BELLMER, a manufacturer of paper production machinery 

and equipment headquartered in Germany, recently saw 

tremendous improvements in productivity by upgrading 

its entire IT infrastructure with integrated Dell solutions. 

Previously, the performance of the company’s computer-

aided design (CAD) teams had been significantly affected 

by a lack of hardware speed and network bandwidth. The 

teams regularly faced downtime, which in turn increased 

costs and threatened project schedules.

Working with a Dell partner, abtis GmbH, BELLMER 

holistically evaluated its environment and determined 

that the optimum approach was a comprehensive 

infrastructure update based on Dell PowerEdge R720 

servers, Dell networking and storage infrastructure, and 

VMware® virtualization (see figure). Today, BELLMER enjoys 

significant improvements across the business:

•	 A 35 percent CAD productivity boost

•	 Up to €100,000 per year in cost savings

•	 Comprehensive data backups in hours, not days

The BELLMER architecture running virtualized CAD applications in a 
VMware vSphere environment

Hosting fast, highly available 
supply-chain services
MavenWire, based in the U.S., hosts supply-chain 

management services to manufacturers ranging from  

mid-market organizations to the Fortune 500. Its expertise 

in Oracle® Transportation Management software enables 

the company to ensure a fast, cost-effective turnaround  

for customers.

An infrastructure that supports top performance 

for Oracle Transportation Management is critical to the 

success of MavenWire’s business. The high-spindle-

count, low-latency design features of Dell PowerEdge 

R720xd servers made perfect sense for MavenWire 

when it wanted to increase transactional performance. 

Plus, each PowerEdge R720xd server houses 26 disk 

drives for internal storage capacity up to 26 TB, allowing 

MavenWire to optimize redundant RAID configurations 

and heighten availability for its customers. MavenWire is 

now achieving the following successes from the benefits 

of its Dell-based infrastructure (see figure):

•	 Up to three times faster database performance with Dell 

PowerEdge 12th-generation servers, compared to the 

previous server deployment

•	 99.9 percent uptime enabled for service-level agreements

•	 40 percent reduction in rack space per customer

The MavenWire architecture for running Oracle Transportation 
Management software

Virtualized CAD applications running under VMware vSphere® software

Dell PowerVault™ MD3600i
Fibre Channel arrays

PowerVault MD1210 and
MD1220 expansion arrays

Dell PowerConnect™ 8024F
10GbE switches

and fast fiber-optic cables

PowerVault TL2000
tape library

PowerConnect GbE switches

PowerEdge R720xd servers

Dell direct attach storage for 
Transportation Management data
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Gaining rapid expansion 
through a Dell private cloud
Europcar, a car rental company based in South Africa, 

has sharpened its competitive advantage with top-flight 

business agility from a private cloud. The private cloud was 

developed using Europcar’s existing infrastructure, Dell 

PowerEdge 12th-generation servers and the Microsoft® 

Windows Server® 2012 OS (see figure). The company’s 

bookings and reservations system, along with its enterprise 

resource planning and customer relationship management 

applications, are now on the private cloud infrastructure. 

Europcar has seen dramatic results such as the following 

from moving its business to a private cloud that comprises 

four redundant clusters split across two data centers:

•	 Up to 90 percent improvement in IT productivity

•	 44.5 percent reduction in virtual machine launch times, 

from 45 minutes to 25 minutes

•	 15-minute disaster recovery times, down from over  

two hours

Enriching the learning 
experience cost-effectively
Somerville House, a top-ranked day and boarding 

school for girls in Brisbane, Australia, believes that using 

technology to help provide a rich learning experience 

is the key to remaining in the forefront of education. To 

help meet this goal, the school decided to deploy tablet 

computers to students in grade 6 and up, and chose  

Dell Latitude™ XT3 tablet PCs.

At the same time, Somerville House created a 

virtualization environment to enhance support for 

expanded student mobility and teacher collaboration 

through videoconferencing and Microsoft® SharePoint® 

software. The Dell tablets wirelessly connect to Dell 

PowerEdge R720 servers running the VMware vSphere 

virtualization platform (see figure).

In addition to enhanced learning and teacher 

collaboration, the Dell solution has delivered the following 

outstanding IT operational outcomes for Somerville House:

•	 Reduced storage administration costs by 30 percent

•	 Reduced energy consumption by 30 percent

•	 Integrated rich media and electronic workflows to 

advance learning

The Europcar architecture for private cloud clusters across two  
data centers

The Somerville House architecture running vSphere virtualization  
to support deployment of Latitude XT3 tablet PCs

24 PowerEdge R710
and PowerEdge R720 servers

14 Dell EqualLogic™ PS4 and
EqualLogic PS6 Series storage arrays

Virtualized line-of-business
applications running under

Microsoft® Hyper-V® software

PowerEdge R715 servers and
PowerVault MD3200 storage arrays

Development environment

16 PowerEdge blade servers
on 2 PowerEdge M1000e

blade enclosures

Terminal services
for remote applications

PowerEdge R815 servers

Microsoft® SQL Server®

2012 databases

Dell PowerEdge
R720 servers

Dell EqualLogic PS6100XV
storage area network

Running VMware vSphere 
virtualization:

Students with tablets
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Building a cloud-based  
VDI solution
DirectNetworks, a managed services company based in the 

U.S., reevaluated its IT infrastructure to improve the virtual 

desktop infrastructure (VDI) solution it offers to the many small 

businesses that are embracing bring-your-own-device (BYOD) 

initiatives. The company wanted to increase capacity to support 

additional virtual desktops, but it also wanted to minimize the 

rack footprint and power usage in colocated data centers.

DirectNetworks decided to implement Dell PowerEdge 

R720 servers, which are designed to accelerate virtual 

desktop performance using multi-core GPU accelerators. 

In addition, Dell Compellent™ Storage Center™ storage area 

network (SAN) arrays perform automated storage tiering 

to enhance performance while helping to reduce costs. 

The Dell-based infrastructure has brought the following 

significant advantages to the organization (see figure):

•	 Scales to serve up to 10 times more customers with a  

50 percent smaller rack footprint

•	 Runs twice as many virtual desktops per server

•	 Supports 99.9 percent uptime for VDI customers

Inspiring a thoughtful data 
center redesign
NTTX Select, a service provider in the U.K., is focused on 

the needs of small and medium-size enterprises. It needed 

a flexible and scalable environment to deliver expanded 

services to its customers — without having to allocate 

expensive, dedicated resources to each user. When 

decision makers at NTTX Select heard about the innovative 

virtualization capabilities in Windows Server 2012 and Dell 

PowerEdge 12th-generation servers, they were inspired. 

The organization architected an infrastructure that 

uses Dell hardware to provide a stable platform for the 

entire data center (see figure). VDI delivery services were 

driven through PowerEdge R720 servers; scaled-out 

file servers comprised PowerEdge R710 servers and Dell 

PowerVault MD1200 storage; and a virtualization solution 

ran on PowerEdge R910 and PowerEdge R805 servers. 

NTTX Select is reaping the following rewards from its 

thoughtful redesign based on Dell infrastructure:

•	 All workloads are now virtualized

•	 Expansion of services enables expected customer 

growth of 400 percent

•	 Reduced operating costs maximize lifecycle savings

The DirectNetworks architecture implementing VDI for BYOD initiatives

The NTTX Select architecture showing its high-level concept for a 
stable data center platform

 Learn more

Dell PowerEdge R720 servers:
qrs.ly/ql3c9do

BELLMER – virtualized CAD:
qrs.ly/2z3b1od

MavenWire – supply-chain efficiency:
qrs.ly/az3b1oj

Europcar – private cloud:
qrs.ly/xk3b1ok

Somerville House – mobility:
qrs.ly/2h3b1oo

DirectNetworks – VDI:
qrs.ly/nb3b1pa

NTTX Select – data center redesign:
qrs.ly/2k3b1pc

PowerEdge R720 servers with graphics processing units

Dell Compellent 
Storage Center SANs

BYOD
layer

Phone Tablet Laptop Workstation

PowerEdge R805 servers

PowerEdge R910 servers

PowerEdge R720 servers

PowerEdge R710 servers

PowerVault
MD1200
storage

File servers

Desktop virtualization
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T
otal Petrochemicals is one 

of the largest publicly traded 

oil and gas enterprises in the 

world. When the Belgium-based 

company needed to migrate applications 

and content from an IBM Lotus Notes 

to a Microsoft SharePoint environment 

without losing data or interrupting business 

operations, it turned to Dell.

In 2008, Total began a global project 

to migrate from Lotus Notes to a Microsoft 

environment. In particular, the company 

wanted to smoothly migrate a variety of 

Lotus Notes applications to SharePoint 

without data loss or end-user disruption. 

But to do this, the IT staff required a reliable, 

easy-to-use migration tool.

“We had two main selection criteria: 

Easy configuration for the migration of 

application data and the ability to replay 

the migration scenarios as many times as 

needed to ensure good results,” says Paul 

Wansart, domain manager of JIS&T business 

systems integration at Total.

In addition, the IT staff realized that after 

the migration, it would need help with the 

recomposition of Lotus Notes applications. 

The IT staff began looking for a tool to 

help quickly and easily rebuild complex 

Lotus Notes applications — including sites, 

applications, menus and dashboards — in 

SharePoint without custom coding.

Total Petrochemicals uses Dell™ tools to migrate IBM® Lotus Notes® 

applications to a Microsoft® SharePoint® environment while maintaining 

data integrity and continued business operations.

Total Petrochemicals

Application migration, refined
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Automated migration

After careful evaluation of the available 

migration solutions, Total chose Notes Migrator 

for SharePoint from Dell, a tool that helps 

organizations accurately analyze Lotus Notes 

application content and then securely migrate it  

to SharePoint without data loss. Additionally, 

Notes Migrator for SharePoint offers both 

automated migration of standard Lotus Notes 

applications and advanced migration of complex 

or custom Lotus Notes applications.

“We studied the entire market to see what could 

best help us in our migration project,” explains 

Wansart. “Four candidates were considered. But 

because of its security, flexibility and ease of use, 

we chose Notes Migrator for SharePoint.”

Finding a solution to help with re-creating 

Lotus Notes applications after the migration was 

a greater challenge. The IT team’s research led 

to Web Parts for SharePoint from Dell, which 

enables organizations to rapidly rebuild complex 

Lotus Notes applications in SharePoint without 

custom coding — thereby helping reduce  

the time required for building applications  

by up to 80 percent.

Web Parts for SharePoint connects and 

manages list, library and discussion data within 

and across sites, allowing organizations to easily 

reconstruct Lotus Notes applications with a 

consistent look and feel as well as to incorporate 

rich functionality, data integrity and data security. 

Using Web Parts for SharePoint, Total can 

quickly reconfigure Lotus Notes applications 

on SharePoint, minimizing the impact of the 

migration on end users.

Smooth move

Thanks to Notes Migrator for SharePoint, Total 

Petrochemicals was able to efficiently and 

securely migrate its Lotus Notes applications  

and content to SharePoint. “This solution is 

mature, stable and extremely easy to use,” says 

Wansart. “We were able to migrate more than  

250 applications with no interruption to users, 

or other problems, with Notes Migrator for 

SharePoint. Moreover, this solution does not 

require much human intervention, which saved us 

a great deal of time and money.”

After the migration was complete, Total 

Petrochemicals began rebuilding its complex Lotus 

Notes applications in SharePoint. Working together 

with the Quest R&D team (now part of Dell), the 

IT staff at Total quickly created a custom solution 

that fulfilled the company’s requirements.

Drill down
Total Petrochemicals 

worked with Dell 

to facilitate its 

companywide migration 

from Lotus Notes to 

Microsoft SharePoint. 

By using Dell software 

to help automate 

migration and accelerate 

application development, 

the company quickly 

and cost-efficiently 

completed the move.

96,104
Employing over 96,000 
workers, Total is one 
of the world’s leading 
petrochemicals companies, 
doing business in Europe, 
the United States, the Middle 
East and Asia.

250+
Total Petrochemicals 
migrated more than  
250 applications from  
Lotus Notes to SharePoint 
using an automated  
process that helped save 
time and money.

80%
Because of its automated 
functionality, Web Parts 
for SharePoint software 
enables up to 80 percent 
savings in the time it 
takes to rebuild Lotus 
Notes applications.

“ Because of its security, flexibility and ease of 

use, we chose Notes Migrator for SharePoint.”
— Paul Wansart 

Domain manager, JIS&T business systems integration  

at Total Petrochemicals 

October 2012
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or checking out,” says Maxwell. “Foglight identified 

user sessions which had performance problems in 

the checkout click stream, as well as the underlying 

code which was causing the issue. We were able to 

quickly identify the core problem: A couple of class 

files were set up incorrectly. We fixed those files, and 

we haven’t had that database issue again.”

Wet Seal believes Foglight will provide a return 

on investment (ROI) within two years. “Website 

outages are quite expensive for us,” says Maxwell. 

“The company not only loses sales from customers 

who are unable to access the site, it also incurs 

significant costs through reduced employee 

productivity. By preventing website outages, Foglight 

will more than pay for itself.”

Adding to the expected ROI is enhanced website 

performance. “Management has tasked us with 

delivering faster page load times, which we couldn’t 

W
et Seal, Inc., is a leading specialty retailer of fashionable, 

contemporary apparel and accessories, with two ecommerce 

sites that account for a significant portion of the company’s 

revenue. “Several years ago, website performance did not get the 

attention it does today,” says Greg Maxwell, ecommerce development manager at 

Wet Seal. “But with the significant growth of ecommerce, performance problems 

in our web applications now demand immediate attention. To compete in today’s 

market, we need to keep our websites running at peak performance.”

The company needed expanded insight into its web applications to easily 

find and resolve performance problems. Existing tools gave a very limited view 

of the visitor experience and did not allow for proactive application performance 

monitoring. “For example, if a page was really slow, but it was working, it 

wouldn’t trip an alarm,” says Maxwell.

The Wet Seal customer service department addressed website issues 

when end users called to report problems. Many customer issues, however, 

were difficult to reproduce. Although the company was able to identify some 

web performance problems through load testing, it needed a better method 

to detect unanticipated problems that could potentially compromise the 

customer experience. 

The company’s application vendor recommended Foglight software from Dell. 

Foglight is designed to provide a comprehensive view of the application, from the 

business services layer to the supporting infrastructure components, allowing IT 

management to identify urgent problems and their causes. Moreover, Foglight 

enables administrators to zero in on user experiences that do not meet predefined 

service levels and see exactly what these users experienced by replaying the 

relevant web sessions.

Accelerating problem diagnosis and resolution

“Through our existing Dell™ database solutions, we knew a problem with the 

database back end was preventing some users from adding items to their baskets 

To improve the online shopping experience for its 

customers, Wet Seal deploys Foglight™ application 

monitoring software from Dell to quickly identify and 

resolve performance problems.

Wet Seal

Shining the light  
on performance
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deliver before we had Foglight, but now 

we can,” says Maxwell. “Having a snappier 

site will enable us to convert more website 

visitors into customers.”

Smooth performance is especially 

important for popular technologies such as 

smartphone apps. “We didn’t really know 

how well our smartphone app was doing 

or whether our data feed to Facebook was 

running correctly,” Maxwell says. “That’s 

critical, because when your Facebook 

game isn’t running correctly, you aren’t 

going to call Wet Seal customer service; 

you’re just never going to play the game 

again. We have the visibility we need 

to prevent problems from affecting our 

Facebook and smartphone users because 

we use Foglight.”

Because the company competes 

against other retail giants, it’s essential 

that IT staff know whether the website 

is delivering pages quickly and correctly. 

“There are a lot of monitoring tools that 

can tell you if you’re delivering a page in 

2 seconds, which is average,” Maxwell 

explains. “But these tools won’t tell you 

that for 10 percent of your customers, it’s 

taking 10 seconds. Having a tool that can 

quickly find those outliers will give us a big 

competitive advantage.”

Enhancing productivity

The Wet Seal IT staff has saved 40 hours of 

programming time weekly by streamlining 

troubleshooting and proactively 

approaching application performance 

management. “Our development staff used 

to spend a fair amount of time helping to  

identify and diagnose problems,” says 

Maxwell. “We can turn that responsibility 

over to the network staff now with 

Foglight. That extra savings has resulted in 

our applications getting into production 

faster because of fewer distractions and 

better quality.” 

Maxwell is pleased with the results 

Foglight delivers, as well as the sales 

process. “With Foglight, I felt like we  

were going to have a partnership,” he 

says. “Our decision wasn’t just based 

on product features. It felt like we were 

working as partners together, and that’s 

when the decision was made to go  

with Foglight.”

Clearing the way
With ecommerce sales comprising a significant portion of the company’s revenue, 

Wet Seal needed an easy way to find and resolve performance problems with 

its web applications, as well as alleviate end-user complaints. By using Foglight 

to bring problems into view, Wet Seal was able to quickly identify the root 

cause and heighten website performance while boosting IT productivity.

500
Founded in 1962, the 
company operates more 
than 500 Wet Seal and 
Arden B. stores, as well as 
two online shopping sites.

2 years
Wet Seal is on track to 
achieve an ROI for Foglight 
within two years, based  
on prevention of costly 
website outages.

40 hours
The Wet Seal IT staff has 
saved 40 hours each 
week in its programming 
workload, thanks to Foglight 
and its ability to identify and 
diagnose problems.
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The company’s analysts also need 

reliable 24x7 access to systems. “Because 

our employees often travel to do research 

on portfolio companies, our work 

increasingly spans multiple time zones,” 

says Ashford. 

Building client confidence  

into the system

For many years, Ashford Capital took 

system snapshots once a day and brought 

backup tapes to an off-site server for 

restoration. Although this worked, the 

company knew it wasn’t enough. “We 

had several real-world tests, including 

a hurricane in 2011 that resulted in us 

losing power for five days,” says Ashford. 

“Even though we got through that event 

unscathed, I realized that if a disaster  

ever made our hardware unavailable,  

I wouldn’t be able to take the tape and 

restore the system.”

Even one day of downtime was 

unacceptable because it would prevent the 

company from accessing its Microsoft® 

SQL Server®–based portfolio accounting 

system, which lists stock trades, client 

financials and other critical information. 

“Not having access to this data would put 

our clients’ business data at risk, and it 

would mean we couldn’t make trades for 

clients,” says Ashford.

A
shford Capital Management provides investment advisory services to individuals 

and organizations in multiple countries, using innovative risk management 

tools to help protect customers against market volatility and downside risk. 

As IT Director Tim Ashford says, “Ever since my father founded the company, 

we’ve communicated to our clients that they can trust us.” And that means having the 

right technology in place to maintain continuous system availability. “Giving our clients 

confidence that our systems are always up and running is critical to our reputation and 

business success,” says Ashford.

Ashford Capital Management employs a backup and disaster recovery solution 

from Dell to expedite system restoration, helping ensure fast, secure protection 

for client data.

Ashford Capital Management

Sound investment
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When Ashford Capital investigated 

alternative backup and recovery 

technologies, it was drawn to Dell™ 

AppAssure™ software, which delivers 

fast backup, replication and recovery 

capabilities. Ashford was impressed with 

the product’s ability to access emails and 

other files during recovery, as well as its 

snapshot scheduling capabilities.

In addition to deploying AppAssure, 

Ashford Capital implemented a Dell 

EqualLogic™ PS4100 storage array and 

a Dell SonicWALL™ Network Security 

Appliance (NSA) 2400 High Availability 

firewall. The company rounded out its 

new setup by installing a Dell PowerVault™ 

114T tape rack enclosure as well as 

two Dell PowerEdge™ R710 servers, 

four PowerEdge 2950 servers and one 

PowerEdge R510 server.

Ashford Capital can now recover its 

major systems quickly, and the firm has 

a solution that helps increase customer 

confidence. “We can’t afford to lose our 

clients’ confidence,” says Ashford. “With 

Dell AppAssure, we can assure our clients  

that our major systems are well protected 

in the event of a disaster. We can better 

protect data and lessen risk, which means 

we’re also protecting our reputation.”

After installing Dell AppAssure, Ashford 

Capital conducted a full disaster recovery 

test for all major systems, including the 

portfolio accounting system. The firm  

was able to recover all systems in only 

four hours, rather than the days that  

had been previously required. “When  

we did the test, we had every major 

system running again before lunchtime, 

which was unbelievable,” Ashford says.  

“System snapshots worked without any 

problems, and all workstations were 

accessible. Recovery took only a few 

hours, and that’s well within our recovery 

time objective.” 

Simplifying data protection  

and recovery

The company can now quickly and 

easily restore its systems. “If someone’s 

computer is compromised by a virus 

or system shutdown, all I need to do 

is browse an image I created of that 

machine a week earlier, and within an 

hour I have the system back to its original 

state,” says Ashford.

Overall system recovery is also faster 

than before, because Dell AppAssure 

offers a 3:1 compression ratio. This helps 

speed up the process of deduplication, 

a data compression method that helps 

eliminate duplicate copies of repeating 

data. “Dell AppAssure definitely provides fast 

performance that delivers on its promise,” 

says Ashford.

Using Dell backup and recovery 

technology also frees the company’s IT 

department to focus on the business. 

Ashford says, “I don’t have to worry  

about backup and recovery, because  

Dell AppAssure just works. And so it 

leverages my time to prepare for an  

actual disaster. For example, because  

the recovery process is faster, I’d have 

more time to work on connecting people 

to remote access. That’s really important 

for small businesses like ours, where  

the IT staff would face many demands  

in a crisis.

“Throughout our 25 years with 

Dell, it’s the service that has set them 

apart, even more than the software and 

hardware. We’ve always had exceptionally 

good sales and support people to work 

with, and they’ve gone the extra mile to 

connect us with the right products and 

services. For such a large company, Dell 

really creates strong relationships with a 

smaller business like ours, and that makes 

all the difference.”

Hedging bets on heightened protection
To make sure that its critical client information systems are well protected and accessible whenever needed, 

Ashford Capital Management implemented a comprehensive backup and disaster recovery solution that 

included Dell AppAssure software, Dell SonicWALL firewalls and a Dell EqualLogic storage array.

25 years
Ashford Capital has been a Dell 
customer for over 25 years, 
using many Dell technologies 
during that time.

4 hours
Dell AppAssure enabled the 
company to recover its major 
systems in four hours, well within 
its recovery time objective.

3:1
To accelerate system recovery, 
Dell AppAssure offers a 
compression ratio of 3:1 for fast 
and efficient deduplication.
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P
roviding information security services is very different from selling 

security products. In the services business model, the security provider’s 

relationship with customers is just beginning when the technology is 

deployed. Once the service is up and running, customers rely on the 

service provider day in and day out.

That’s the case with Dell SecureWorks, which offers world-class information 

security services to help thousands of organizations worldwide protect their 

IT assets, comply with regulations and reduce security costs. These managed 

security services customers include many Fortune 10, Fortune 100 and Global 

2000 companies, along with small and midsize organizations. Regardless of 

size, they count on SecureWorks to have highly trained, expert security analysts 

on duty around the clock to help them identify and protect against potential 

security threats.

The SecureWorks organization can process 20 billion events per day in real 

time while also investigating approximately 1,000 potential security incidents 

and analyzing about 20,000 pieces of malicious software. To deal with the 

huge amounts of information it collects, SecureWorks requires highly scalable 

technology for cost-consciously processing, storing and analyzing big data. 

So when the SecureWorks organization started looking for next-generation 

alternatives to its historically proprietary technologies, the search culminated  

in the deployment of the Dell | Cloudera solution, which is based on  

Apache™ Hadoop™ open-source software.

A solution built for big data

Hadoop is an open-source analytics platform built from the ground up to 

address today’s big data challenges. It enables organizations to load and 

consolidate data from various sources into an extremely scalable distributed file 

system for data storage. This data can then be processed using highly distributed 

compute jobs through the MapReduce framework. Hadoop excels at supporting 

complex analyses, including detailed, special-purpose computation, across large 

collections of structured and unstructured data. 

“Hadoop had all of the attributes that we 

needed,” says Robert Scudiere, director of 

engineering for SecureWorks. “It was a highly 

scalable system. It had availability built into it. It 

had technology to enable very-high-analytics types 

of activities, and it was very active in the market 

in terms of ongoing development to help further 

enhance the technology over time.”

Dell partnered with Cloudera to create the 

Dell | Cloudera solution, comprising Cloudera’s 

Distribution including Apache Hadoop (CDH) 

running on optimized Dell™ PowerEdge™ C2100 

servers and joint service and support. The setup 

includes the Dell-developed Crowbar software 

framework to speed and ease bare-metal 

deployments, as well as a reference architecture 

and detailed deployment guide.

To keep pace with an ever-increasing flow of data,  

Dell SecureWorks deploys the Dell | Cloudera solution  

to cost-effectively process and analyze billions of  

events every day — helping protect its customers’  

assets against security threats in real time.

Dell SecureWorks

Closing the breach

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.
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The combined resources of Dell and 

Cloudera helped SecureWorks accelerate 

its deployment of a robust Hadoop 

environment by approximately six months, 

Scudiere says. These resources also 

helped the organization slash its cost of 

storage — thanks in particular to the built-in 

economies of the PowerEdge C2100 

servers at the core of the environment.

Cost-effective, scalable platform

PowerEdge C servers provide a cost-

effective platform that is easy to manage 

and maintain for running Hadoop, which 

is designed to work with commodity 

hardware. Although the servers offer 

a solid hyperscale design and a good 

balance of disk, memory and cores, 

they do not include some features of 

conventional servers, such as extensive 

systems management.

Nevertheless, says Scudiere, “The 

PowerEdge C2100 server has been great. 

It’s provided us with a fantastic price/

performance curve. As an example, our 

storage cost per gigabyte is approximately 

US 21 cents. We thought we had great 

economics previously when we were 

spending about US$17 per gigabyte.  

Storing, scaling and analyzing big data
Information security services organization Dell SecureWorks is on deck 24 hours a day, 365 days a year, to help protect 

its customers’ IT assets. To meet its enormous data processing challenges, SecureWorks deployed the Dell | Cloudera 

solution for cost-effective, scalable storage and analysis of massive amounts of information in real time. 

20 billion
Each day in real time, 
SecureWorks processes up 
to 20 billion events, which 
are individual transactions for 
security devices or log events 
from an application or OS.

21¢/GB
Part of the Dell | Cloudera 
solution, the Dell PowerEdge 
C2100 server enabled 
SecureWorks to reduce its 
storage cost per gigabyte from 
about US$17 to only 21 cents.

1 year
SecureWorks expects to recoup its 
investment in the Dell | Cloudera 
solution within a year as it retires 
significantly more expensive 
storage systems in favor of the 
PowerEdge C platform.

When you look at the volumes of data  

that we currently have, it has been a great 

win for us from an economic standpoint  

to drop that cost.”

Those cost advantages can grow over 

time as SecureWorks moves more of its 

systems to the PowerEdge C platform, 

Scudiere says. “We expect the entire 

investment for this initiative to have about 

a one-year payback as we look to retire 

much more expensive storage solutions in 

our environment.”

But fast time to market and dramatic 

cost savings are only part of a larger story 

about business benefits. The Dell | Cloudera 

solution also helps SecureWorks reduce 

risk when deploying new technologies, 

maintain high availability for critical security 

systems and gain the cost-effective 

scalability necessary to keep pace with 

rapid data growth.

“Our business is very much about data, 

and being able to use that information — 

both learned and applied — and turn it back 

into protection for our customers makes 

all the difference,” Scudiere says. “With 

Hadoop technology in the Dell reference 

architecture, we can cost-effectively store, 

scale and analyze that information.”

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.



Dell Latitude E6330 laptop
Compact and lightweight, the Dell 

Latitude E6330 laptop is well suited 

for mobile professionals who need 

maximum mobility combined 

with agile performance. The 

laptop supports on-the-go  

collaboration with the latest 

wireless and mobile broadband options that enable 

colleagues to connect from virtually anywhere. To power 

nonstop productivity, professionals can take advantage 

of several high-performance options, including Samsung 

SSDs, Intel Core i5 or i7 processors and long-life batteries. 

Samsung SSDs are designed to deliver up to 256 GB storage 

with fast start-up, shutdown and read/write performance. 

Samsung solid-state  
drives for  
Dell computers

Solution showcase

From portable laptops to powerful workstations, Dell offers high-performance, durable storage 

options with Samsung® solid-state drives (SSDs). These SSDs are designed to provide instant 

access to business-critical documents and files. The outstanding read/write performance of 

SSDs translates into faster boot times and quicker program launches than traditional hard disk 

drives — helping boost workforce productivity.

Fast, durable and energy-efficient

Dell Latitude 
6430u Ultrabook
Built for workforce mobility, 

the Dell™ Latitude™ 6430u 

is an extremely durable 

Ultrabook™ system that is 

powered by Intel® Core™ 

i3, i5 or i7 processors. The slim 

Ultrabook weighs in at only 3.7 lb (1.69 kg) while featuring 

a 14-inch display. Professionals can work confidently 

using an Ultrabook that’s strong enough to withstand the  

rigors of a mobile workstyle. The Latitude 6430u is the 

only Ultrabook subjected to sixteen MIL-STD-810G tests.1 

And a Samsung SSD is designed to offer ultradurable 

storage for reliable data access of up to 256 GB.

1 Dell Latitude 6430u is MIL-STD-810G tested under 16 different methods. Download the Ultrabook 
Environmental Testing summary from the Dell Latitude 6430u product pages at Dell.com/latitude.

http://Dell.com/latitude


For more information, visit  
Dell.com/business/ssd

Solution showcase

Dell XPS 12  
convertible Ultrabook
Users can easily go from work 

to play with the flexible design  

of a convertible, multi-touch  

Dell XPS™ 12 Ultrabook. A fluid 

flip-and-fold motion transforms 

the Ultrabook to a tablet, offering 

users the best of productivity and entertainment 

right at their fingertips. Powered by Intel Core i5 or i7 

processors, the XPS 12 features a 12.5-inch Full HD display 

made of Corning® Gorilla® Glass for added durability  

and a 170-degree viewing angle for clear, crisp visibility.  

A built-in Samsung SSD provides up to 256 GB of fast,  

quiet and durable storage.

Dell Precision T7600 
workstation 
Professionals can take charge of 

resource- and graphics-intensive 

engineering and analysis workloads 

with the Dell Precision™ T7600 

workstation. For exceptional 

performance, the Dell Precision 

T7600 is powered by the Intel® Xeon® processor E5-2600 

family and up to 512 GB of quad-channel memory. The 

workstation supports up to eight 512 GB Samsung SSDs, 

enabling huge data sets to be processed with ease. And the 

tower workstation features a redesigned chassis that can 

be easily rack mounted and has an externally accessible 

tool-less power supply for excellent serviceability.

Unlike hard disk drives, SSDs have no moving parts. As a result, they are more shock resistant,  

cooler, quieter and more energy efficient than traditional hard disk drives. Moreover, the durability  

of Samsung SSDs alleviates concerns about data being wiped or corrupted if the computer is 

moved or knocked over. 

By incorporating ultradurable Samsung solid-state storage in its computers, Dell enables 

mobile and desktop users to reliably and quickly access their data whenever needed.

http://Dell.com/business/ssd
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P
ivotal business applications — 

from online shopping sites to 

accounting systems to customer 

care programs — increasingly 

depend upon powerful database systems to 

store and manage data for processing and 

reporting. Consolidation and virtualization 

of these systems promise to deliver huge 

efficiencies and cost-savings by driving 

business value up and overhead down. 

Enterprises that run relational database 

management systems in a Microsoft® 

Windows Server® OS–based environment 

are rapidly adopting Microsoft® SQL Server® 

2012 database software to take advantage 

of its high availability, fast performance and 

enhanced security features. As enterprise 

applications relying on SQL Server 2012 

proliferate and data sets grow, the underlying 

storage must continue to meet service levels, 

maintain data integrity and help ensure high 

availability and performance. Meanwhile, 

many organizations find that their IT resources 

are drained by the time-consuming, often 

manual tasks related to managing a large, 

growing number of Windows-based systems 

and their attached storage.

Dell EqualLogic PS Series internet SCSI 

(iSCSI) storage area network (SAN) arrays 

help improve efficiency and reduce the cost 

and complexity of storage for virtualized 

SQL Server 2012 implementations. As well, 

the built-in data services and redundant 

components of EqualLogic arrays are designed 

to support the high availability and reliability 

required for business-critical databases. 

EqualLogic arrays are tightly integrated 

with Windows Server 2012, which helps 

simplify management tasks such as 

provisioning and tuning. In turn, streamlined 

storage management enhances operational 

efficiency by avoiding extra steps and by 

automating common tasks. 

Enhancing IT efficiency and agility 

through ease of use 

As enterprises face intensifying capacity 

and scalability challenges, IT organizations 

Business-critical database applications need 

storage infrastructure that is designed to keep up. 

Dell™ EqualLogic™ PS Series arrays help simplify 

storage management while easily accommodating 

performance, capacity and availability requirements.

By Magi Kapoor, Jim Salvadore and Darren Miller

Optimizing storage 
architecture for vital 
database applications
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need a fresh approach for deploying 

and managing storage in a SQL Server 

environment. Dell EqualLogic PS Series 

arrays make it easy for administrators 

to deploy and configure storage, back 

up and recover data and perform daily 

management tasks. 

EqualLogic PS Series arrays are designed 

with a scale-out, peer-storage architecture 

that enables them to grow seamlessly to 

meet capacity or performance needs. As 

databases expand, EqualLogic arrays harness 

their aggregate resources to evenly load 

balance data requests, additional capacity, 

network activity and cache, thus maximizing 

performance and resource utilization. Being 

modular in nature, the scale-out architecture 

allows organizations to start small and keep 

up with growth cost-effectively, at their own 

pace. Moreover, administrators can add 

storage resources nondisruptively to the SAN, 

helping increase capacity and performance 

with automated load balancing. 

At volume creation, administrators 

can utilize the advanced thin-provisioning 

capability of EqualLogic PS Series arrays 

to efficiently allocate storage capacity to 

database volumes. Then, as a database 

grows in size, thin provisioning is designed 

to automatically allocate physical storage 

from the free storage pool.

Built-in snapshot and replication capabilities 

of EqualLogic PS Series arrays facilitate fast 

database backup and disaster recovery. 

Administrators can configure snapshots of 

databases and logs to be taken automatically 

by the SAN. A single database, as well as multi-

database deployments, can be quickly reset 

to a previous snapshot to resume database 

operations from a clean starting point. As a 

result, end users do not need to wait for data 

to be physically moved or copied. Snapshots 

also can be mounted on SQL Server hosts to 

allow side-by-side databases for object-level 

recoveries. In addition, an auto-replication 

capability, which is built into EqualLogic PS 

Series arrays, is designed to create an exact 

copy of the SQL Server database on a remote 

site to protect data from a disaster that affects 

the data center. 

The virtualization of storage separates 

the management of storage services 

from the configuration of the hardware, 

helping reduce the complexity of daily 

administrative tasks. Virtualization also 

minimizes the need for specialized storage 

expertise and time-consuming, error-

prone manual operations. Features such 

as automated tiering and data migration, 

which are designed to automatically 

relocate data to the most cost-effective 

or performance-suited storage tier, help 

reduce management overhead while 

optimizing cost/performance. 

EqualLogic storage is optimized for both 

online transaction processing (OLTP) and 

decision support system (DSS) workloads. 

Virtualization and automated load balancing 

expedite database management for 

these types of workloads as well, further 

enhancing IT efficiency and agility.

Streamlining storage management

Included at no additional cost with Dell 

EqualLogic PS Series arrays are the  

Dell EqualLogic Host Integration Tools for 

Microsoft, which enrich the installation, 

maintenance and management of Microsoft 

SQL Server environments using EqualLogic  

arrays. From initializing arrays to creating 

application-consistent snapshots to 

scripting management operations, the Host 

Integration Tools offer a wide variety of 

capabilities to administrators through an 

easy-to-use, centralized graphical interface. 

The Host Integration Tools include the 

Dell EqualLogic Auto-Snapshot Manager/

Microsoft Edition (ASM/ME), which enables 

administrators to create and manage point-

in-time snapshots, or Smart Copies, as part 

of an effective backup and data recovery 

strategy. The space-efficient Smart Copies are 

application consistent, supporting Windows 8,  

Microsoft Windows Server 2012, Microsoft® 

Exchange Server messaging software, 

Microsoft SQL Server, Microsoft® SharePoint® 

collaboration software and the Microsoft® 

Hyper-V® hypervisor. 

If a catastrophic event occurs, data 

from supported applications can be quickly 

restored (see figure). Administrators can go 

to the ASM/ME interface and right-click the 

protection point. Then, they can choose 

from three options — restore selected 

Auto-Snapshot Manager/Microsoft Edition (ASM/ME) used to quickly restore a corrupted database from a 
Smart Copy to a previous point in time

1

2

3

1. Right-click the server host.

2. Select desired Smart Copy.

3. Select Restore All. 
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databases, restore all or restore all as new — to 

quickly restore the database either on the same 

host or to an alternate host. ASM/ME enhances data 

protection by enabling a number of different data 

recovery methods, including in place, selective 

component and manual recovery. 

ASM/ME also supports failover clusters for 

enhanced data protection. When installed on a 

server that is a cluster node in a Microsoft failover 

cluster, ASM/ME can perform certain operations 

on cluster resources owned by the installation 

node. In a cluster, Smart Copies can be accessed 

from any cluster node. And during a node failover, 

scheduled ASM/ME tasks are designed to fail over 

to a surviving node.

Another component of the Host Integration 

Tools is EqualLogic Multipath I/O (MPIO) Device 

Specific Module (DSM) for Windows. EqualLogic 

MPIO DSM enables intelligent, dynamic routing  

of iSCSI SAN traffic load over multiple redundant 

network paths between a server and the EqualLogic  

PS Series group — leading to increased bandwidth, 

reduced network latency and high availability. 

EqualLogic MPIO DSM is designed to understand 

where each volume’s data is located on the 

EqualLogic SAN, enhancing traditional MPIO 

technologies that do not have this capability. 

Ultimately, EqualLogic MPIO DSM helps improve 

the performance and efficiency of applications 

accessing volume data.

Administrators can use the included 

EqualLogic PowerShell Tools to manage one 

or more EqualLogic PS Series groups through 

a powerful, comprehensive set of Windows 

PowerShell® cmdlets. These scripts help simplify 

management by automating routine EqualLogic 

PS Series administrative tasks, such as remote 

installations and upgrades, and integrate data 

center processes that involve EqualLogic PS 

Series tasks.

The latest release of Host Integration Tools 

for Microsoft also supports volume rethinning 

operations. (For more information about the 

updated Host Integration Tools for Microsoft, see 

the sidebar, “Advanced management options.”) 

As data is written and deleted to storage 

volumes over time, volumes can lose their space 

efficiency because the storage system cannot 

release storage that is no longer being used. 

To deallocate the unused space, EqualLogic 

PS Series arrays support the unmap standard 

specified by the InterNational Committee for 

Information Technology Standards (INCITS) T10 

technical committee on SCSI. The SCSI unmap 

operation issued by a host enables the group to 

release capacity back to free space, similar to 

the way an operating system releases space to 

host volumes. Operating systems that support 

unmap or volume rethinning allow space to 

be reclaimed on the SAN as data is removed 

or deleted from host volumes. This rethinning 

operation locates disk space within a volume, 

reclaiming space on the SAN to help improve 

storage efficiency and performance.

Advanced management options
Version 4.5 of the Dell EqualLogic Host Integration Tools for 

Microsoft includes several feature enhancements designed to 

boost reliability, availability and storage efficiency:

•	 Microsoft SharePoint Server support by Auto-Snapshot 

Manager/Microsoft Edition (ASM/ME) 

•	 Enhancements to ASM/ME, such as centralized configuration 

of Multipath I/O (MPIO) on multiple hosts and centralized 

view of volumes, collections, schedules and Smart Copies for 

hosts in the Host Integration Tools group

•	 Single sign-on for Windows PowerShell through Microsoft® 

Active Directory® directory service

•	 Support for Microsoft Windows Server 2012 and Microsoft 

SQL Server 2012

•	 Support for EqualLogic Array Software 6.0 features

The Host Integration Tools for Microsoft are available for 

download at support.equallogic.com/support at no additional 

cost for organizations with a valid support contract.

 Dive deeper

Download this white paper to 
discover the storage factors 
that IT administrators need to 
consider when sizing storage 
for performance and capacity — 
critical for avoiding performance 
bottlenecks in Microsoft SQL Server 
database environments.

qrs.ly/vr3bu4u 

http://support.equallogic.com/support
http://qrs.ly/vr3bu4u
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Scaling for optimal performance

Dell EqualLogic PS Series arrays heighten I/O 

performance for database applications, as 

validated by benchmark testing. In March 2013, 

Dell engineers at Dell Labs tested EqualLogic 

PS61000XV arrays to assess storage I/O 

performance under OLTP workloads.1 The 

results of this test study showed that EqualLogic 

PS Series arrays provided high levels of I/O 

performance for OLTP applications while still 

maintaining Microsoft-recommended latencies. 

Furthermore, this testing demonstrated that I/O 

performance and user transactions per second 

scaled in an almost linear fashion when a second 

array was added (see figure).

In addition, Dell and Microsoft updated the 

Microsoft SQL Server Fast Track Data Warehouse 

reference architectures to include the latest 

advancements in database, server and storage 

technologies. These reference architectures 

provide tested and balanced server, memory, 

network and storage configurations that help 

ensure system capability and throughput are 

maximally utilized for data warehouse systems. 

In December 2012, Dell engineers at Dell Labs 

tested reference architectures for the Microsoft 

Fast Track program. The recommended reference 

architectures for EqualLogic PS6110XV arrays in 

a SQL Server 2012 environment were certified 

by Microsoft for a Fast Track Data Warehouse 

capacity rating of 15 TB and I/O performance of 

2021.25 MB/sec.2

Opening the way to exceptional  

business response

Large ecommerce websites and other business-

critical applications must handle a high volume 

of transactions and respond to spikes in 

demand from a large number of users quickly 

and efficiently. Dell and Microsoft have worked 

together to provide guidelines and design 

principles for implementing balanced Microsoft 

SQL Server data warehouse configurations to 

achieve out-of-the-box scalable performance. 

These reference architectures incorporate 

Dell EqualLogic PS Series storage arrays, which 

offer intelligent automation and enterprise-

class performance and reliability. The results 

of the test study reported in this article 

show that EqualLogic PS Series arrays offer 

outstanding performance for both sequential 

and transactional applications. The near-linear 

scalability demonstrated in this test study 

indicates that EqualLogic PS Series arrays have 

the potential to allow organizations to add 

storage as business demands increase — without 

compromising performance. Moreover, tools 

included at no additional cost with EqualLogic PS 

Series arrays help simplify storage management 

to enhance operational efficiency.

 Learn more

Dell EqualLogic storage in a SQL Server environment:

qrs.ly/v23bu4v

 Authors

Magi Kapoor is a senior technical marketing advisor in 

the Dell Enterprise Storage Product Group.

Jim Salvadore is a technical marketing advisor in the 

Dell Enterprise Storage Product Group.

Darren Miller is a technical marketing engineering 

manager for EqualLogic storage at Dell.

Near-linear scalability of Dell EqualLogic PS6100XV storage arrays

1 For more information about the test configuration and results, see “Best Practices and Sizing Guidelines for Transaction Processing Applications With 
Microsoft SQL 2012 Using EqualLogic PS Series Storage,” by Dell Storage Engineering, March 2013, qrs.ly/oo3bu4l.

2 For more information about the reference architecture, configuration and performance, see “Microsoft SQL Server 2012 Fast Track Reference 
Configuration Using PowerEdge R720 and EqualLogic PS6110XV Arrays,” by Jisha J and Chris Boire, Dell Inc., December 2012, qrs.ly/ve3bu4s.

7,000

6,000

5,000

4,000

3,000

2,000

1,000

0

To
ta

l I
O

P
S

1 2

Number of EqualLogic PS6100XV arrays

3,287

6,277
2,500

2,000

1,500

1,000

500

0

T
P

S

1,054

2,006
Total IOPS

TPS

http://qrs.ly/v23bu4v
http://qrs.ly/oo3bu4l
http://qrs.ly/ve3bu4s


72 2013 Issue 02 | dell.com/powersolutions

Storage solutions

Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved. Reprinted from Dell Power Solutions, 2013 Issue 2. Copyright © 2013 Dell Inc. All rights reserved.

A
cross a wide range of industries, 

organizations have virtualized 

their IT infrastructures with 

platforms such as VMware 

vSphere software to help reduce costs, 

improve resource utilization and enhance 

IT flexibility. Now that many enterprises 

have achieved an initial cost savings by 

consolidating numerous disparate servers 

into compact, virtualized environments, 

they are setting their sights on optimizing 

those environments.

Organizations can enhance the 

return on technology investments in their 

virtualized data centers by integrating 

the virtualized environment with storage 

infrastructures designed to support 

virtualized servers. The right storage 

solutions can boost the performance of 

virtualized applications, help ensure data 

protection and enhance the efficiency of 

managing the IT infrastructure.

Dell EqualLogic PS Series internet 

SCSI (iSCSI) storage area network (SAN) 

arrays offer a comprehensive range of 

tools and capabilities that enable tight 

integration with VMware® virtualization. 

Using Dell EqualLogic storage in VMware 

environments helps organizations create 

an enterprise-class, virtualized server and 

storage infrastructure designed to deliver 

high performance and robust resiliency with 

simplified management.

Dell EqualLogic Host Integration Tools 

(HIT), available with EqualLogic PS Series 

arrays at no additional cost, help simplify 

storage management through close 

integration with hypervisors, operating 

systems and applications. EqualLogic 

HIT for VMware (HIT/VMware) offers a 

comprehensive set of tools that provide 

tight integration of EqualLogic PS Series 

arrays with VMware virtualization for 

enhanced protection, performance  

and management. 

HIT/VMware includes Dell EqualLogic 

Virtual Storage Manager (VSM) for VMware, 

a VMware vCenter™ server virtualization 

management platform plug-in that 

incorporates the following tools and features:

•	 Auto-Snapshot Manager/VMware Edition 

(ASM/VE) enables data protection with 

point-in-time snapshots and replication 

of virtual machines and datastores in 

vSphere virtualization environments.

Dell™ EqualLogic™ PS Series storage with deep VMware 

vSphere® software integration helps maximize the return 

on technology investments for virtualization deployments 

by elevating application performance, data protection and 

overall IT efficiency.

By Chhandomay Mandal

Optimized storage  
for today’s virtualized 
data centers
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•	 The datastore management feature  

helps simplify provisioning and  

managing datastores.

•	 EqualLogic VMware vSphere Storage 

APIs for Storage Awareness (VASA) 

Provider facilitates communicating 

EqualLogic storage attributes to the 

vSphere environment.

•	 Virtual Desktop Infrastructure (VDI) 

Tool offers rapid, space-efficient virtual 

desktop deployment.

Both ASM/VE and the datastore 

management feature offer management 

across multiple EqualLogic storage groups. 

HIT/VMware also includes EqualLogic 

Multipathing Extension Module (MEM) for 

VMware vSphere and EqualLogic Storage 

Replication Adapter (SRA) for VMware Site 

Recovery Manager (SRM).

Enhancing performance for 

virtualized applications

VMware vSphere Storage APIs – Array 

Integration (VAAI) is designed to play a 

key role in enhancing performance in a 

virtualized environment. VAAI capabilities 

offload certain storage operations from  

the hypervisor to the array. Dell EqualLogic 

PS Series storage incorporates VAAI support 

into its firmware. This integration helps free 

up host compute resources and network 

bandwidth by allowing EqualLogic arrays 

to perform tasks such as data copying, 

block zeroing and volume locking directly 

at the array level. Offloading storage 

tasks also helps improve performance for 

virtual machines that share volumes and 

accelerates template-based provisioning of 

virtual machines. 

EqualLogic VASA Provider is another 

integrated tool that helps optimize 

performance. Through integration with 

VMware VASA, EqualLogic VASA Provider 

enables EqualLogic PS Series arrays to 

communicate a wide range of storage 

attributes to the vSphere environment, 

including drive types, drive speeds, RAID 

settings and reserve space for snapshots. Using 

this information, VMware vSphere Storage 

DRS™ software performs intelligent workload 

migrations and automated load balancing.

By enabling administrators to place 

virtual machines on the appropriate 

datastore, EqualLogic VASA Provider 

helps reduce storage latency, increase 

 Best practices

VMware View optimizes the end-
user experience in a virtual desktop 
environment. Download this white paper 
for comprehensive sizing guidance and 
best practices to implement View-based 
desktop virtualization using EqualLogic 
PS Series storage.

dell.to/SfkSNT

“ Organizations can enhance the return 

on technology investments in their 

virtualized data centers by integrating 

the virtualized environment with 

storage infrastructures designed  

to support virtualized servers.”

http://dell.to/SfkSNT
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throughput and improve capacity utilization. 

Administrators gain an end-to-end view of 

EqualLogic PS Series storage within the familiar 

vSphere Client interface, helping them to 

streamline storage management.

EqualLogic MEM for vSphere, integrated 

through vSphere Storage APIs – Multipathing, 

enables deployment of redundant network 

connections between vSphere and the EqualLogic 

PS Series arrays, providing multiple paths for 

load balancing to help increase and optimize 

performance. Multipathing is designed to ensure 

availability — if one path fails, the workloads can 

continue using the other paths. EqualLogic MEM 

not only provides fault-tolerant load balancing to 

enhance storage performance and scalability, it 

also automates end-to-end management of data 

paths between the host and storage arrays.

Safeguarding vital data  

in virtualized environments

Dell EqualLogic PS Series arrays provide a range 

of tools and capabilities to help protect data in a 

virtualized environment. For example, EqualLogic 

ASM/VE integrates EqualLogic PS Series snapshot  

capabilities with VMware vSphere snapshot 

functionality. Administrators can use context-

sensitive menus within vSphere Client to create 

hypervisor-consistent, SAN-based snapshots, 

clones and replicas. These snapshots take 

advantage of EqualLogic PS Series space-

efficient snapshot features to help conserve 

storage capacity and accelerate recovery. 

Administrators can replicate snapshots to remote 

sites automatically with the EqualLogic PS Series 

auto-replication feature. Automation capabilities 

and an easy-to-use graphical user interface 

(GUI) that is integrated into vSphere Client help 

simplify the creation, scheduling and recovery of 

snapshots, clones and replicas.

EqualLogic PS Series arrays also offer 

backup and restore capabilities for Microsoft® 

Windows Server® and Linux® OS workloads 

running in virtual machines. Auto-Snapshot 

Manager/Microsoft Edition (ASM/ME) enables 

administrators to streamline protection of the 

NT File System (NTFS), Microsoft® SQL Server® 

database datastores, Microsoft® Exchange Server 

datastores and Microsoft® SharePoint® datastores. 

Auto-Snapshot Manager/Linux Edition (ASM/LE) 

utilizes the built-in snapshot, clone and replication 

capabilities of EqualLogic PS Series arrays to 

enable administrators to create file system–

consistent, point-in-time copies of data stored on 

one or more EqualLogic PS Series groups.

Integration of EqualLogic SRA and VMware 

SRM in EqualLogic PS Series arrays enables 

administrators to create robust, comprehensive 

business continuity and disaster recovery 

strategies. SRM helps administrators develop, 

manage, test and execute multisite failover and 

recovery plans. When EqualLogic PS Series arrays 

are deployed to support a VMware virtualization 

environment, SRM uses EqualLogic PS Series 

SAN–based replication capabilities. Administrators 

gain built-in replication capabilities that streamline 

management of failover and failback while 

helping improve the speed, security and reliability 

of processes. In addition, SRM can use EqualLogic 

ASM/VE for hypervisor-consistent snapshots to 

be available at the secondary site in the event of 

disaster recovery.

The storage recovery replica capabilities 

introduced in VSM 3.5 are designed to improve 

availability and simplify maintenance. Using 

storage recovery replicas helps administrators to 

ensure a hypervisor-consistent backup of primary 

datastores and virtual machines. Administrators 

can also selectively restore data from the storage 

recovery replica and bring the secondary group 

online quickly if a local group goes offline.

Bolstering IT management efficiency

EqualLogic VSM enables centralized 

management of multiple EqualLogic PS Series 

groups from a single interface that is tightly 

integrated with vSphere Client. The interface 

offers a highly consistent experience for 

administrators who are familiar with the vSphere 

Client interface. Administrators can efficiently 

allocate and manage storage from a single 

location, and the interface helps reduce the time 

spent on storage management.

Integrated directly into vSphere Client, the 

datastore management feature of EqualLogic 

VSM helps simplify and accelerate traditionally 
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 Learn more

Dell EqualLogic PS Series storage:

Dell.com/equallogic

equallogic.com

dellstorage.com/equallogic

Storage, server and desktop virtualization:

qrs.ly/i73bu4e

dellstorage.com/virtualization/server-

virtualization.aspx

dellstorage.com/virtualization/virtual-

desktops.aspx

Comprehensive datastore management in a vSphere virtualization environment

tedious, time-consuming storage functions such 

as creating, expanding and monitoring datastores 

(see figure). The datastore management 

feature uses a wizard-driven interface to help 

administrators quickly and easily provision new 

SAN volumes and assign them to a VMware 

vSphere cluster — without having to use a 

separate storage management interface.

Streamlining replication configuration with 

EqualLogic VSM also helps simplify replication for 

multiple datastores. Administrators can quickly 

conduct end-to-end replication configuration 

from within the vSphere Client itself.

VDI Tool works with VMware View™ VDI 

to enhance the efficiency of virtual desktop 

deployments. Using EqualLogic thin-clone 

capabilities, VDI Tool allows administrators 

to create space-efficient virtual desktops to 

minimize storage capacity. It also provides 

intuitive wizards and automated capabilities 

that enhance efficiency for key virtual desktop 

management and administrative operations.  

This approach allows organizations to accelerate 

provisioning of desktops without adding 

significant time or complexity.

Expanding virtualization cost-benefits 

Many organizations have already consolidated 

servers to help achieve the initial cost savings 

that virtualization is designed to deliver in  

data centers. Now, optimized storage for 

virtualized servers helps organizations further 

increase the return from their investment  

in virtualization.

Dell EqualLogic PS Series SAN arrays, 

enriched with capabilities available in EqualLogic 

HIT, advance storage optimization for virtualized 

applications and operations, using an expansive 

portfolio of intelligent features and tools that 

are deeply integrated with VMware vSphere 

virtualization. Using EqualLogic PS Series storage 

to support VMware virtualization environments 

helps organizations improve the performance of 

virtualized applications, ensure the protection of 

vital data and increase overall IT management 

efficiency. Moreover, EqualLogic HIT software 

for EqualLogic PS Series storage is easy to 

deploy and manage, enabling IT administrators 

to quickly and easily achieve cost-reduction 

benefits across their virtualized EqualLogic PS 

Series storage environments.

http://Dell.com/equallogic
http://equallogic.com
http://dellstorage.com/equallogic
http://qrs.ly/i73bu4e
http://dellstorage.com/virtualization/server-virtualization.aspx
http://dellstorage.com/virtualization/server-virtualization.aspx
http://dellstorage.com/virtualization/virtual-desktops.aspx
http://dellstorage.com/virtualization/virtual-desktops.aspx


Dell PowerVault 
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Solution showcase

Organizations need to protect and preserve more 

data for longer periods of time than ever before. 

Dell™ PowerVault™ tape solutions help address 

storage challenges by offering a robust, reliable 

and cost-effective way to back up and archive 

data. Next-generation PowerVault tape solutions 

capitalize on LTO-6 technology to help increase 

capacity, improve performance and lower TCO. 

To optimize data protection, PowerVault tape 

solutions complement Dell disk-based storage. 

High data transfer rates make tape well suited for 

large-scale recovery and long-term data archiving.

Cost-effective data protection  
and preservation

Robust data protection
Tape can be moved off-site and stored in a secure location. 
Encryption helps ensure data privacy while support for 
WORM tape media is designed to prevent overwriting of 
stored data and helps meet regulatory compliance.

Big capacity, small footprint
LTO-6 technology features a native data capacity  
of up to 2.5 TB per cartridge — helping organizations  
cost-effectively accommodate large data volumes in  
the compact form factor of PowerVault tape solutions. 

High performance
PowerVault LTO-6 tape solutions are engineered to achieve 
data transfer rates of up to 576 GB/hour to minimize 
backup windows and accelerate data recovery. 

Exceptional dependability and compatibility
Designed for a typical shelf life of over 20 years, tape is 
practical for long-term archiving. Backward compatibility 
of LTO technology helps preserve investments in  
prior-generation tape media.

For more information, visit
qrs.ly/332i3ff

http://qrs.ly/332i3ff
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A
dvances in virtualization, 

networking and storage 

technology have stimulated 

the growth of infrastructure 

to heighten performance for transaction- 

and I/O-intensive applications. And yet 

accelerating online and cloud activity 

continues to generate enormous amounts 

of data for enterprises, which places heavy 

demand on mission-critical applications. In 

response, many IT administrators are looking 

to transition to powerful, flexible and scalable 

systems designed to handle escalating storage 

demands for virtual desktop infrastructure 

(VDI), messaging and database environments. 

For example, widespread adoption of 

virtualization has led to a rising number of 

VDI implementations that help streamline 

desktop management, enhance security and 

simplify OS migrations. VDI also facilitates 

efficient backup and restore of desktop 

states, minimizes power and cooling costs, 

and helps enrich the end-user experience 

for applications that extend communication 

and collaboration across the workplace.

Along with the growth of such 

applications, including instant messaging 

and social networking, I/O-intensive email 

systems continue to be a communication 

nerve center in the workplace. Plus, many 

organizations utilize enterprise-scale 

databases as the backbone for web-based 

applications that handle heavy transactions, 

online analytical processing (OLAP) and online 

transaction processing (OLTP).

In particular, Microsoft® Exchange Server 

messaging and Microsoft® SQL Server®  

database applications are fueling a demand 

for top-performing storage systems. Dell 

Compellent Storage Center storage area 

network (SAN) arrays based on the next-

generation Dell Compellent SC8000 

controller and utilizing the Dell Fluid Data™ 

architecture enable tremendous performance 

advances in these environments.

The Dell Compellent Storage Center 6.3  

platform is an enterprise-scale SAN designed 

to cost-effectively enhance performance 

The business-critical applications that keep enterprises 

humming place ever-increasing I/O demands on storage. 

The Dell™ Compellent™ Storage Center™ platform optimizes 

I/O-intensive workloads in virtual desktop, messaging and 

database environments.

By Julita Kussmaul, Dan Bock, Justin Braun,  
Doug Bernhardt, Mark Boeser and Darin Schmitz

Boosting storage 
performance for  
I/O-intensive  
enterprise applications

 Innovations in virtualized storage

Automated tiered storage is designed to maximize storage performance, 
efficiency, flexibility, reliability and manageability. Download this white 
paper to learn more about how innovative tiering capabilities are built 
into the Dell Compellent virtualized storage platform.

qrs.ly/mi3bu4a
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for write-heavy or I/O-intensive workloads. 

It utilizes the Fluid Data architecture and 

optimizes data placement through Dell 

Compellent Data Progression™ automated 

tiering by moving data where it is needed 

based on actual use and performance 

needs. Moreover, Storage Center 6.3, built 

on a flexible, persistent hardware platform, 

scales easily and nondisruptively, allowing 

data center environments to expand 

without the need to rip and replace existing 

hardware. Through perpetual software 

licensing, organizations with existing 

Storage Center systems can easily upgrade 

to Storage Center 6.3. (See the sidebar, 

“Fast, flexible expansion.”)  

Elevating I/O performance 

The introduction of 64-bit architecture 

in Dell Compellent Storage Center 6.0 

established the foundation for enhanced 

storage performance capabilities. Coupled 

with SC8000 controller hardware, Storage 

Center 6.3 builds on this foundation in 

several important ways. Write optimization 

with a flash-based stack, accelerated page 

allocation, driver tuning and optimization 

of the software stack help increase 

performance. End-to-end 16 Gbps Fibre 

Channel connectivity — from server 

to switch to storage — is designed to 

double bandwidth and accelerate access 

to business-critical applications and 

data. Along with these enhancements, 

Storage Center 6.3 is designed to simplify 

management and improve administration, 

which helps reduce operating costs. 

(See the sidebar, “Storage efficiency for 

business applications.”) 

Assessing performance requirements

Implementing enterprise applications can be 

a complex undertaking for IT organizations. 

Successful deployments depend on 

high-performance storage systems that 

are easy to manage and quick to scale. 

Dell Compellent Storage Center 6.3 arrays 

address specific storage challenges to help 

optimize workload performance in business-

critical application environments.

Virtual desktops 

VDI deployments are a paramount concern 

for decision makers and stakeholders in 

today’s enterprises. VDI workloads can 

be extremely taxing on storage resources 

Fast, flexible expansion 
Upgrades to Storage Center 6.3 are easy for existing deployments of Dell Compellent 

Storage Center storage area network (SAN) arrays — enabling organizations to 

enhance performance without replacing hardware. Storage Center 6.3 is designed to 

run on Dell Compellent SC8000- and Series 40–based arrays.

Perpetual software licensing available from Dell allows enterprises with a current 

maintenance agreement to download Storage Center 6.3 features at no additional 

charge. Moreover, perpetual software licensing helps organizations save up to  

87 percent in software costs during the maintenance agreement period; modular 

hardware expansion helps organizations save up to 47 percent in hardware costs.* 

*  Based on a Dell Compellent Storage Center system with 60 TB capacity estimated to grow 30 percent annually in an 
organization with a 10-year agreement.

Storage efficiency for business applications
Dell Compellent Storage Center 6.3 

advancements enhance an existing suite 

of powerful tools, built-in automation 

and intelligence features to elevate 

storage performance and efficiency in 

enterprise data centers.

•	 Replication:	Enhanced synchronous 

replication rounds out the Dell 

Compellent replication portfolio 

to provide a comprehensive set of 

feature-rich options.

•	 Directory	services:	Lightweight 

Directory Access Protocol (LDAP) 

and the Microsoft® Active Directory® 

directory service help simplify 

management of administrator accounts 

in Dell Compellent storage arrays.

•	 Alerts	management:	Enhancements to 

Simple Network Management Protocol 

(SNMP) are designed to improve 

centralized management of alerts.

•	 Host	OS	support:	Microsoft Windows 

Server 2012 OS support includes 

recent storage area network (SAN) 

integrations to help offload  

processes from host to array and  

free host resources.

•	 Volume	monitoring:	The Volume 

Advisor feature enables intelligent 

volume placement guidance across 

multiple systems, helping reduce 

errors and avoid the need for 

additional monitoring tools.

•	 IP	protocol: Support for IP version 6 

(IPv6) allows organizations to  

capitalize on recent IP protocol 

advances, including the capability  

to use more IP addresses than  

ever before.

These automated tools enable 

organizations to keep operating costs low 

while helping increase the efficiency of 

business-critical application environments.
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because of the high number of write 

operations they require. In a typical 

SAN, disk usage is usually heavier on 

reads than writes — a typical read-to-

write percentage ratio is 70:30. But in a 

VDI environment, the write ratio is often 

considerably higher, as much as 90 percent, 

which may result in significant storage 

latency that slows overall performance. 

Voluminous, write-heavy I/O activity stems 

not only from thousands of employees 

using applications at the same time, but 

also from near-continuous communication 

from the operating systems to centralized 

storage. A VDI initiative may be doomed 

if line-of-business users complain to their 

managers that their virtual desktops are 

too slow, and they want their old desktop 

computers back.

Messaging

Email is active continuously in just about 

any enterprise workplace, including 

Microsoft Exchange Server environments. 

This messaging volume places high 

demand on storage, and Exchange 

environments may be write heavy and I/O 

intensive, particularly in large deployments. 

Heavy write-I/O and read-I/O spikes may 

also be experienced when end users start 

their computers at the same time in the 

morning and after lunchtime, when they 

simultaneously pull data down to their 

local cache from the mailbox server. 

Exchange servers are often constantly 

busy communicating with background 

databases as well. In addition, virtualizing 

an Exchange environment can add latency 

to storage operations.

Databases

In most Microsoft SQL Server database 

environments, OLTP activity occurs during 

business hours, and then maintenance 

occurs during an off-hour window of 

time. These maintenance activities, which 

include database backups, restores and 

re-index activity, can be particularly 

demanding on storage systems. Many IT 

groups are under intensifying pressure to 

speed maintenance processing and shrink 

the maintenance window to maximize 

uptime for online end users. 

Moreover, OLTP activity supported 

by SQL Server databases is prone to 

bursts from rapid-fire I/O requests, and 

storage systems need to efficiently handle 

these I/O surges. Automated storage 

tiering, together with I/O performance 

enhancements, helps support I/O spikes 

without having to add more drives or 

accelerate response times. 

Measuring storage performance 

In testing conducted October 2012 

and updated in January 2013 at Dell 

Compellent Technical Solutions Labs, 

Dell engineers compared three types of 

business-critical application workloads. The 

goal was to assess potential performance 

improvements that may result from 

upgrading to Dell Compellent Storage 

Center 6.3. This test study demonstrated 

several Storage Center 6.3 performance 

gains for VDI, Microsoft Exchange Server 

messaging and Microsoft SQL Server 

database environments compared with 

Storage Center 6.1 (see figure).

Virtual desktop workloads

The VMware® View™ Planner testing 

configuration included Dell storage and 

servers. Storage consisted of Storage Center 

6.3 equipped with 200 GB solid-state 

drives (SSDs) and 600 GB Serial Attached 

SCSI (SAS) drives. Servers included Dell 

PowerEdge™ M620 blade servers capable 

of running approximately 170 Windows 7–

based virtual machines per host.

Using VMware View Planner for load 

generation, the results in this test study 

showed that Storage Center 6.3 ran  

2.5 times more virtual desktops than 

Storage Center 6.1, while keeping disk 

latency under the generally accepted  

20 ms standard for VDI performance. 

This increase in the performance ceiling 

allows the storage system to scale up 

significantly, helping to delay the need 

for procuring additional hardware and 

reduce data center complexity. In addition, 

fast storage for VDI enables an improved 

end-user experience with a corresponding 

productivity boost.

2.5 times
increase in

virtual desktops

Virtual desktop
workloads

2 times
IOPS increase

Typical database
workloads

45 percent
performance

increase

Messaging workloads

87 percent
latency

reduction

Storage Center 6.1 Storage Center 6.3

Based on testing performed in October 2012 and updated January 2013 at Dell Compellent Technical Solutions Labs by Dell engineers 
to evaluate performance comparisons between Storage Center 6.3 and Storage Center 6.1 for VDI deployment, Exchange messaging, 
and SQL Server database workloads. Note: Actual results may vary based on configuration, usage and manufacturing variability.

Dell Compellent Storage Center 6.3 performance gains when compared with Storage Center 6.1
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Messaging workloads

The Jetstress configuration for testing 

Exchange Server workloads included 

Dell storage and virtual servers. Storage 

consisted of Storage Center arrays 

equipped with 900 GB SAS drives with 

RAID-5–9 volumes for databases and RAID-10  

volumes for transaction logs. Six VMware 

vSphere® 5.0 ESX servers each hosted two 

virtual machines running the Microsoft® 

Windows Server® 2008 R2 OS and 

Exchange 2010 Jetstress. Two 14 TB 

volumes and two 800 GB volumes were 

mapped to the ESX hosts to be used as 

Virtual Machine File System (VMFS) data 

stores, and each ESX server had a single 

500 GB datastore for boot drives.

The messaging platform consisted of 

Microsoft Exchange Server 2010 Service 

Pack 2 (SP2) configured with 50,000 

mailboxes. The two Storage Center arrays 

with independent disks provided isolation of 

database copies for mailbox resiliency.

Key Exchange Server performance 

factors between Storage Center 6.3 and 

Storage Center 6.1 were compared in this 

benchmark study. Storage Center 6.3  

demonstrated a 14 percent latency 

improvement for database reads and a  

76 percent latency improvement for 

database writes. Averaging read and write 

latency reductions in these test results 

indicates that Storage Center 6.3 has the 

potential to increase Exchange database 

performance by up to 45 percent. In 

addition, these test findings indicate that 

Storage Center 6.3 can decrease Exchange 

log latency by up to 87 percent.

These latency improvements, combined 

with the increase in usable I/O, help 

organizations meet escalating storage 

demands generated by the growth of busy 

email environments. Organizations can provide 

a fast, responsive end-user experience, even 

during extremely I/O-intensive periods such 

as computer start-up spikes.

Database workloads 

The Quest Benchmark Factory™ testing 

configuration included Dell servers  

and storage. Storage consisted of Dell 

Compellent Storage Center 6.3 equipped 

with SSDs and 300 GB 15,000 rpm  

hard drives. The database was stored  

on an SSD, and backups were stored on  

15,000 rpm hard drives. A 780 GB 

Microsoft SQL Server 2012 database was 

hosted on a PowerEdge R820 server 

running Microsoft Windows Server 2012. 

Comparing Storage Center 6.3 to 

Storage Center 6.1 in this test study, 

backups required 4 percent less time, 

restores required 25 percent less time  

and full database re-indexing required  

145 percent less time. These findings 

indicate that large reductions in 

maintenance windows are possible  

using Storage Center 6.3 compared to 

Storage Center 6.1. The performance  

results can be particularly advantageous  

for websites with a high number of  

online purchase transactions, which 

typically result in frequent but small  

I/O requests.

Scalability is also greatly enhanced  

by the ability to handle more I/Os per 

second (IOPS) in Storage Center 6.3 than 

Storage Center 6.1. Depending on the 

workload, the results of this test study 

indicate Storage Center 6.3 has the 

potential to increase IOPS performance 

up to 100 percent over Storage Center 6.1 

when running enterprise workloads.1

Upgrading storage firmware for 

performance gains

Transaction- and I/O-intensive VDI, 

Microsoft Exchange Server and Microsoft 

SQL Server application environments 

are creating a demand for increased 

storage performance, including support 

for extremely heavy write activity. Results 

from the test study reported in this article 

demonstrate significant performance 

gains achieved by Storage Center 6.3 

compared with Storage Center 6.1. As 

end-user demands continue unabated, 

the substantial performance advantages 

enabled by Storage Center 6.3 help 

organizations bolster enterprise storage 

environments to meet requirements for 

business-critical applications.

 Learn more
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Efficient storage consolidation:
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Dell Compellent enterprise storage:
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Dell storage – application integration:
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