
Checklist: How secure 
is your business?

Is your company safe from disasters and 
cyber crimes? Use this checklist to see 
how protected your computers and your 
data really are. 

Viruses, data breaches and other cyber attacks can seriously 
damage a small business — and even destroy it. Disasters 
like fires and floods can do the same. Is your company fully 
protected from these threats? 

Use this checklist to help identify gaps in your security. Consult 
with your IT personnel or external provider for any questions 
that you’re unsure of. Once you finish, take what you discover 
to develop a comprehensive plan to help protect your computer 
network and your business.

1. Network security
Yes  No

❑    ❑  Does your company have a computer firewall?

❑    ❑  If you have a firewall, is it up to date?

❑    ❑  Do you have a security system that filters web content?

❑    ❑  Do you use software to guard against viruses and other malware?

❑    ❑  If you have malware protection, is it up to date?

❑    ❑  Can you control which software applications your employees use?

❑    ❑  Can your system inspect incoming communications like email and 
instant messaging?
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2. Mobile devices
Yes  No

❑    ❑  Do your employees use only company-issued
mobile devices for work purposes?

❑    ❑  If employees use their own devices, have you
established a bring-your-own-device (BYOD)
security policy?

❑    ❑  Can your employees access your network
on their smartphones and tablets?

❑    ❑  Are messages sent from mobile devices screened
for malware?

❑    ❑  Are your company’s mobile 
communications encrypted?

❑    ❑  Do you use a virtual private network (VPN) to 
help protect mobile communications?

3. Backup and recovery
Yes  No

❑    ❑  Does your company back up business data and
applications at least daily? 

❑    ❑  Is data on employee laptops backed up when
they are out of the office?

❑    ❑  Are backups automatic?

❑    ❑  Do you back up data offsite?

❑    ❑  Are all business documents stored in one location?

❑    ❑  If you lose data, can you restore it?

❑    ❑  If you need to restore data, can you do this
quickly and easily?

4. Disaster planning
Yes  No

❑    ❑  Do you have a plan for recovering from a fire, theft,
infected computer, cyber attack or other disaster? 

❑    ❑  If you have a plan, has it been written 
and distributed?

❑    ❑  Have you identified an alternate place to work in
the event you cannot work in your office?

❑    ❑  Do you maintain an updated list of key contacts? 

❑    ❑  Have you taught employees their roles and
responsibilities if a disaster occurs?

❑    ❑  Do employees know how to communicate with
each other after a disaster?

❑    ❑  If you have a disaster plan, do you test it at least
once a year?

5. Staff policies
Yes  No

❑    ❑  Do your employees protect their devices and files
with complex passwords (mix of upper and 
lowercase letters and numbers)?

❑    ❑  Have you instructed employees to avoid clicking
on links and attachments from unknown sources?

❑    ❑  Are you able to restrict employee access to
certain information, such as financial and
personnel files?

❑    ❑  If you can restrict access, have you done so?

❑    ❑  Have you created written security guidelines
for your staff?

❑    ❑  Have you taught employees how to protect their
mobile devices (e.g., by using a VPN)?

Check your score

If you answered “No” 10 or more times, you may want to 
make security planning a higher priority. A single solution, 
like anti-virus software, does not suffice today. Instead, 
consider a package that incorporates a variety of tools 
and techniques to help protect your office system and 
mobile devices.

For more information, check out this article and 
infographic on how an integrated security solution can 
help your company. Also look at these examples of how 
small businesses in different industries can strengthen 
security to boost productivity, improve customer service 
and build their bottom lines.

Dell™ offers a range of security products suited to small 
businesses through the new Dell SonicWALL™ TZ Series, 
a Unified Threat Management firewall that incorporates 
anti-malware, content filtering, application control, data 
backup and mobile support. Dell also provides expert 
setup and technical assistance. 

Learn more about our 
security solutions 
or call 1-888-557-6642. 
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