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Executive Summary

Dell recently launched a new tool, Dell Windows® Debugger Utility (DWDU), to perform server Windows
kernel debugging using an Out Of Band (OOB) interface. The tool is designed so that the Dell Remote
Access Controller / integrated Dell Remote Access Controller (DRAC/iDRAC) firmware is untouched, and
only the host requires new software.
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Introduction

This White Paper provides information on using Dell Windows Debugger Utility (DWDU) the way to
remotely debug the Windows kernel in case of operating system issues. Currently, the kernel can be
debugged using tools such as Windows Debugger(WinDbg) or Kernel Debugger(KD) that are running on
a client machine that is connected to the server using a serial interface; the debugging tool must be
available on the machine connected to the server. This paper details how to debug a Windows Server
OS on a Dell server over the network utilizing DWDU along with the Microsoft tools (WinDbg and KD).

Overview

Dell DRAC products have a Serial over LAN (SOL) feature that redirects serial data over the network. It
is mainly used to perform serial console redirection of the server over the network to remote systems.
This traffic can be captured using tools like Ipmitool and by enabling the SOL channel to DRAC. The
same channel can also be used to redirect the debug data over the network. Once this data reaches the
client, it can be serialized and provided to the Microsoft tools; these tools use this connection as a
serial connection even though the data is coming over the network.

DWDU has the following features:
1. Remote debugging of the Windows Server kernel

2. Remotely monitor the Windows boot process
3. Real-time Windows Driver debugging

Server Configuration
1. BIOS Setup

The BIOS should be configured so that only the Windows Debug data is redirected over the SOL
connection. The BIOS settings are shown in Figure 1 below.
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Figure 1: BIOS Settings

‘€ root::PowerEdge 1950 E]@

Dell Inc. (www.dell.com) - PowerEdge 1950
BIOS Version 99.4.2 [TEST-Aug291PMIBoot]

Service Tag: JGZRU1S Asset Tag:

System Time . ....... .ttt ittt et ae et naannnannnnnn 22:27:19
Sy

Serial Communication ....... On without Console Redirection
External Serial Conmector .. COM1

Failsafe Baud Rate ......... 11520606

Remote Terminal Type ....... UT100-UTZ220

Redirection After Boot ..... Enabled

Boot SegUENCE ... ... i ittt ettt e et e et e e <ENTER>
USB Flash Drive Emulation Type .. ...... ... ... ... <ENTER>
Boot Sequence Retry . ........ .. . . i it Disabled

Integrated Devices ... ... ... it ittt <ENTER>
PCI IRMD Assignment .. ... .. ... . . . . it eanns <ENTER>

Serial Communication ................... ... .. ... . ..., <ENTER >
Embedded Server Management ............. ... ... ... .. .. <ENTER>

Up ,Down Arrow to select SPACE ,+,- to change ESC to exit Fl=Help

2.

Enable Windows Server in Debug mode

Configuring Win2K3 Servers

To enable the debug mode, open the Boot. ini file on the target computer and add any of the
following options to configure the environment:

e /debug - turns on the kernel debugger.
e /debugport - specifies the serial port to be used by the kernel debugger; use COM2 for
DRAC5/iDRAC tower and rack systems and COM1 for iDRAC modular systems (10G and 11G).

e /crashdebug - sends debug information only when a fatal system error (FSE) occurs.
e /baudrate - sets the kernel debugger baud rate; set the baud rate to 115200.

Example of a boot. ini file:

[boot loader]

timeout=5

default=multi(0)disk(O)rdisk(0)partition(1)\WINDOWS

[operating systems]

multi (0)disk(O)rdisk(O)partition(1)\WINDOWS="Windows Debug (com2)"

/Tfastdetect
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/debug /debugport=com2 /baudrate=115200

Configuring Post Win2K3 Servers
Consider the following when setting up the OS:

e Enable Windows OS for debug
0 Bcdedit /debug ON

e For DRAC5,IDRACG6 rack and tower servers:
0 Set the debug settings to point to COM2

Bcdedit /dbgsettings serial baudrate:115200 debugport:2

e For 10" generation and newer Dell blade servers:
0 Set the debug settings to point to COM1

Bcdedit /dbgsettings serial baudrate: 115200 debugport: 1
3. DRAC/IDRAC Configuration

e Enable IPMI Over LAN with following settings as shown in Figure 2 below

Figure 2: IPMI over LAN settings
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e Enable Serial Over LAN with following settings as shown in Figure 3 below

Figure 3: Serial over LAN settings
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Client Configuration

1. Debugging tools - there are two Kernel debugging tools available from Microsoft
WinDbg and KD

0 WinDbg is a multi-purpose debugger for Microsoft Windows that is distributed on
the Web by Microsoft.

0 KD is the command line debugging tool

These tools are prerequisite for remote debugging and can be downloaded from:
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
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NULL Modem Emulator - the NULL modem emulator (comOcom) is an open source kernel-

mode virtual serial port driver for Windows. You can create an unlimited number of virtual
COM port pairs using this tool and use any pair to connect one COM port based application
to another. This tool must be installed on the client system, and configured with a COM
port pairs for Dwindbg (CNCA1 and COM8). Figure 4 below provides the needed setup

information.

Figure 4: NULL Modem Emulator Settings

ﬁ) Setup for comcom
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For more information, go to the following Website:
http://sourceforge.net/projects/comOcom/

Dwindbg tool - download Dwindbg.msi from https://support.dell.com, and install it on the

client machine. Once it is installed, the Windows Debugger Utility icon is on the desktop.
Click the icon to display the following screen, as is shown in Figure 5.
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Figure 5: Dell Windows Debugger Utility

[ = |

Dell Windows Debugger Utility (2JE3

DRALC Mame or IP Address:
Izer Mame:

Paszword:

Ciebugger Type: (%) wWinDbg
) KD

Debugger Path:
C:AProgram FileshDebugging Tools for Windows [<8E]

Browse

Debugger Cammand Line Optionz:

Enter all of the required parameters - DRAC Name or IP address, User Name, Password,
and Debugger Type and press Start. The selected Microsoft debugger will be launched and
the environment is ready for debugging. Figure 6 shows the launch screen for WinDbg,
and Figure 7 shows the launch screen for KD.

Figure 6: Launch Screen for WinDbg

2 Kernel "com: pipe port=CNCA1 reconnect baud=115200" - WinDbe: 6.11.0001.404 X86 (=%

=N

=

File Edit Wew Debug ‘Window Help

SR HE MRG0 O DERNEEREEOEE ()1 A

Command

Product :
Built by:
Machine Name:
Kern=l base
Debug =se=ss=ion time: Thu Feb 18 21:18:43 359 2010 (GHT+6)

Sy=ten Uptime: 0 days 3:41:37 062

Opened log file 'Test'

Fri Feb 19 15:46:01.112 2010 {(GHT+5): Single =tep exception — code 80000004 (first chance)
Fir=t chance exceptions are reported before any exception handling.

This exception may be expected and handled.

f760%zad4 =581d4040000 call f760alch

Hicrozoft (R) Windows Debugger Version 6.11.0001.404 XB86
Copyright {c) Microsoft Corporation. All rights reserved.

Cpened . ~CHCAL

Waiting to reconnect. ..

Connected to Windows Server 2003 3790 =86 compatible target at (Fri Feb 19 15:45:55 04 2010 (GHT+5)). ptred FALSE
Kernel Debugger connection established.

Symbol =earch path i=: SEV#c:“local cache*http: - mnsdl microsoft. com<download- synbols

Executable search path i=:

Vindows Serwver 2003 EKernel Version 3790 {(Service Pack 2) HP (2 proc=) Free =86 compatible

Server, suite: TerminalServer SinglelserTS

3790 . srvl3_sp2_rtm. 0702161710

= 0x80800000 PsloadedModulelist = 0x808ateal

[0 kd> |

Lnd, Col 0 Sys 0:KdSrv:5 Proc 000:0 Thrd 000:0
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Figure 7: Launch Screen for KD
B3 C:\Program Files\Debugging Tools for Windows (x86)\kd.exe -|O ﬂ

Microsoft (R} Windows Debugger Uersion 6.11_HEHA1.484 286
Copyright <(c» Microsoft Corporation. All rights reserved.

Opened . ~CHMCA1

aiting to reconnect...

Connected to Windows Server 2083 37780 xB6 compatible target at (Fri Febh 1% 15:5
t18.75%2 2018 (GHMT+5>)>, ptrod FALSE

Kernel Debugger connection established.

Sumbol search path is: == Inualid e

* Symbol loading may be unreliable without a symbol seawrch path.

* lze .zymfix to have the debugger choose a symbol path.

* After setting your symbol path. use .reload to refresh symbol locations.
nE-aE-JuE—Jof-J0E 3o 3o —3eF -JuE~JeF-Juf—3aE-JaF—ef-JafeF -Jof —JeF-JnE—JaE-Jf—3aE-Jaf—efJef —eF-Jof—JeF-JaE-JaE-Jaf—Juf-Jef —ef—JefJeF-Jof-Jaf-Ja-Juf-Jef—Jf e Jef—3ef-JaE-JeE-Juf-Jef-Jf—Jef —Juf—ef-Jaf—JeF-Juf-eE-Juf—Jef-Jnf e -Jef—3eF-Jf—JeE-Juf-eE-Juf—ef-Jefef-JefeE-Jui-eE-E

Executable search path is:
* Symbols can not be loaded because symhol path is not initialized.

The Symbol Path can be szet hy:
using the _WT_SYMBOL_PATH environment wvariable.
using the —y <symbhol_path*> argument when starting the debugger.
using .sympath and _svympath+

s ERROR: Symhol file could not be found. Defaulted to export symbols for ntk
pamp.exe —

Windowsz Server 2803 Hernel Uersion 37?8 (Service Pack 22 MP (2 procs> Free x8b
ompatihle

Product: Server. suite: TerminalServer SinglelszerTS

Built by: 37?8.sprvB3_sp2_»tm.B78216-1718

Machine Mame:

Kernel base = Bx8088880A0 PsLoadedModuleList = BxBOBabeal

Debug session time: Thu Febh 18 21:18:43.35%% 2818 <(GHT+6>

Suztem Uptime: @ days 3F:41:37.862

Single step exception — code BAABBAA4 <(first chancel

Firzt chance exceptions are reported before any exception handling.

Thiz exception may be expected and handled.

g?653§a4 eflldB4880068 call f768abch

Conclusion

Dell Windows Debugger Utility (DWDU) is a tool that can be used to perform remote Windows debugging
in an environment where servers are maintained in a secured lab, and physical access to the servers is
difficult. This tool provides a mechanism to remotely connect to the server through the server’s DRAC
infrastructure, and then can be used to capture debug traces and perform remote debugging activities.
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