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Executive Summary 
Dell recently launched a new tool, Dell Windows® Debugger Utility (DWDU), to perform server Windows 
kernel debugging using an Out Of Band (OOB) interface. The tool is designed so that the Dell Remote 
Access Controller / integrated Dell Remote Access Controller (DRAC/iDRAC) firmware is untouched, and 
only the host requires new software. 
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Introduction 
This White Paper provides information on using Dell Windows Debugger Utility (DWDU) the way to 
remotely debug the Windows kernel in case of operating system issues. Currently, the kernel can be 
debugged using tools such as Windows Debugger(WinDbg)  or Kernel Debugger(KD) that are running on 
a client machine that is connected to the server using a serial interface; the debugging tool must be 
available on the machine connected to the server. This paper details how to debug a Windows Server 
OS on a Dell server over the network utilizing DWDU along with the Microsoft tools (WinDbg and KD).  

Overview 
Dell DRAC products have a Serial over LAN (SOL) feature that redirects serial data over the network. It 
is mainly used to perform serial console redirection of the server over the network to remote systems. 
This traffic can be captured using tools like Ipmitool and by enabling the SOL channel to DRAC. The 
same channel can also be used to redirect the debug data over the network. Once this data reaches the 
client, it can be serialized and provided to the Microsoft tools; these tools use this connection as a 
serial connection even though the data is coming over the network. 

DWDU has the following features: 

1. Remote debugging of the Windows Server kernel 
2. Remotely monitor the Windows boot process 
3. Real-time Windows Driver debugging 

 

Server Configuration 
1. BIOS Setup   

 
The BIOS should be configured so that only the Windows Debug data is redirected over the SOL 
connection. The BIOS settings are shown in Figure 1 below. 
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Figure 1: BIOS Settings 

 
 

2. Enable Windows Server in Debug mode 
 

Configuring Win2K3 Servers 
 

To enable the debug mode, open the Boot.ini file on the target computer and add any of the 
following options to configure the environment:  

• /debug - turns on the kernel debugger.  
• /debugport - specifies the serial port to be used by the kernel debugger; use COM2 for 

DRAC5/iDRAC tower and rack systems and COM1 for iDRAC modular systems (10G and 11G).  
• /crashdebug - sends debug information only when a fatal system error (FSE) occurs.  
• /baudrate - sets the kernel debugger baud rate; set the baud rate to 115200. 
 

Example of a boot.ini file: 

[boot loader] 

timeout=5 

default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS 

[operating systems] 

multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Windows Debug (com2)" 
/fastdetect     
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/debug /debugport=com2 /baudrate=115200  

Configuring Post Win2K3 Servers 
Consider the following when setting up the OS: 

• Enable Windows OS for debug 
o Bcdedit /debug ON 

 
• For DRAC5,iDRAC6 rack and tower servers: 

o Set the debug settings to point to COM2 

Bcdedit /dbgsettings serial baudrate:115200 debugport:2 

• For 10th generation and newer Dell blade servers: 
o Set the debug settings to point to COM1 

Bcdedit /dbgsettings serial baudrate: 115200 debugport: 1 

3. DRAC/iDRAC Configuration 
 
• Enable IPMI Over LAN with following settings as shown in Figure 2 below 

 

Figure 2: IPMI over LAN settings 
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• Enable Serial Over LAN with following settings as shown in Figure 3 below 

Figure 3: Serial over LAN settings 
 

 
 
 

Client Configuration 
1. Debugging tools – there are two Kernel debugging tools available from Microsoft 

WinDbg and KD 

o WinDbg is a multi-purpose debugger for Microsoft Windows that is distributed on 
the Web by Microsoft. 

o KD is the command line debugging tool 

These tools are prerequisite for remote debugging and can be downloaded from: 
http://www.microsoft.com/whdc/devtools/debugging/default.mspx 

 

http://www.microsoft.com/whdc/devtools/debugging/default.mspx�


Remote Microsoft® Windows Server® OS Kernel Debugging Using DWDU 

 

 Page 7 
 

2. NULL Modem Emulator - the NULL modem emulator (com0com) is an open source kernel-
mode virtual serial port driver for Windows. You can create an unlimited number of virtual 
COM port pairs using this tool and use any pair to connect one COM port based application 
to another. This tool must be installed on the client system, and configured with a COM 
port pairs for Dwindbg (CNCA1 and COM8). Figure 4 below provides the needed setup 
information. 

Figure 4: NULL Modem Emulator Settings 

 

For more information, go to the following Website:  
http://sourceforge.net/projects/com0com/ 

 
3. Dwindbg tool – download Dwindbg.msi from https://support.dell.com, and install it on the 

client machine. Once it is installed, the Windows Debugger Utility icon is on the desktop. 
Click the icon to display the following screen, as is shown in Figure 5. 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://sourceforge.net/projects/com0com/�
https://support.dell.com/�


Remote Microsoft® Windows Server® OS Kernel Debugging Using DWDU 

 

 Page 8 
 

Figure 5: Dell Windows Debugger Utility 

 
 
Enter all of the required parameters - DRAC Name or IP address, User Name, Password, 
and Debugger Type and press Start. The selected Microsoft debugger will be launched and 
the environment is ready for debugging. Figure 6 shows the launch screen for WinDbg, 
and Figure 7 shows the launch screen for KD. 

Figure 6: Launch Screen for WinDbg 
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Figure 7: Launch Screen for KD 

 
 

Conclusion 
Dell Windows Debugger Utility (DWDU) is a tool that can be used to perform remote Windows debugging 
in an environment where servers are maintained in a secured lab, and physical access to the servers is 
difficult. This tool provides a mechanism to remotely connect to the server through the server’s DRAC 
infrastructure, and then can be used to capture debug traces and perform remote debugging activities.  

 

 

 


	On Dell™ Servers
	Dell │ Product Group
	Niranjan Vedavyas
	Executive Summary
	Introduction
	Overview
	Server Configuration
	Figure 1: BIOS Settings

	/
	Configuring Win2K3 Servers
	Configuring Post Win2K3 Servers
	Figure 2: IPMI over LAN settings
	Figure 3: Serial over LAN settings

	Client Configuration
	Figure 4: NULL Modem Emulator Settings
	Figure 5: Dell Windows Debugger Utility
	Figure 6: Launch Screen for WinDbg
	Figure 7: Launch Screen for KD

	Conclusion

